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Foreword

Enforcing the dependability of software systems has been a very active and produc-
tive area of research for over 30 years, addressing support for fault prevention, fault
tolerance, fault removal and fault forecasting. Such an effort has in particular led to in-
troducing a number of dependability concepts, and related principled methods and tools
guiding the structuring of dependable systems, and further allowing reasoning about the
systems’ dependability. As such, research results in the dependability area impact upon
the overall software development process. However, dependability has for long been
considered as an aside property in the development of software systems, except for spe-
cific classes of systems such as safety-critical systems that cannot tolerate unexpected
behavior following the occurrence of failures.

The increasing reliance on software systems that are now surrounding our every-
day’s life, being embedded in most devices, and providing us with access to a huge
amount of content and services via the Internet, makes dependability a prime require-
ment for today’s systems. In particular, dependability requirements should be accounted
for in the early phase of the development process, since dependability means signifi-
cantly impact design choices. In this context, architectural modelling of software sys-
tems offers much benefit towards assisting the design of dependable systems and assess-
ing their dependability. By abstracting the low-level details of the system, architectural
modelling allows effective exploitation of formal methods for reasoning about the sys-
tems’ behavior, which constitutes a key dependability means. Architectural modelling
further allows developers to comprehensively deal with dependability requirements in
the structuring of their systems.

Bringing together researchers from the dependability and software architecture
communities, via dedicated workshops and books on improvement to the state of the
art on architecting dependable systems, can only be acknowledged as a valuable effort
towards eliciting architecture modelling languages, methods and tools that support the
thorough development of dependable software systems. This book, the second of an
undoubtedly promising series, introduces research results that show how dependabil-
ity and software architecture research conveniently complement and benefit from each
other, addressing specific system architecting for dependability, integration of fault tol-
erance means with software architecture, and architecture modelling for dependability
analysis. Last but not least, reports on industrial experience highlight how such an effort
meets industrial practices in dependable software system development. As a result, the
breadth and depth of the coverage that is provided by this book on recent research in
architecting dependable systems is particularly impressive, and the editors and authors
are to be congratulated.

June 2004 Valérie Issarny
INRIA
Research Unit of Rocquencourt






Preface

System dependability is defined as reliance that can be justifiably placed on the service
delivered by the system. It has become an essential aspect of computer systems as ev-
eryday life increasingly depends on software. It is therefore a matter for concern that
dependability issues are usually left until too late in the process of system development.
This is why, even though there is a large body of research on dependability, reason-
ing about dependability at the architectural level is only just emerging as an important
theme. It is a theme that needs to be actively pursued since architectural representations
have been shown to be effective in helping to understand broader system characteristics
by abstracting away from details. Apart from this, there are other factors that make it
urgent to consider dependability at the architectural level, such as the complexity of
emerging applications and the need for building trustworthy systems from the existing
untrustworthy components.

This book comes as a result of an effort to bring together the research commu-
nities of software architectures and dependability. It was inspired by the ICSE 2003
Workshop on Software Architectures for Dependable Systems (WADS 2003), where
many interesting papers were presented and lively discussions took place. The book
addresses issues that are currently relevant to improving the state of the art in architect-
ing dependable systems. It presents a selection of peer-reviewed papers stemming from
some original WADS 2003 contributions and several invited ones. The book consists
of four parts: architectures for dependability, fault tolerance in software architectures,
dependability analysis in software architecture, and industrial experience.

The first part of this book focuses on software architectures for dependability. Its
first paper, by Koutsoukos, Loureno, Avillez, Gouveia, Andrade, Fiadeiro, and Wer-
melinger, is entitled “Enhancing Dependability Through Flexible Adaptation to Chang-
ing Requirements”. This paper describes an architectural approach that relies on co-
ordination contracts to facilitate the dynamic adaptation of systems to changing do-
main rules. The approach is illustrated through a case study in the financial systems
area, where agreed policies and conditions are negotiated on a case-by-case basis.
The paper concludes by reporting on an information system that ATX Software de-
veloped for a company specialized in recovering bad credit. The second paper in this
part is “A Self-optimizing Run-Time Architecture for Configurable Dependability of
Services” by Tichy and Giese. In this paper, Tichy and Giese identify a set of ar-
chitectural principles that can be used to improve the dependability of service-based
architectures. These architectural principles have been instantiated by extending Jini,
and have been evaluated qualitatively and quantitatively for a configuration of multiple
identical services, showing how the different parameters affect the resulting depend-
ability. The paper by Knight and Strunk on “Achieving Critical System Survivability
Through Software Architectures” addresses the idea of making a system survivable
rather than highly reliable or highly available by exploring the motivation for surviv-
ability, how it might be used, what the concept means in a precise and testable sense,
and how it is being implemented in two very different application areas. The subsequent
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paper is authored by Rodrigues, Roberts and Emmerich. It is on “Reliability Support
for the Model Driven Architecture” and elaborates on how the provision of reliability
can be suitably realized through Model Driven Architectures (MDA). It is based on a
platform-independent reference model that can be mapped to specific platforms. The
UML metamodeling language is extended to show how design profile elements reflect
on the deployment of the components when transformation rules are applied to the
model. The last paper in this part, “Supporting Dependable Distributed Applications
Through a Component-Oriented Middleware-Based Group Service” by Saikoski and
Coulson, presents a group-based middleware platform that aims at supporting flexibility
for controlled redundancy, replication, and recovery of components and services. This
flexibility is provided at design time, deployment time and run-time. Their approach is
based on concepts of software component technology and computational reflection.
The second part of this book is related to fault tolerance in software architectures.
In the first paper, “Architecting Distributed Control Applications Based on (Re-) Con-
figurable Middleware”, Deconinck, De Florio and Belmans introduce the DepAuDE
architecture developed for industrial distributed automation applications. This architec-
ture provides a fault tolerance middleware, a library for error detection and recovery
and fault treatments, and a specialized language called ARIEL for specifying fault tol-
erance and configuration actions. The paper concludes with a thorough discussion of a
case study: a demonstrator of a Primary Substation Automation System controlling a
substation for electricity distribution. The second paper of this part is entitled “A De-
pendable Architecture for COTS-Based Software Systems Using Protective Wrappers”.
The authors, Guerra, Rubira, Romanovsky and de Lemos, combine the concepts of an
idealized architectural component and protective wrappers to develop an architectural
solution that provides an effective and systematic way for building dependable soft-
ware systems from COTS software components. The approach is evaluated using a PID
controller case study. The next paper entitled “A Framework for Reconfiguration-Based
Fault-Tolerance in Distributed Systems” is co-authored by Porcarelli, Castaldi, Di Gian-
domenico, Bondavalli and Inverardi. In this framework fault tolerance of components-
based applications is provided by detecting failures using system monitoring, and by
recovery employing system reconfiguration. The framework is based on Lira, an agent
distributed infrastructure employed for component and application level monitoring and
reconfiguration, and a decision maker used for selecting new configurations using the
feedbacks provided by the evaluation of stochastic Petri net models. In the next paper,
“On Designing Dependable Services with Diverse Off-The- Shelf SQL Servers”, Gashi,
Popov, Stankovic and Strigini argue, based on empirical results from their ongoing re-
search with diverse SQL servers, in favor of diverse redundancy as a way of improving
dependability and performance of a SQL server. The paper provides evidence that cur-
rent data replication solutions are insufficient to protect against the range of faults docu-
mented for database servers, outlines possible fault-tolerant architectures using diverse
servers, discusses the design problems involved, and offers evidence of performance
improvement through diverse redundancy. The last paper of part two, “A New Model
and a Design Approach to Building Quality of Service (QoS) Adaptive Systems”, is co-
authored by Ezhilchelvan and Shrivastava. The focus is on developing Internet-based
services provisioning systems. The authors propose a system architecture and identify
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a model appropriate for developing distributed programs that would implement such
systems. The probabilistic asynchronous model proposed abstracts the network perfor-
mance and dependability guarantees typically offered by the Internet service providers.
The system architecture prescribes the role of QoS management algorithms to be: eval-
uating the feasibility of QoS requests from the end users and adapting system protocols
in response to changes in the environment.

Part three of this book deals with dependability analysis in software architectures.
In the first paper, which is entitled “Multi-view Software Component Modeling for De-
pendability”, the authors Roshandel and Medvidovic focus on a more comprehensive
approach for modelling components. Instead of relying just on the description of the
components interfaces, and their respective pre- and post-conditions, the authors pro-
pose an approach to modelling components using four primary functional aspects of
a software component (known as the Quartet): interface, static behavior, dynamic be-
havior, and interaction protocol. In addition to describing individually the four aspects,
the paper also discusses the relationships between them for ensuring their compatibil-
ity. The goal of the work is to obtain support for the architectural-level modelling and
analysis of system dependability, in particular, reliability. The second paper, “Quantifi-
able Software Architecture for Dependable Systems of Systems” by Liang, Puett and
Lugqi presents an approach for the development and evolution of dependable systems-
of-systems. Based on the architectural description of these systems, the approach in-
volves establishing consensus between the different dependability attributes associated
with component systems, and translating them into quantifiable constraints. The ap-
proach illustrates that with reusable architectural facilities and associated tools support,
the quantifiable architecture with multiple perspectives can be effective in supporting
the engineering of dependable systems-of-systems. In the last paper of this part, which
is entitled “Dependability Modeling of Self-healing Client-Server Applications”, the
authors Das and Woodside present an analytical model for evaluating the combined
performance and dependability attributes of fault-tolerant distributed applications. The
authors consider a layered software architecture in which the application and manage-
ment components can fail and be repaired. It also considers the management of connec-
tions, and the application’s layered failure dependencies, together with the application
performance. In order to show the capability of the approach in evaluating large-scale
systems, the authors apply their analytical model to an air traffic control system.

The final part of the book contains two papers that report on existing industrial ex-
periences involving dependability in the context of software architectures. In the first
paper, entitled “A Dependable Platform for Industrial Robots”, the authors Mustapic,
Andersson, Norstrom and Wall discuss the design of an open software platform for an
ABB Robotic System. For them a software platform is the basis for a product-line ar-
chitecture that aims to increase the number of variations between the different software
systems, while maintaining the integrity of the whole robotic system. An initial step in
their approach is to model at the architectural level the quality constraints of the plat-
form, which include several dependability attributes. The second paper of this final part,
“Model Driven Architecture an Industry Perspective” by Raistrick and Bloomfield, dis-
cusses some of the research work that is currently being undertaken within the avionics
industry on the usage of Model Driven Architectures (MDA), an initiative of the Object
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Management Group (OMG). It has been recognized that the MDA approach might be-
come fundamental in reducing costs in the development and maintenance of software.
The authors of this paper identify several fronts in which the usage of the MDA might be
effective. These are: the automation of software development with the support of tools,
the management of legacy systems, the mapping of avionic applications into standard
modular computer systems, and the incremental certification of avionics systems.

We believe that the introduction of the topic of architecting dependable systems
is very timely and that work should continue in this area. The first book of the same
title, published in the summer of 2003, included expanded papers based on selected
contributions to the WADS ICSE 2002 workshop and a number of invited papers. The
forthcoming ICSE/DSN 2004 Twin Workshops on Architecting Dependable Systems is
another ambitious project, which aims to promote cross-fertilization between the com-
munities of software architectures and dependability.

As editors of this book, we are certain that its contents will prove valuable for re-
searchers in the area and are genuinely grateful to the many people who made it possi-
ble. Our thanks go to the authors of the contributions for their excellent work, the WADS
2003 participants for their active support and lively discussions, and Alfred Hofmann
from Springer-Verlag for believing in the idea of this book and helping us to get it pub-
lished. Last but not least, we appreciate the time and effort our reviewers devoted to
guaranteeing the high quality of the contributions. They are D. Akehurst, T. Bloom-
field, A. Bondavalli, F.V. Brasileiro, M. Castaldi, G. Deconinck, F. Di Giandomenico,
M. Correia, G. Coulson, I. Crnkovic, S. Crook-Dawkins, W. Emmerich, J.L. Fiadeiro,
G. Fohler, P. Inverardi, V. Issarny, J. Knight, N. Levy, N. Medvidovic, C. Norstrom,
A. Pataricza, P. Popov, S. Riddle, G. Roberts, C.M.E. Rubira, S. Shrivastava, F. van
der Linden, P. Verissimo, M. Wermelinger, C.M. Woodside, and several anonymous
reviewers.

June 2004 Rogério de Lemos
Cristina Gacek
Alexander Romanovsky
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Richard Avillez?, Jodao Gouveia?, Luis Andrade?, and José Luiz Fiadeiro3

! Dep. de Informética, Univ. Nova de Lisboa, 2829-516 Caparica, Portugal
mw@di.fct.unl.pt
2 ATX Software SA, Alameda Anténio Sérgio, 7, 1C
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3 Dep. of Computer Science, Univ. of Leicester, Leicester LE1 7TRH, UK
jose@fiadeiro.org

Abstract. This paper describes an architectural approach that facili-
tates the dynamic adaptation of systems to changing domain rules. The
approach relies on “coordination contracts”, a modelling and implemen-
tation primitive we have developed for run-time reconfiguration. Our
framework includes an engine that, whenever a service is called, checks
the domain rules that are applicable and configures the response of the
service before proceeding with the call.

This approach enhances dependability in two essential ways: on the one
hand, it guarantees that system execution is always consistent with the
domain logic because service response is configured automatically (i.e.,
without any need for programmer intervention); on the other hand, it
makes it possible for changes to be incorporated into existing domain
rules, and from new rules to be created, with little effort, because co-
ordination contracts can be superposed dynamically without having to
change neither the client nor the service code.

Our approach is illustrated through a case study in financial systems,
an area in which dependability arises mainly in the guise of business
concerns like adherence to agreed policies and conditions negotiated on
a case-by-case basis. We report on an information system that ATX
Software developed for a company specialised in recovering bad credit.
We show in particular how, by using this framework, we have devised a
way of generating rule-dependent SQL code for batch-oriented services.

1 Introduction

This paper describes an architectural approach to system development that fa-
cilitates adaptation to change so that organisations can effectively depend on
a continued service that satisfies evolving business requirements. This approach
has been used in a real project in which ATX Software developed an information

* This paper is a considerably extended version of [1].

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 3-24, 2004.
© Springer-Verlag Berlin Heidelberg 2004



4 Michel Wermelinger et al.

system for a company specialised in recovering bad credit. The approach is based
on two key mechanisms:

— the externalisation of the domain rules from the code that implements core
system functionalities;

— the encapsulation of the code that enforces those domain rules into so-called
coordination contracts that can be created and deleted at run-time, hence
adapting computational services to the context in which they are called.

In the concrete case study that we present, the domain rules define the depen-
dency of the recovery process on business concerns of the financial institution
and product (e.g., house mortgage) for which the debt is being recovered. At
any given time, this business configuration defines the context in which services
are called.

These two mechanisms are aimed at two different classes of stakeholders.
Domain rules are intended for system users, who have no technical knowledge,
so that they can adapt the system in order to cope with requirements of newly
or already integrated financial institutions or products. Coordination contracts
are intended for system developers to add new behaviour without changing the
original service implementation. This is made possible with the ability of coor-
dination contracts to superpose, at run-time, new computations on the services
that are being execute locally in system components.

Coordination contracts [2] are a modelling and implementation primitive that
allows transparent interception of method calls and as such interfere with the
execution of the service in the client. Transparent means that neither the service
nor its client are aware of the existence of the coordination contract. Hence, if
the system has to be evolved to handle the requirements imposed by new in-
stitutions or products, many of the changes can be achieved by parameterising
the service (data changes) and by superposing new coordination contracts (be-
haviour changes), without changing the service’s nor the client’s code. This was
used, for instance, to replace the default calculation of the debt’s interest by a
different one. The user may then pick one of the available calculation formulae
(i-e., coordination contracts) when defining a domain rule.

To be more precise, a coordination contract is applicable to one or more
objects (called the contract’s participants) and has one or more coordination
rules, each one indicating which method of which participant will be intercepted,
under which conditions, and what actions to take in that case. In the particular
case of the system that we are reporting in this paper, all coordination contracts
are unary, the participant being the service affected by the domain rule to which
the coordination contract is associated. Moreover, each contract has a single rule.
We could have joined all coordination rules that may be applicable to the same
service into a single contract, but that would be less efficient in run-time and
more complex in design time due to more intricate rule definitions. The reason
is that once a contract is in place, it will intercept all methods given in all the
contract’s rules, and thus the rule conditions would have to check at run-time
if the rule is really applicable, or if the contract was put in place because of
another coordination rule.
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In this project we used an environment that we have built for developing
Java applications using coordination contracts [3]. The environment is freely
available from www.atxsoftware.net. The tool allows writing contracts, and to
register Java classes (components) for coordination. The code for adapting those
components and for implementing the contract semantics is generated based on
a micro-architecture that uses the Proxy and Chain of Responsibility design
patterns [4]. This microarchitecture handles the superposition of the coordina-
tion mechanisms over existing components in a way that is transparent to the
component and contract designer. The environment also includes an animation
tool, with some reconfiguration capabilities, in which the run-time behavior of
contracts and their participants can be observed using sequence diagrams, thus
allowing testing of the deployed application.

In the context of this work, we are concerned mainly with the maintainability
attribute of dependability, and with faults that are accidental, human-made, and
developmental, whereby our approach could be classified as fault prevention [5].
To be more precise, instead of hard-wiring and duplicating domain rules across
multiple system services, which makes maintenance of the system error-prone
when rules change, we provide support to keep rules separate from the services
and to apply them only when needed. Our approach guarantees that whenever
a user changes a domain rule, any future invocation of a service (whether it is
a web-based interactive service or an SQL-based nightly batch service) that is
affected by it will automatically take the rule in consideration. Hence, depend-
ability, i.e., “the ability to deliver service that can justifiably be trusted” [5] is
maintained.

The structure of the paper is as follows. The next section provides the wider
context of our work, namely our architectural approach to the separation of
computation, coordination, and configuration. This explains the design ratio-
nale for the framework illustrated, through its application to the debt recovery
system, in the following sections. Section 3 starts describing the case study by
introducing some example domain rules, taken from the credit recovery domain,
and shows how coordination contracts are used to change the default service
functionalities according to the applicable domain rules. Section 4 sketches the
framework we implemented, describing how the service configuration is done at
run-time according to the rules. Section 5 explains how the same framework is
used to generate rule-dependent SQL code to be run in batch mode. The last
section presents some concluding remarks.

2 The Three Cs of Architectures

The architectural approach that we will be describing is based on the crucial
separation between “three Cs”: Computation, Coordination, and Configuration.
This separation needs to be supported at two different levels. On the one hand,
through semantic primitives that address the “business architecture”, i.e., the
means that need to be provided for modelling business entities (Computation),
the business rules that determine how the entities can interact (Coordination),
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Components that perform the Services and rules for Units controlling the
computations that ensure core controlling the evolution of interactions and behavior of
services the system basic components
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Fig. 1. The configuration framework

and the business contexts through which specific rules can be superposed, at run-
time, to specific entities (Configuration). On the other hand, the architectural
properties of the deployment infrastructures that can carry this distinction to
the design and implementation layers, and support the required levels of agility.

2.1 The CCC System Architecture

As already mentioned, the rationale for the methodology and technologies that
we have been building is in the strict separation between three aspects of the de-
velopment and deployment of any software system: the computations performed
locally in its components, the coordination mechanisms through which global
properties can emerge from those computations, and the configuration opera-
tions that ensure that the system will evolve according to given constraints such
as organisational policies, legislation, and other. Such layering should be strict
in order to allow for changes to be performed at each layer without interfering
with the levels below.

The Computation Layer should contain the components that perform the
computations that ensure the basic services provided within the system. Each
component has two interfaces [6]: a functional interface that includes the oper-
ations that allow one to query and change the encapsulated component state;
and a configuration interface that provides the component’s constructors and
destructors, and any other operations that are necessary to the correct manage-
ment of dynamic reconfiguration. One such operation is querying whether the
component is in a “stable” state in which the component may be deleted or
its “connections” to other components can be changed; another example is an
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operation that can temporarily block the component’s execution while a recon-
figuration that involves it is processed. The reason for separate interfaces is to
be able to constrain the access that the various parts of the architecture have to
each other and, hence, achieve a cleaner separation of concerns. In the case of the
coordination layer, we require that no component should be able to invoke an-
other component’s configuration operations: components should not create other
components because that is a change to the currently existing configuration and,
as such, should be explicitly managed by the configuration layer.

The Coordination Layer defines the way computational components are inter-
connected for the system to behave, as a whole, according to set requirements. In
the terminology of Software Architecture, this layer is populated by the connec-
tors that regulate the interactions between the components of the layer below.
We call such connectors coordination contracts or, for simplicity, contracts. We
also require each contract to provide a functional and a configuration interface;
each constructor in the configuration interface must include as arguments the
components that the connector instance to be created will coordinate. We im-
pose two restrictions: a contract may not use the configuration interface of any
contract or component; and a contract may not use another contract’s functional
interface. The rationale for the first condition is again that configuration oper-
ations should only be performed by the configuration layer. The reason for the
second condition is to make it possible to evolve the system through (un)plugging
of individual contracts between components, which is only possible if there are
no dependencies among contracts. The coordination effects that contracts put
in place are described in terms of trigger-reaction rules as illustrated in Sec. 3.

At each state, the interconnections put in place among the population of ba-
sic components via contracts define the current configuration of the system. The
Configuration Layer is responsible for managing the current configuration, i.e.,
for determining, at each state, which components need to be active and what
interconnections need to be in place among which components. This layer pro-
vides a set of high-level reconfiguration operations that enforce global invariants
over the system’s configuration. The actual implementation of the configuration
layer may follow the technical architecture given in [7]: a configuration database
containing updated information about the current configuration, a consistency
manager that enforces a “stable” state in which reconfiguration can occur, and
a reconfiguration manager that executes the reconfiguration operations, using
the services of the database and the consistency manager. The implementation
of the reconfiguration operations makes use not only of the configuration in-
terfaces provided by the components and contracts, but also of the functional
interfaces because some changes to the configuration may depend on the cur-
rent state of components and contracts, and may trigger state modifications to
restore application-wide consistency.

Systems whose design architecture supports this separation of concerns through
a strict layering can be evolved in a compositional way. Changes that do not
require different computational properties can be brought about either by re-
configuring the way components interact, or adding new connectors that regu-
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late the way existing components operate, instead of performing changes in the
components themselves. This can be achieved by superposing, dynamically, new
coordination and configuration mechanisms on the components that capture the
basic business entities. If the interactions were coded in the components them-
selves, such changes, if at all possible thanks to the availability of the source code,
besides requiring the corresponding objects to be reprogrammed, with possible
implications on the class hierarchy, would probably have side effects on all the
other objects that use their services, and so on, triggering a whole cascade of
changes that would be difficult to control.

On the other hand, the need for an explicit configuration layer, with its own
primitives and methodology, is justified by the need to control the evolution of
the configuration of the system according to the business policies of the organ-
isation or, more generally, to reflect constraints on the configurations that are
admissible (configuration invariants). This layer is also responsible for the de-
gree of self-adaptation that the system can exhibit. Reconfiguration operations
should be able to be programmed at this level that enable the system to react
to changes perceived in its environment by putting in place new components or
new contracts. In this way, the system should be able to adapt itself to take
profit of new operating conditions, or reconfigure itself to take corrective action,
and so on.

According to the nature of the platform in which the system is running,
this strict layering may be more or less directly enforced. For instance, we have
already argued that traditional object-oriented and component-based develop-
ment infrastructures do not support this layering from first-principles, which
motivates the need for new semantic modelling primitives as discussed in the
next subsection. However, this does not mean that they cannot accommodate
such an architecture: design techniques such as reflection or aspect-oriented pro-
gramming, or the use of design patterns, can be employed to provide the support
that is necessary from the middleware. In fact, we have shown how the separa-
tion between computation and coordination can be enforced in Java through the
use of well known design patterns, leading to what we called the “Coordination
Development Environment” or CDE [4, 3, 8].

The design patterns that we use in the CDE provide what we can call a
“micro-architecture” that enforces the externalisation of interactions, thus sep-
arating coordination from computation. It does so at the cost of introducing
an additional layer of adaptation that intercepts direct communication through
feature calling (clientship) and, basically, enforces an event-based approach. In
this respect, platforms that rely on event-based or publish-subscribe interaction
represent a real advantage over object-based ones: they support directly the
modelling primitives that we will mention next.

2.2 The CCC Business Architecture

The separation of coordination from computation has been advocated for a long
time in the Coordination Languages community [9], and the separation of all
three concerns is central to Software Architecture, which has put forward the
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distinction between components, connectors and architectures [10]. The Config-
urable Distributed Systems community [11], in particular the Configuration Pro-
gramming approach [12], also gives first-class status to configuration. However,
these approaches do not provide a satisfying way to model the three concerns
in a way that supports evolution. Coordination languages do not make the con-
figuration explicit or have a very low-level coordination mechanism (e.g., tuple
spaces); architecture description languages do not handle evolution from first
principles or do it in a deficient way; configuration programming is not at the
business modelling level.

For instance, the reconfiguration operations that we provide through coordi-
nation contexts correspond more to what in other works is called a reconfigura-
tion script [13] than the basic commands provided by some ADLs to create and
remove components, connectors, and bindings between them [14]. Coordination
contexts also make explicit which invariants the configuration has to keep during
evolution. It is natural to express these invariants in a declarative language with
primitive predicates to query the current configuration (e.g., whether a contract
of a given type connects some given components). Such languages have been
proposed in Distributed Systems (e.g., Gerel-SL [13]) and Software Architecture
approaches (e.g., Armani [15]). However, all these approaches program the re-
configuration operations, i.e., they provide an operational specification of the
changes. Our position is that, at the modelling level, those operations should
also be specified in a declarative way, using the same language as for invariants,
by stating properties of the configuration before and after the change. In other
words, the semantics of each reconfiguration operation provided in this layer is
given by its pre- and post-conditions.

On the other hand, it is true that modelling languages like the UML [16]
already provide techniques that come close to our intended level of abstraction.
For instance, “use cases” come close to coordination contexts: they describe the
possible ways in which the system can be given access and used. However, they
do not end up being explicitly represented in the (application) architecture: they
are just a means of identifying classes and collaborations. More precisely, they
are not captured through formal entities through which run-time configuration
management can be explicitly supported. The same applies to the externalisation
of interactions. Although the advantage of making relationships first-class citi-
zens in conceptual modelling has been recognised by many authors (e.g., [17]),
which led to the ISO General Relationship Model (ISO/IEC 10165-7), things are
not as clean when it comes to supporting a strict separation of concerns.

For instance, one could argue that mechanisms like association classes provide
a way of making explicit how objects interact, but the typical implementation
of associations through attributes is still “identity”’-based and does not really
externalise the interaction: it remains coded in the objects that participate in the
association. The best way of implementing an interaction through an association
class would seem to be for a new operation to be declared for the association
that can act as a mediator, putting in place a form of implicit invocation [18].
However, on the one hand, the fact that a mediator is used for coordinating the
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interaction between two given objects does not prevent direct relationships from
being established that may side step it and violate the business rule that the
association is meant to capture. On the other hand, the solution is still intrusive
in the sense that the calls to the mediator must be explicitly programmed in the
implementation of the classes involved in the association.

Moreover, the use of mediators is not incremental in the sense that the addi-
tion of new business rules cannot be achieved by simply introducing new asso-
ciation classes and mediators. The other classes in the system need to be made
aware that new association classes have become available so that the right me-
diators are used for establishing the required interactions. That is, the burden
of deciding which mediator to interact with is put again on the side of clients.
Moreover, different rules may interact with each other thus requiring an addi-
tional level of coordination among the mediators themselves to be programmed.
This leads to models that are not as abstract as they ought to be due to the
need to make explicit (even program) the relationships that may exist between
the original classes and the mediators, and among the different mediators them-
selves.

The primitive — coordination law - that we have developed for modelling this
kind of contractual relationship between components circumvents these problems
by abandoning the “identity”-based mechanism on which the object-oriented
paradigm relies for interactions, and adopting instead a mechanism of super-
position that allows for collaborations to be modelled outside the components
as connectors (coordination contracts) that can be applied, at run-time, to co-
ordinate their behaviour. From a methodological point of view, this alternative
approach encourages developers to identify dependencies between components in
terms of services rather than identities. From the implementation point of view,
superposition of coordination contracts has the advantage of being non-intrusive
on the implementation of the components. That is, it does not require the code
that implements the components to be changed or adapted, precisely because
there is no information on the interactions that is coded inside the components.
As a result, systems can evolve through the addition, deletion or substitution of
coordination contracts without requiring any change in the way the core entities
have been deployed.

3 Business Rules and Coordination Contracts

ATX Software was given the task to re-implement in Java the information system
of Espirito Santo Cobrancas, a debt recovery company that works for several
credit institutions, like banks and leasing companies. The goal was not only to
obtain a Web-based system, but also to make it more adaptable to new credit
institutions or to new financial products for which the debts have to be collected.
This meant that business rules should be easy to change and implement.

The first step was to make the rules explicit, which was not the case in the
old system, where the conditions that govern several aspects of the debt recovery
process were hardwired in tables or in the application code itself. We defined a
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business rule to be given by a condition, an action, and a priority. The condition
is a boolean expression over relations (greater7 equal, etc.) between parameters
and concrete values. The available parameters are defined by the rule type. The
action part is a set of assignments of values to other parameters, also defined
by the rule type. Some of the action parameters may be “calculation methods”
that change the behaviour of the service to which this rule is applicable. The
priority is used to allow the user to write fewer and more succint rules: instead
of writing one rule for each possible combination of the condition parameter
values, making sure that no two rules can be applied simultaneously, the user
can write a low priority, general, “catch-all” rule and then (with higher priority)
just those rules that define exceptions to the general case. As we will see later,
rules are evaluated by priority order. Therefore, within each rule type, each rule
has a unique priority.

To illustrate the concept of business rule, consider the agreement simulation
service that computes, given a start and ending date for the agreement, and the
number of payments desired by the ower, what the amount of each payment must
be in order to cover the complete debt. This calculation is highly variable on a
large number of factors, which can be divided into three groups. The first one
includes those factors that affect how the current debt of the ower is calculated,
like the interest and tax rates. This group of factors also affect all those services,
besides the agreement simulation, that need to know the current debt of a given
person. The second group includes those factors that define what debt should be
taken into account for the agreement: the debt on the day before the agreement
starts, the debt on the day the agreement ends, or yet another possibility? The
last group covers factors concerned with internal policies. Since the recovery of
part of the debt is better than nothing, when a debt collector is making an
agreement, he might pardon part of the debt. The exact percentage (of the total
debt amount) to be pardoned has an upper limit that depends on the category
of the debt collector: the company’s administration gives higher limits to more
experienced employees.

As expected, each group corresponds to a different business rule type, and
each factor is an action parameter for the corresponding rule type. The condi-
tion parameters are those that influence the values to be given for the action
parameters. As a concrete example, consider the last group in the previous para-
graph. The business rule type defines a condition parameter corresponding to
the category of the debt collector and an action parameter corresponding to the
maximum pardon percentage. A rule (i.e., an instance of the rule type) might
then be if category = ‘‘senior’’ or category = ‘‘director’’ then maxPardon
= 80%. The priorities might be used to impose a default rule that allows no par-
don of the debt. The lowest priority rule would then be if true then maxPardon
= 0%.

However, a more interesting rule type is the one corresponding to the cal-
culation of the debt (the first group of factors for the agreement service). The
debt is basically calculated as the sum of the loan instalments that the ower
has failed to pay, surcharged with an amount, called “late interest”. The rules
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for calculating this amount are defined by the credit institution, and the most
common formula is: instalment amount * late interest rate * days the payment
is late / 365. In other words, the institution defines a yearly late interest rate
that is applied to the owed amount like any interest rate. This rate may depend
only on the kind of loan (if it was for a house, a car, etc.) or it may have been
defined in the particular loan contract signed between the institution and the
ower. In the first case, the rate may be given as an action parameter value of the
rule, in the second case it must be computed at run-time, given the person for
whom the agreement is being simulated. But as said before, the formula itself is
defined by the institution. For example, there are instutions that don’t take the
payment delay into account, i.e., the formula is just instalment amount * late
interest rate. For the moment, these are the only two formulas the system in-
corporates, but the debt recovery company already told us that in the forseeable
future they will have to handle financial institutions and products that have late
interest rates over different periods of time, e.g., quarterly rates (which means
the formula would have the constant 90 instead of 365).

In these cases, where business rules impose a specific behaviour on the un-
derlying services, we add an action parameter with a fixed list of possible values.
Each value (except the default one) corresponds to a coordination rule that
contains the behaviour to be superposed on the underlying service (which im-
plements the default behaviour, corresponding to the default value of the param-
eter). However, from the user’s perspective, there is nothing special in this kind
of parameter; the association to coordination rules is done “under the hood”.
For our concrete example, the late interest rule type would have as condition
parameters the institution and the product type, and as action parameters the
interest rate (a percentage), the rate source (if it is a general rate or if it depends
on the loan contract), and the rate kind (if it is a yearly rate or a fixed one). The
last two parameters are associated to coordination rules and the first parameter
(the rate) is optional, because it has to be provided only if the rate source is
general. Two rule examples are

— if institution = ’Big Bank’ and productType = ’car loan’
then rate = 7%, source = ’general’, kind = ’fixed’;

— if institution = ’Big Bank’ and productType = ’house loan’
then source = ’contract’, kind = ’yearly’.

As for the coordination rules, we need one for each computation that differs
from the default behaviour, which is implemented directly in the service because
it is assumed to be the case occurring most often. For the example, we need
a rule to fetch the rate from the database table that holds the loan contract
information for all processes handled by the debt recovery company, and another
rule to calculate the late interest according to the fixed rate formula.

Continuing with our example, the service has (at least) the following meth-
ods:

— void setRate(double percentage), which is used to pass the value of the rate
action parameter to the service;
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— double getRate(), which is used by clients of the service, and by the next
method, to obtain the rate that is applicable;

— double getInterest(), which uses auxiliary methods implemented by the
same service to calculate the late interest to be paid. Its implementation is
return getInstalment() * getRate() * getDays() / 365;.

Given these methods, the coordination rules are as follows:

Fixed Rate This rule intercepts the getInterest() method unconditionally,
and executes: return getInstalment() * getRate().

Contracted Rate This rule intercepts the getRate() method under the condi-
tion !calculated, and executes: r = the rate obtained by consulting the database;
setRate(r); calculated = true.

The second rule requires the coordination contract to have a local boolean at-
tribute calculated, initialized to false. The idea is that, no matter how often
the service’s clients call the getRate () method, the database lookup will be done
only for the first call, and the rate is stored into the service object, as if it were
given directly by a business rule. This “shortcut” works because we know that
the rates stored in the database may only change at the beginning of the nightly
batch, not during the interest calculation.

The next section explains how the three parts (business rules, coordinations
contracts, and services) work together at run-time in order to ensure that the
correct (business and coordination) rules are applied at the right time to the
right services.

4 Architectural Framework

The architecture of the configuration framework, and the steps that are taken
at run-time, are shown next.

1. Service Request
Application Service Factory
7. Return Servi

8. Call Operation ) 3. Configure
reate Service
. : Service
Processing Service
5. Set Parameters Configurator

9. Intercept Call
—Create Contract 4. Evaluate Rules

Contract XML Meta and Instance Files

The process starts with the creation of an application service object to handle
the user’s request, e.g., the request for the simulation of the agreement. This
object contains the necessary data, obtained from the data given by the user
on the web page, and will call auxiliary processing services. Each service is
implemented by a class, whose objects will be created through a factory (step
1 in the figure). After creating the particular instance of the processing service
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(step 2), the factory may call the service configurator (step 3), if the service is
known to be possibly subject to business rules. The configurator consults two
XML files containing information about the existing business rules. The one we
called meta file defines the rule types (see Fig. 2 for an example), while the
instance file contains the actual rules (see Fig. 3).

The configurator first looks into the meta file to check which business rules
are applicable for the given processing service. For each such rule, the meta file
defines a mapping from each of the rule type’s condition (resp. action) parameters
into getter (resp. setter) methods of the service, in order to obtain from (resp.
pass to) the service the values to be used in the evaluation of the conditions of
the rules (resp. the values given by the action part of the rules). There is also
the possibility that an action parameter is mapped to a coordination contract.
For our example, the mapping could be the one given in Table 1. Notice that the
default values general and yearly are not mapped to any coordination contract.

Table 1. Example mapping of parameter (values) to methods and contracts

Parameter |Value Method Coordination Contract
institution getInstitution

productType getProductType

rate setRate

source general

source contract Contracted Rate

kind yearly

kind fixed Fixed Rate

With this information (which of course is read from the meta file only once,
and not every time the configurator is called), the configurator calls the nec-
essary getters of the service in order to obtain the concrete values for all the
relevant condition parameters. Now the configurator is able to evaluate the rules
in the instance file (step 4), from the highest to the lowest priority one, evaluat-
ing the boolean expression in the if part of each rule until one of them is true. If
the parameter values obtained from the service satisfy no rules’ condition, then
the configurator raises an exception. If a suitable rule is found, the configurator
reads the values of the action parameters and passes them to the service (step
5) by calling the respective setters. If the action parameter is associated with a
coordination contract, the configurator creates an instance of that contract (step
6), passing to the contract constructor the processing service object as the par-
ticipant. Continuing the example, the configurator would call the getInstitution
and getProductType methods. If the values obtained were “Big Bank” and “car
loan”, respectively, then, according to the example rules in the previous section,
the configurator would call setRate(0.07) on the service, and create an instance
of the “Fixed Rate” coordination contract.

At this point the configurator returns control to the factory, which in turn
returns to the application service a handler to the created (and configured) pro-
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cessing service. The application service may now start calling the methods of the
processing service (step 8). If the behaviour of such a method was changed by
a business rule, the corresponding contract instance will intercept the call and
execute the different behaviour (step 9). To finish the example, if the applica-
tion service calls getInterest, it will be intercepted by the fixed rate contract,
returning getInstalment() * 0.07.

Of course, the application service is completely unaware that the processing
service has been configured and that the default behaviour has changed, because
the application just calls directly the methods provided by the processing service
to its clients. In fact, we follow the strict separation between computation and
configuration described in [6]: each processing service has two interfaces, one
listing the operations available to clients, the other listing the operations avail-
able to the configurator (like the getters and setters of business rule parameters).
The application service only knows the former interface, because that is the one
returned by the factory. This prevents the application service from changing the
configuration enforced by the business rules.

The user may edit the XML instance file through a tool we built for that
purpose to browse (Fig. 4), edit (Fig. 5) and create business rules. The tool
completely hides the XML syntax away from the user, allowing the manipula-
tion of rules in a user-friendly manner. Furthermore, it imposes all the necessary
constraints to make sure that, on the one hand, all data are consistent with
the business rules’ metadata (i.e., the rule types defined in the XML meta file),
and, on the other hand, that a well-defined XML instance file is produced. In
particular, the tool supplies the user with the possible domain values for re-
quired user input, it checks whether mandatory action parameters have been
assigned a value, facilitates the change of priorities among rules and guarantees
the uniqueness of priorities, allows to search all rules for a given institution, etc.
You may notice from the presented XML extracts that every rule type, rule, and
parameter has a unique identifier and a name. The identifier is used internally
by the configurator to establish cross-references between the instance and the
meta file, while the name is shown by the rule editing tool to the user (as shown
in the screenshots). The valueType attribute of a parameter is used by the rule
editor to present to the user (in a drop-down list) all the possible values for that
parameter. In Fig. 5 the drop-down list would appear by clicking on the button
with a down-arrow in the upper right part of the active window.

Notice that the user is (and must be) completely unaware of which services
are subject to which rule types, because that is not part of the problem domain.
The mapping between the rules and the service classes they affect is part of the
solution domain, and as such defined in the XML meta file. As such, each rule
type has a conceptual unity that makes sense from the business point of view,
without taking the underlying services implementation into account.
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<service class="ComputeDebt">
<ruleType name="Late Interest" id="LatelInterest">
<condition>
<conditionGroup>
<conditionParameter name="Financial Institution"
id="Inst" type="string">
<valueType name="Institution" />
<getter name="getInstitutionCd" returnType="String" />
<SQL>
<expr>AT_LATE_INTEREST_CALC.INSTITUTION_CD</expr>
<from>AT_LATE_INTEREST_CALC</from>
</SQL>
</conditionParameter>
<conditionParameter name="Credit Type"
id="CredType" type="string">
<valueType name="CreditType" />
<getter name="getCreditType" returnType="String" />
<SQL>
<expr>ST_PROCESS_CONTRACT.CREDIT_TYPE_CD</expr>
<from>ST_PROCESS_CONTRACT,AT_LATE_INTEREST_CALC</from>
<join>ST_PROCESS_CONTRACT.PROCESS_NBR =
AT_LATE_INTEREST_CALC.PROCESS_NBR</join>
</SQL>
</conditionParameter>
<!-- the current phase of the recovery process -->
<conditionParameter name="Phase" id="Phase" type="string">
<valueType name="ProcPhase" />
<getter name="getProcessPhase" returnType="String" />
<SQL>
<expr>AT_LATE_INTEREST_CALC.ACTUAL_PHASE_CD</expr>
<from>AT_LATE_INTEREST_CALC</from>
</SQL>
</conditionParameter>
<!-- other condition parameters -->
</conditionGroup>
</condition>
<!-- the action parameters would be given here -->
</ruleType>
</service>

Fig. 2. An extract of the XML meta file
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<service class = "ComputeDebt" name = "ComputeDebt">
<ruleType id = "LatelInterest">
<!-- other rules with higher priority -->
<rule name = "Big Bank, judicial phases" id = "3" priority = "3">
<conditionset type = "AND">
<comparison id = "Inst" serviceValue = "0916"
userValue = "Big Bank" operator = "equal"/>
<conditionset type = "OR">
<comparison id = "Phase" serviceValue = "0005"
userValue = "External judicial phase" operator = "equal"/>
<comparison id = "Phase" serviceValue = "0007"
userValue = "Internal judicial phase" operator = "equal"/>
</conditionset>
</conditionset>
<!-- the values for the action parameters come here -->
</rule>
<!-- remaining rules, with less priority -->
</ruleType>
</service>

Fig. 3. An extract of the XML instance file

5 Batch-Oriented Rule Processing

The approach presented in the previous section is intended for the interactive,
web-based application services that are called on request by the user with the
necessary data. These data are passed along to a processing service. The con-
figurator queries the processing service for the data in order to evaluate the
conditions of the rules.

However, like most information systems, the debt recovery system also has
a substantial part working in batch. For example, the calculation of the debt
is not only needed on demand to project the future debt for the simulation
agreement service, it is also run every night to update the current debt of all the
current credit recovery processes registered in the system. In this case, the debt
calculation is performed by stored procedures in the database, written in SQL
and with the business rules hard-wired.

Hence, when we have a large set of objects (e.g., credit recovery processes)
for which we want to invoke the same processing service (e.g., debt calculation),
it is not very efficient to apply the service to each of these objects individually.
It is better to apply a “batch” strategy, reversing the configuration operation:
instead of starting with an object and then choosing the rule that it satisfies,
we take a rule and then select all the objects that satisfy it. This is much more
efficient because we may use the same configured processing service instance for
objects A and B if we are sure that for both A and B the same rule is chosen.
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Fig. 4. Browsing rules for the debt calculation

We thus have the need to be able to determine for a given rule the set of
objects that satisfy it. Pragmatically speaking, we need a way of transforming
the if-part of a rule into an SQL condition that can be used in a SELECT query
to obtain those objects. Therefore we extended the rule type information in the
XML meta file, adding for each condition parameter the following information:

— an SQL expression that can be used to obtain the parameter value;
— the list of tables that must be queried to obtain the parameter value;
— a join condition between those tables.

Fig. 2 shows a fragment of the meta information for the debt calculation service.
There we see, for example, that in order to obtain the value of the product type
parameter we have to write the following query:

SELECT ST_PROCESS_CONTRACT.CREDIT_TYPE_CD

FROM ST_PROCESS_CONTRACT,AT_LATE_INTEREST_CALC

WHERE ST_PROCESS_CONTRACT.PROCESS_NBR =
AT_LATE_INTEREST_CALC.PROCESS_NBR

Using this information we can now take a rule condition and transform it
into a SQL fragment. As an example, consider the rule condition (for the same
service) in Fig. 3: it is applicable to all recovery processes of “Big Bank” that
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Fig. 5. Editing the condition of a rule

are in the internal judicial phase (i.e., the company’s lawyers are dealing with
the process) or the external one (i.e., the case has gone to court). We may
compose the information for each of the rule parameters in order to obtain a
single SQL fragment for the rule condition. This fragment contains the following
information:

— the list of tables that must be queried in order to evaluate the rule condition;
— an SQL condition that expresses both the join conditions between the several
tables and the rule condition itself.

For our example, the meta file specifies that Inst and Phase, the two param-
eters occurring in the condition, only require the table AT_LATE INTEREST_CALC
to be queried. As for the rule condition, the meta file specifies that
AT_LATE_INTEREST_CALC.INSTITUTION.CD corresponds to the usage of the Inst
parameter, and AT_LATE_INTEREST CALC.ACTUAL PHASE CD to the Phase condi-
tion parameter. By a straightforward replacement of these names in the
boolean expression of the rule condition, we get the following SQL expression:
((AT_LATE_INTEREST_CALC.INSTITUTION_CD = ’0916°) AND
((AT_LATE_INTEREST_CALC.ACTUAL_PHASE_CD = ’0005’) OR
(AT_LATE_INTEREST_CALC.ACTUAL_PHASE_CD = ’0007°)))
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The SQL representation of a rule is conveyed by an instance of class SQLRule,
which is contained in the service configurator, because the XML files are accessed
by the latter.

public class ServiceConfigurator {
public class SQLRule {

public String getId() { ... }

public String getName() { ... }
public String getWhere() { ... }
public String getFrom() { ... }

}
}

Each processing service class provides a static method for obtaining all of its
rules in this “SQL format”. This method simply calls a method of the service
configurator, passing the service identification, which returns all rules for that
service in decreasing order of priority. In the example below we show how we
can generate a specialized query for a rule. In this example we first obtain all
the service rules in “SQL format” and then generate a query that returns the
first object that satisfies the condition of the third rule.

ServiceConfigurator.SQLRule[] SQLrules = ComputeDebt.getSQLRules();

ServiceConfigurator.SQLRule rule = SQLrules[2];
System.out.println("Rule : " + rule.getId() + " - " + rule.getName());
String sql = "SELECT TOP 1 AT_LATE_INTEREST_CALC.PROCESS_NBR " +

" FROM " + rule.getFrom() +

" WHERE " + rule.getWhere() +

" AND PROCESSED = false";
System.out.println(sql);

The output generated is the following:
Rule : 3 - Big Bank, judicial phases

SELECT TOP 1 AT_LATE_INTEREST_CALC.PROCESS_NBR

FROM AT_LATE_INTEREST_CALC

WHERE ((AT_LATE_INTEREST_CALC.INSTITUTION_CD = ’0916°)
AND ((AT_LATE_INTEREST_CALC.ACTUAL_PHASE_CD = ’0005’)
OR (AT_LATE_INTEREST_CALC.ACTUAL_PHASE_CD = ’0007°)))
AND PROCESSED = false

Similar queries are generated for each rule and each query is executed. In
this way we obtain, for each rule, one object satisfying its condition. This object
is basically a representative of the equivalence class of all objects that satisfy
the given rule conditions. Now, step 1 of the run-time configuration (section 4)
is executed for each object. In other words, we execute the same call as if it
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were an application service, but passing one of the already created objects as
data. The steps then proceed as usual. This means that after step 7, we obtain
a service instance that has been configured according to the rule corresponding
to the given object.

The generation of the SQL code for the batch version of a service proceeds as
follows, for each i from 1 to n (where n is the number of rules for that service).
First, generate the SQL query to select all objects satisfying the condition of the
i-th rule. This is done as shown above, but without the TOP 1 qualifier. Second,
call a special method on the i-th service instance. This method will generate the
SQL code that implements the service, based on a template that is customized
with the action parameters that have been set by the configurator on the service.

In summary, the SQL code that will be executed in batch is made up of n
“modules”, one for each rule. Each module first selects all objects to which the
rule is applicable, and then executes the parameterized SQL code that corre-
sponds to the Java code for the interactive version of the service. The modules
are run sequentially, according to the prioritization of the rules.

This raises a problem. If some object satisfies the conditions of two or more
rules, only the one with the highest priority should be applied to that object.
To preserve this semantics, each batch service uses an auxiliary table, initialized
with all objects to be processed by the service; in the case of the debt calculation
service, it is the AT_LATE_INTEREST_CALC table. This table has a boolean column
called processed, initialized to false. As each batch module executes, it marks
each object it operates on as being processed. Hence, when the next module
starts, its query will only select objects that haven’t been processed yet. In this
way, no two rules will be applied to the same object.

The last, but not least, point to mention are coordination contracts. As said
above, one service instance has been created for each rule, and configured ac-
cordingly. This means that coordination contracts may have been superposed
on some service instances (step 6). Hence, the SQL code generated from those
service instances cannot be the same as for those that haven’t any coordination
contracts. The problem is that services are unaware of the existence of contracts.
The result is that when the code generation method of a service object is called
(step 8), the service object has no way to know that it should generate slightly
different code, to take the contract’s behaviour into account. In fact, it must not
know, because that would defeat the whole purpose of coordination contracts:
the different behaviours would be hard-wired into the service, restricting the
adaptability and flexibility needed for the evolution of the business rules. Since
the Java code (for the web-based part of the system) and the SQL code (for the
batch part) should be in the same “location”, to facilitate the maintenance of
the system, the solution is of course for each contract to also generate the part
of the code corresponding to the new behaviour it imposes on the underlying
service. For this to be possible, the trick is to make the code generation method
of the service also subject to coordination. In other words, when a contract is
applied to a service object, it will not only intercept the methods supplied by
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the service to its clients, it will also intercept the code generation method (step
9) in order to adapt it to the new intended behaviour.

6 Concluding Remarks

This paper reports on the first industrial application of coordination contracts,
a mechanism we have developed for non-intrusive dynamic coordination among
components, where “dynamic” means that the coordination may change during
execution of the system.

Although the examples given are specific to the debt recovery domain, the
framework we developed is generic and can be used to help organisations main-
tain their dependence on business rules and achieve flexibility of adaptation to
changing rules. The framework provides a way to separate business rules from
services and to apply one or more rules to services depending on the exact ser-
vice call. Moreover, the approach is applicable to systems with an interactive
and a batch part (based on SQL procedures), both subject to the same rules.
This avoids the traditional scenario of duplicated business rules scattered among
many system services and entangled within their code, thus helping to prevent
unintentional faults by developers during software maintenance.

Flexibility of adaptation to change was achieved by two means. The first is the
definition of parameterised business rule types. The condition parameters can be
combined in arbitrary boolean expressions to provide expressivity, and priorities
among rules of the same type allow to distinguish between general vs. exceptional
cases. The second means are coordination contracts to encapsulate the behaviour
that deviates from the default case. At run-time, from the actual data passed
to the invoked service, a configurator component retrieves the applicable rules
(at most one of each rule type), parameterises the service according to the rules,
and creates the necessary contract instances. The contracts will intercept some
of the service’s functionalities and replace it by the new behaviour associated to
the corresponding business rule.

The architectural framework we designed can be used both for interactive as
well as batch application services. The difference lies in the fact that the batch
application service has to get one representative data object for each rule, and
only then can it create one processing service for each such data. The applica-
tion service then asks each of the obtained configured services to generate the
corresponding SQL code. Coordination contracts will also intercept these calls,
in order to generate code that corresponds to the execution of the contract in
the interactive case.

This approach has proved to work well for the system at hand. On the one
hand it guarantees that the system will automatically (i.e., without programmer
intervention) behave consistently with any change to the business rules. On the
other hand, it makes possible to incorporate some changes to existing rule types
and create new rule types with little effort, because coordination contracts can
be added in an incremental way without changing the client nor the service
code. Furthermore, the code of the services remains simple in the sense that it
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does not have to entangle all the possible parameter combinations and behaviour
variations.

The main difficulty lies in the analysis and design of the services and the
rules. From the requirements, we have to analyse which rules make sense and
define what their variability points (the parameters) are. As for the services,
their functionality has to be decomposed into many atomic methods because
coordination rules “hook” into existing methods of the contract’s participants.
As such, having just a few, monolithic methods would decrease the flexibility
for future evolution of the system, and would require the coordination rule to
duplicate most of the method code except for a few changes.

The approach is also practical from the efficiency point of view. The over-
head imposed by the configurator’s operations (finding the rules, passing action
parameter values, and creating coordination contract objects) does not have a
major impact into the overall execution time of the application and processing
services. This is both true for the interactive and batch parts of the system. In
the former case, the user does not notice any delay in the system’s reply, in the
latter case, the time of generating the SQL procedures is negligible compared
to the time they will execute over the hundreds of thousands of records in the
database. Moreover, the execution time of the generated SQL code is comparable
to the original batch code, that had all rules hard-wired.

To sum up, even though we used coordination contracts in a narrow sense,
namely only as dynamic and transparent message filters on services, and not for
coordination among different services, we are convinced that they facilitate the
evolution of a system that has to be adapted to changing business rules.
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Abstract. Many human activities today depend critically on systems where sub-
stantial functionality has been realized using complex software. Therefore, appro-
priate means to achieve a sufficient degree for dependability are required, which
use the available information about the software components and the system ar-
chitecture. For the special case of service-based architectures, we identify in this
paper a set of architectural principles which can be used to improve dependability.
We then describe how the identified architectural principles have been used in a
realized service-based architecture which extends Jini. The dependable operation
of the infrastructure services of the architecture further enables to systematically
control and configure some dependability attributes of application services. We
present a qualitative and quantitative evaluation of the dependability for a con-
figuration of multiple identical services which are executed with the architecture
and show how the different parameters effect the dependability. Additionally, a
scheme for the dynamic control of the required dependability of the application
services in the case of changing failure characteristics of the environment is out-
lined. Finally, we present a first evaluation of the developed architecture and its
dynamic control of dependability.

1 Introduction

The dependability of today’s complex systems often relies on the employed comput-
ers and their software components. Availability, reliability, safety and security (cf. [1])
are the attributes of dependability that are used to describe the required system char-
acteristics. In this paper we only consider the dependability attributes availability and
reliability. They can be systematically studied at the level of components and their com-
position for a given static system architecture by deriving related dependability models
which can be quantitatively analyzed (cf. [2, 3]). However, due to the increasingly dy-
namic character of today’s computing environments such as service-based architectures
we often do not have a static system architecture.

When further considering dynamic systems where no static a priori known system
configuration exists, the analysis and prediction of the reliability or availability using a
model of the overall configuration is difficult. We therefore propose to build dynamic
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and dependable complex systems not by relying on design-based quantitative analysis
of its static overall architecture. Instead, the observed obstacles should be addressed
by a component-wise analysis which at run-time monitors and controls the dynamic
reconfiguration of the architecture to prevent system reliability and availability to de-
crease below the required level. Such a software tries to compensate failures (originated
from defects of its hardware and software components) by means of repair and it tries
to compensate changes of the environment by adaption of its maintenance activities to
keep the system’s availability and reliability above the required level.

Our architecture consists of an infrastructure, which offers the required generic and
configurable maintenance activities, and the application specific services. We further
study how the dynamic management of redundant component instances for infrastruc-
ture components as well as application services with identical implementation can con-
tribute to improvements for the two considered dependability attributes.

For the infrastructure components we present an in-depth qualitative analysis of rel-
evant hardware failures such as node crashes or network partitioning to show that no
single-point-of-failure exists. The application services are in contrast treated as black-
boxes with dependability characteristics that may change over time. Following the cat-
egorization of [4] we only distinguish whether a service represents an entity or only
contains an activity (session). For session services we further consider stateless and
stateful ones where for the latter the history of relevant actions executed throughout
this session builds the state.

The failures considered for application services are crash failures, which may ei-
ther result from defects of the employed hardware or result from the executed software.
While the rate of the former may change due to aging or replaced hardware, the later
may change over time due to changes in their usage characteristics or software updates.
We further make the strong simplification that both kinds of failures simply result in an
application service crash failure. As the services will then fail to fulfill their regular be-
havior expected by the infrastructure the crash can be detected externally by monitoring
the services.

A number of established architectural principles are presented in Section 2, which
permit to enhance the dependability of service-based architectures. Then, we present
in Section 3 our enhancement of the Jini architecture by a number of infrastructure
services that systematically employ the identified principles to provide a dependable
execution of application services. For a special class of services the possible design
alternatives are studied by means of the detailed design of two infrastructure services
concerning a dependable operation.

We then discuss the benefits achieved for application specific services concerning
availability in Section 4 in a qualitative evaluation. We demonstrate the systematic ap-
plication of the identified architectural principles within the enhanced architecture. Af-
terwards, we present a formal model of the architecture. This model provides analytical
results of the availability for application services based on the parameters of the ar-
chitecture and the environment. After that we sketch how to adapt parameters of the
control monitors to sustain the availability of application services w.r.t. environmental
changes.
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Section 5 contains a qualitative and quantitative evaluation of the reliability pro-
vided by our architecture for different classes of application services. After that, we
describe how our architecture can adapt to environmental changes in order to sustain
a required reliability. We show the feasibility of our approach w.r.t. the sustainment of
application service dependability based on a simulation experiment in Section 6. Re-
lated work is discussed in Section 7 and we close the paper with a final conclusion and
some comments on future work.

2 Architectural Principles for Dependability

Established design principles aid in the development of dependable software systems.
In this section, a number of these design principles are described which are used in the
design of our architecture.

Software systems typically consist of several different parts. Since dependencies
between these parts exist, problems occur if one part fails. Service-based architectures
handle the increasing complexity of today’s systems by means of online lookup and
binding of services. Services and components [5] share the use of contractually spec-
ified interfaces, which makes a black box reuse possible. Thus, a client does not need
to know the exact implementation, used fault tolerance techniques, or the service(s)
deployment, but only relies on the fulfillment of the interface. The client is working
correct as long as the promised functionality of the service is delivered and is, thus,
completely decoupled from how the work is processed.

The integral part of a service-based architecture is a service registry. The use of such
a service registry is a key factor for availability, since service instance connections are
not hard-wired and the execution location of services is not fixed. Instead, services can
spontaneously connect to recover from failures. One example of a self-healing service-
based architecture is the Jini architecture [6, 7]. It has been specially designed to support
the development of dependable distributed systems (cf. [8]). One of its features is a
lookup service that remains operational, even when single nodes in the network have
crashed, due to redundancy and replicated data by the usage of multicast messages.

The leasing principle extends the allocation of resources with time [9]. The lease
represents a period of time during which the resource is offered. Therefore, this lease
needs to be extended (renewed) if the resource remains to be offered after the timeout
of the lease. If the owner of the resource fails to renew the lease, a client can assume
that the resource is no longer available. Leasing is the principle which provides the self-
healing behavior of the Jini lookup service. Every service registration on the lookup
service is accompanied by a lease. If this lease expires, the lookup service removes the
accompanied service registration from its lookup tables. Thus, no service gets this ap-
parently failed service instance in response to a search request. If this service is restarted
or the communication system is repaired, the service can re-register on the lookup ser-
vice.

A proxy provides a surrogate or a placeholder for another object [10]. In distributed
systems a proxy typically acts as a local placeholder for a remote object encapsulating
the forwarding of requests via network communication (e.g. as the stub in Java Remote
Method Invocation (RMI) [11]). In the Jini architecture the proxy pattern is an inte-
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gral part of every service. A service is divided into a proxy and an optional backend.
The proxy instance is registered in the lookup service. If a service is to be used by a
client, the proxy instance is downloaded as mobile code to the client and executed there.
Therefore, the service can execute code on the client’s side in addition to code on the
backend.

Redundancy of service instances is a key factor to achieve a required degree of reli-
ability. A non redundant service is a single-point-of-failure. Thus, in case of a failure of
this service or a communication subsystem failure, which results in a network partition,
all dependent clients of that service cease to work. In the Jini architecture more than
one lookup service can be used. Thus, a failed lookup service does not compromise the
dependability of the complete system.

This leads us to the concept of a smart proxy [12, 13]. A smart proxy is not restricted
to forwarding but can be used much more flexible. Thus, in the context of reliability
the proxy may communicate with multiple backends at once to recover from or mask
failures. A client trying to use a service, which has failed although its lease time has not
expired, would experience a failure in a proxy-less environment. However, after being
downloaded to a client a mobile code proxy, which is stored in the lookup service and
thus fails independently from its backend, can revert to another service backend when it
detects the failure of its own backend. Hence, a smart proxy can be used to encapsulate
and hide the complexity of fault-tolerant code and therefore the use of complex concepts
becomes transparent to the user of the service. For example the service registration in
the Jini architecture is sent to all available lookup services by the proxy at once using
multicast messages. Fault tolerance source code can be integrated in one smart proxy,
since the proxy is executed in the same process as the using service. Therefore, the
smart proxy cannot fail independently from the using service in case of failures. Thus,
the using service does not need to include fault tolerance measures in the collaboration
with the smart proxy.

Analogue to the redundancy of services a key point for dependability is the avail-
ability of data in a distributed system. This can be achieved by the use of replication.
Replication is the process of maintaining multiple copies of the same entity at differ-
ent locations. In the Jini architecture the service registrations are replicated in multiple
lookup services.

The maintenance of these distributed copies depends on the required consistency
for the entity. There exist different consistency models (for an overview see [14]). A
consistency model provides stronger or weaker consistency in the sense that it affects
the values, a read-operation on a data item returns. There is a trade-off between consis-
tency and availability and no optimal solution can be given. The weaker the consistency
model the higher availability can be achieved. The possibility to use different consis-
tency models for different data aids in the development of a self-healing architecture as
we will show in the next section.

Control theory [15] is a fundamental concept which also permits to improve the de-
pendability of a service-based system. However, in the original domain usually a quasi-
continuous rather than a periodic event-based communication between the controller
and the controlled subsystem is assumed. For our application, we employ instead an
event-based communication. Then, a monitor which periodically checks that a service
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is alive and restarts a new one if not, can be understood as a simple form of controller. If
the parameters of the controller are adapted by measuring certain outputs of the system
under control we have an adaptive controller. If parameter identification for a given
dependability model is used to predict the controller parameters, we even have a self-
optimizing controller [15]. If the required system goals w.r.t. availability are known,
this approach can be employed to realize the system which optimally uses its resources
to realize these goals.

3 Design of the Architecture

In this section we will show the application of the introduced architectural principles
in our architecture. We give a short introduction of the presented architecture and the
requirements of the different infrastructure services. The more detailed design and the
implementation is available in [16].

The Jini architecture supports ubiquitous computing in ad-hoc networks and pro-
vides a dependable infrastructure for service lookup and operation. However, the basic
infrastructure only avoids to provide any element that can compromise the depend-
ability of application components. But to achieve the required dependability for any
specific service or application remains to be realized by the application developer. Our
proposed architecture in contrast permits to configure the required degree of availability
for application services at deployment-time.

A key to the improved availability of the infrastructure services is the idea to have
redundant instances of every service type running concurrently in the system to prevent
a single-point-of-failure as proposed in the last section.

The overall architecture is built on top of Jini. In addition to the Jini lookup service,
four different service types are used. In the following we will describe these different
services. Ideally on every computation node of the system one instance of each infra-
structure service is executed and will be restarted automatically during each reboot (see
Figure 1). In addition on each node of the system a Jini lookup service is executed.

On every node of the distributed system an instance of the node service is running.
Using this node service, new application service instances can be created (and old ones
stopped). Additionally, the node service provides information about the node itself. This
includes but is not limited to: ip-address, hostname, total memory, free memory, current
load, load average.

A service description storage contains service descriptions (like name of the ser-
vice, package-path, required and provided interfaces, deployment constraints, etc.) for
all application services which have to be executed. This information has to be read
prior to (re)starting them. Each instance of the service description storage contains one
replica of the service descriptions. A strong consistency model for these data is required
since a weaker consistency model would result in a possible loss of service descriptions
in case of failures. This in turn would cause the unavailability of the affected appli-
cation services, since no repair is possible due to the lost service descriptions. Thus,
reading the descriptions is more important than writing. Additionally, read access to
these service descriptions occurs more often than write access.

Monitors supervise that the application services contained in the service descrip-
tion storage are indeed executed and available. The availability of the services will be
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Fig. 1. Architecture design overview

checked periodically. The detection speed of service failures, and thus the mean time to
repair (MTTR), can be configured by changing this period. The monitor and the related
service instance thus form a closed control loop. To control which monitor is supervis-
ing which service, monitors need to acquire a responsibility for a service (i.e. to assure
anew instance is started, if a service instance is not available). Thus, another overlaying
control loop is used to monitor the monitors themselves. Monitors use the information
provided by the node services to choose on which node a certain service will be started.

The monitoring responsibilities are stored in a monitor responsibility storage. Re-
sponsibilities are accompanied by a configurable lease, which is used to detect failed
monitors (i.e. the lease times out). The responsibility lease influences the mean time
to repair of the application services, too. Each instance of the monitor responsibility
storage contains a copy of these monitor responsibilities. Inconsistencies between these
copies only result in changed responsible monitors and potentially additional started
service instances. Therefore, we trade overhead for improved reliability and weaken
the consistency requirements for these copies. Additionally, after a repaired network
partition failure merging the responsibilities in the former partitions must be possible.
The monitors whose behavior depends on these responsibilities must be able to cope
with a weaker consistency model.

After this overview about the different parts of the architecture, we further describe
in more detail the design of two infrastructure services. These services serve as exam-
ples how to achieve the required degree of reliability for services, which deal with data,
by applying the aforementioned (see Section 2) principles for dependability.

3.1 Service Description Storage

The service description storage contains the descriptions of the services which must be
available in the system. These descriptions are replicated in the system on a number
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of service backends. A strong consistency model is required for this replication. Write
operations are only executed by an administrator whereas read operations are regularly
executed by the infrastructure services.

Since changes in the service descriptions occur rarely, the number of read oper-
ations on these descriptions surpasses the number of write operations. For a certain
degree of the system’s reliability, it is necessary that the read operations of the infra-
structure services succeed with a very high probability in case of failures whereas the
write operations are relatively unimportant. To exploit this bias for read operations we
have chosen to implement the weighted voting approach [17] which provides sequential
consistency.

This approach offers the possibility to configure the reliability, based on the as-
sumed distribution of read and write operations. Each node has a number of votes to
weight its data specified by the administrator. This number of votes should match the
reliability of that node. Quorums are used to determine which nodes participate in a
read/write access based on their votes. The weighted voting approach uses a voting
where the needed read (n,) and write quorums (n,,) can be adjusted as long as read-
write quorums (n,, + n, > n) and write-write quorums (2n,, > n) overlap to prevent
inconsistencies (n : total number of votes). For our scenario we chose a high n,, and a
low n, to achieve a high probability for a successful read operation.

Multiple node failures can be masked as long as the required number of votes is
available to reach the required quorum. In case of a network partition, read operations
are possible in every partition containing more than n,. votes. Write operations are only
possible in the rare case that during a network partition one partition contains more
than n,, votes. Since we chose a low n,. value, the probability is high that read access is
possible in all partitions. We state the reasonable requirement that the network partition
must be repaired, before a write access by the administrator is possible.

The weighted voting approach is implemented in the service’s smart proxy. Thus,
a using service does not need to know about the specific implementation; it just calls
read and write operations on the proxy and all replication and consistency management
is done internally. JavaSpaces [18] are used as backends. JavaSpaces are a tuple-based
storage [19] implemented as Jini services. Therefore, they exhibit the aforementioned
principles like leases. Additionally, JavaSpaces can be used as participants in the Jini
implementation of the Two-Phase-Commit-Protocol [20]. The backends store the data
and an associated version number.

The smart proxy does a lookup on the lookup service gathering the required number
of available JavaSpaces for a read respective write access. Executing a write access, the
proxy simply writes the data in all gathered JavaSpaces using the Two-Phase-Commit-
Protocol and increments the version number. Executing a read access is slightly more
complex. After gathering the correct number of JavaSpaces, the smart proxy reads the
data of every JavaSpace and then internally selects the data, which has been written by
the last write access. This selection is based on the highest version number.

3.2 Monitor Responsibility Storage

Storing the monitor responsibilities is a problem similar to storing the service descrip-
tions. In contrast to that, here write and read operations are equally important. In case of
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failures it is necessary that another monitor can take over the responsibility of a broken
monitor and needs to store this information in the responsibility storage.

Therefore, we can weaken the consistency requirements for the responsibility stor-
age to be able to read and write to it anytime especially in the failure case. An ap-
propriate weaker consistency model is eventual consistency [14]. Eventual consistency
demands that in absence of write operations the storages eventually stabilize in a glob-
ally consistent state after a certain amount of time.

Our approach to achieve eventual consistency is based on multicast messages and
a decentral majority voting on every responsibility storage in the network. Because of
the multicast messages, every message is received by every storage. Thus, in case of a
read operation, all available storages receive the read request and respond by returning
their local data as a multicast message. Therefore every storage and the requester get the
responsibilities stored in every storage. Since the number of storages is unknown in case
of failures, a timeout is used to finish waiting for responses. After that, all storages and
the requester do a decentral majority voting on the received data. In case of parity each
participant chooses the data with the highest hashcode to achieve a consistent result.
A write operation simply sends a write multicast message which is processed by all
storages, which receive the message.

Before a globally consistent state is reached there may exist local inconsistencies.
For example, during a network partition failure the local data in the storages in the
different partitions diverge because updates are only visible within one partition. After
the failure is repaired the conflicts between all partitions are resolved by the next read
operation. After the decentral majority voting the data of only one partition holds, the
others are discarded. Therefore only one monitor is responsible for a specific service
description. All other, former responsible monitors notice their responsibility loss on
their next responsibility check.

From a user point of view this complex dealing with multicast messages and the
voting is completely encapsulated within a smart proxy.

4 Ensuring Availability of Application Services

After presenting the design of the architecture and the individual services, we show how
the architecture achieves availability for application services in case of node failures and
network partition failures. According to [21] availability is the probability that an item
will perform its required function under given conditions at a stated instant of time.
Since systems without repair have in the long run an availability of zero, we have to
repair the services if they have experienced a failure.

4.1 Qualitative Evaluation

In case of a node failure different scenarios, w.r.t. failures of a responsible monitor and
monitored application services, are possible. The case that neither a responsible monitor
nor a monitored service is affected by the node failure is trivial. If a node is affected by
the failure, which does host only application services, the monitors responsible for these
application services will detect the services’ failures because the application services do
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not renew their leases with the lookup service. The monitors will choose new nodes for
the application services and start new instances there. Figure 2 shows this scenario.
Note, the displayed monitor and lease periods, which influence the achievable degree
of availability.
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Fig. 2. Scenario of a node failure

In the case of failures in the responsible monitor as well as in the monitored ser-
vice, the responsibility lease of the monitor expires and another monitor takes over the
supervising responsibility. This monitor replaces the failed monitor, and starts super-
vising the currently unmonitored service which includes starting new instances when
needed. Figure 3 shows the events in a sequence diagram, in the case that a service and
its supervising monitor are executed on the same node, which experiences a failure.

During a network partition failure, communication is only possible inside the dif-
ferent partitions and no communication can cross the borders between the different
partitions. A monitor, which has been responsible for services in the complete network,
is in one part of the system during the partition. In this part the monitor recognizes the
absence of some monitored services and restarts them. In the other parts the monitor’s
responsibility times out, other monitors step in, and restart all needed service instances.
Thus, in each partition a responsible monitor and all service instances are available af-
ter a certain amount of time (cf. Figure 3). If the partitions become too small during a
network partition to execute all services, a solution might be to execute only important
services due to some specified service levels.

After reuniting the different partitions, the responsibility storages are merged by
the above described decentral majority voting to determine a new unified responsible
monitor. This new monitor takes over the responsibility for the service instances started
by the other responsible monitors in the other partitions. Additionally, it can consoli-
date the number of service instances in the reunited network by asking some service
instances to shut themselves down in a graceful manner. The monitors formerly respon-
sible in the other partitions stop monitoring their started service instances after noticing
their responsibility loss.
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Fig. 3. Timing of a monitor failure

4.2 Quantitative Evaluation

In the previous section, we presented how the architecture is designed to improve the
availability of application services in case of failures of application services or architec-
ture services. In the following, we show how the availability of application services can
be analytically determined using a formal model. The behavior of the architecture and
application services depends on a number of parameters. Obviously, the values of most
of the relevant parameters change over time and therefore can only be approximated by
their expected mean values.

A first category of parameters are configurable parameters, which allow to adjust
the system behavior to the required bounds:

Monitoring period p,,c.n: As described in Section 3 the monitor checks periodically,
whether all of its monitored service instances are executed. Decreasing this monitor
period leads to faster recognition of service failures but higher resource consump-
tion.

Monitor responsibility lease m,,.q: A lease is attached to each monitor responsibil-
ity. Decreasing this lease leads to faster recognition of monitor failures but higher
resource consumption.

Service registration lease [,,,.,,: A lease is attached to the registration of each service
in the registration service (e.g. Jini lookup service). Decreasing this lease leads to
faster recognition of service failures but higher resource consumption.

Number of monitors mp: The number of monitors is crucial to the dependability of
the solution. Increasing the number of monitors decreases the probability, that all
monitors have failed, but increases the resource consumption.

Number of service description storages d: The number of service description stor-
ages affects the availability of the service descriptions. Increasing the number of
service description storages leads to a higher probability, that the service descrip-
tions are available, but increases the resource consumption.
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Number of application service instances :: The number of concurrent application
service instances directly affects the availability of the application service. Increas-
ing the number of concurrent instances leads to a higher availability, but increases
the resource consumption.

Since availability is determined by MTTF /(MTTF + MTTR) (cf. [21]), we
can reach higher availability by reducing the mean time to repair. We can configure the
MTTR by changing the lease given by the Jini lookup service, the monitoring period
and the responsibility lease. Therefore, the proposed architecture can be customized for
the required degree of availability subject to the condition that the number of working
monitors, service description storages is sufficient.

Two other parameters affect the availability of application services. These parame-
ters are system parameters, which are imposed by the environment, and therefore can-
not be changed by the architecture. They have to be estimated up front and may later be
identified at run-time using our model (e.g. in a self-optimizing controller):

Mean operating Time Between Failures (MTBF) b,,,..,: It is affected by the under-
lying hardware and software platform.

Hardware Mean Time To Repair (MTTR) r,,,cq: The time needed to repair a bro-
ken hardware platform on which monitors and service description storages are ex-
ecuted.

As it is apparent from the above parameter descriptions, unreflecting changes to the
parameters lead to either low availability results for the application services or extraor-
dinary resource consumption. A quantitative analysis is required to determine appro-
priate values for the configuration parameters for a required availability of application
services and to permint system parameter identification. For this purpose we use gener-
alized stochastic Petri nets.

Generalized stochastic Petri nets (GSPN) [22] can be utilized for quantitative anal-
yses of the dependability of models (cf. [23]). A steady-state analysis of the modeled
behavior gives quantitative results for the availability of a single service group managed
by the architecture. We give a short introduction to GSPNs in Appendix A.

We model the architecture and some application services in a certain example sce-
nario w.r.t. crash failures. In our example scenario, we have three instances of a certain
application service group which are executed by the architecture. Further we will use the
term service groups for one group of identical application services. We use the model
to compute the probability, that at least one application service instance of the service
group is working (p0), i.e. one service instance is sufficient for performing the required
function (1-out-of-3 redundancy). The timed behavior of the model is determined by
the above described dependability parameters.

p0 = p{#working_instances > 0}. (1

In Figure 4 the model of our example scenario is shown in form of a generalized
stochastic Petri net. All architecture parameters (times and quantities), which have been
described in the previous section, are used in this architectural model of a group of
identical application services.
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The net consists of mainly three parts. The lower left part of the system models the
different states of the application service instances. An instance can be in three different
states: (1) it is working (the token is in state working_instances), (2) it has failed (param-
eter b,eqn ) but the lease has not expired yet (token in state failed_instances), and (3) the
lease has timed out (parameter [,,,¢,,) and the token is in state failure_recognized. We
abstract from the small amount of time (compared to the other parameter values) which
is required to restart a service on another node. We added two immediate transitions
unavailable and available. The first fires, when no service instance is available, and thus
the system of three application service instances has failed. The second fires, when there
is at least one service available again, and thus the system has been repaired. These two
transitions are used to analyze the mean time to failure of the complete system of the
three application services.

In the lower right part of the figure the service description storages are modeled. For
our example we used five service description storages (5 tokens in state deploymentstor-
age). Three votes are required for a read quorum. If a service description storage experi-
ences a failure (parameter b,,,¢4y ), @ stochastic transition fires and a token moves to the
state dead_deploymentstorage. After a certain amount of time (parameter 7,cqy) the
deployment storage is repaired and the token moves back to state deploymentstorage.

In the upper part of the model the behavior of the monitors is specified. Initially,
one monitor is supervising the application service instances (the token in state mon-
itor). Two other monitors are running but are not supervising any application service
instance (two tokens in state monitor_pool). When a monitor fails (either a supervis-
ing monitor or a monitor in the pool) determined by the parameter b,,¢qn,, the token
moves to the state dead_monitors. If the supervising monitor fails (no token in mon-
itor or looking_for_dead), another available monitor starts supervising the application
services. The transition start_supervising models this behavior. The time value of this
transition My,eqn, models the monitor responsibility lease of our architecture.

In the middle of the figure, the restarting of failed application service instances is
modeled. The supervising monitor periodically checks whether a service application
instance has failed (token moves from state monitor to looking_for_dead). If there is a
token in state failure_recognized and enough votes can be gathered from the service de-
scription storages, the immediate transition restart fires based on the transition priority
2. If not, the transition no_restart fires to end the supervising period.

In GSPNss stochastic transitions are specified with a rate value. This rate value is the
inverse of the mean duration (cf. Appendix A). In Figure 4 the rate values are shown,
which are the inverse of the parameters which we described at the beginning of this
section. All transitions concerning the failure of services (application and architecture)
have the rate b = 1/byeqn. Typical embedded pc platforms have a MTBF of over
200,000 hours [24]. Since influences from the operating system and other infrastructure
is unknown, we pessimistically assume a MTBF of 3,333 minutes, which equals 2.3
days. Thus, we get a failure rate b = 0.0003 (in failures/minute). All transitions con-
cerning hardware repair have the rate r = 1/7,¢4,,. We assume, that repairing hardware
or replacing it is done in a mean time of 180 minutes which leads to r = 0.005555 (re-
pairs per minute). The time needed for a repair of an application service instance is
based on the values for the lease time (/,cqr ), the monitoring period (pyeqn), and the
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monitor responsibility lease (m,eqn)- All these three parameters can be configured to
reach a certain availability. Since their cost in terms of network bandwidth and process-
ing power is equal and they equally influence the availability, we use the same value for
all parameters: pean = lmean = Mmean = 125 minutes. This simplifies the analysis
and in the next section the adaption of the controller. Hence, we get the rate p = 0.008
(per minute).

We analyzed the GSPN model and got the result, that in the steady-state the proba-
bility of at least one working service instance is p0 = 0.999281, i.e. the availability of
the service group is 99.9281%.

To be able to reach a required availability of the application services for differ-
ent environmental parameters b,,¢qn, We did a steady-state analysis of the model (p0)
with different values for the parameter (p,,cqrn) and the probability of service failures
(bmean) computing the probability of at least one working service. Figure 5 shows the
results of the steady-state analysis. Note, that the parameter values shown in the figure
are the reciprocal values of the means. Considering any curve b, we can improve the
availability by reducing the parameter p,,cqn (reducing pp,eqn leads to higher p be-
cause of p = 1/pmean). We used the GreatSPN tool [22] for modeling the net and the
steady-state analysis.
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Fig. 5. Parameterized steady-state analysis of the availability

4.3 Controlling the Availability

The steady-state analysis computes the availability achievable by the architecture
w.r.t. different estimated values for the architecture parameter p,,eq, and the hardware
mean time to failure b,,qy. For the initial deployment we use a reasonable b,,cq, and
the according py,cqn to achieve the required p0, which we computed during the steady-
state analysis. Our estimated value for b,;,¢q, may be wrong. Therefore, if the estimated
value for the service failure b,,c., proves incorrect after deploying the system and
executing it, we may adjust the monitoring period P,,eqn, based on the values of the
steady-state analysis to reach the same required availability p0 despite the incorrect es-
timated b,cqn. Additionally, the rate of the service failure may change over the course
of time. The architecture parameter will be changed accordingly to sustain the required
availability.
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However, we can only perform a steady-state analysis for a distinct number of pa-
rameter values. The parameter values, gathered during the execution of the system, will
not be equal to the values computed by the steady-state analysis. Thus, we need to be
able to compute a monitoring period for a service failure rate which we did not con-
sider during the steady-state analysis. We assume that the steady-state results are con-
tinuous w.r.t. the parameter values (p and b). Therefore, we may approximate a graph
p0 = f(p,b) by using a cubic bi-spline function.

The approximation by the cubic bi-spline function results in a set of polynomial
functions. For each patch based on the initial discrete values, one polynomial function
is used to compute the p0 value. Figure 6 shows a scaled plot of the set of functions.
The figure shows which availability (shown on the z-axis) is the result of the failure
rate b and the architecture parameter p. Increasing the architecture parameter p, which
increases the repair rate of the architecture, increases the availability pO for a given
failure rate b. Vice versa, in case of a higher failure rate b, we can increase the repair
rate p to reach a required availability pO.
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Fig. 6. Interpolated function of the distinct values provided by the steady-state analysis

Based on this function, we can change the architecture parameter to achieve a re-
quired degree of availability in response to the measured changes of the service failure
rate. Thus, we are controlling the availability of the system by reading inputs (ser-
vice availability) and changing outputs (architecture parameter) to reach a certain goal,
i.e. we are applying control theory to software systems as proposed in [25]. Our ap-
proach for adjusting the parameter p is a special feedback adaptive controller named
model identification adaptive controller (MIAC). Following [15], it is also named a
self-optimizing controller.

As depicted in Figure 7, the basic control loop in the system is built by the service
group and the monitor. The service group represents the controlled process. It can be
influenced by the monitor by restarting crashed services. The feedback from the process
to the monitor is only implicitly present in the architecture. The monitor periodically
checks via the lookup service if a specific service has not crashed.
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The availability of the application service group is influenced by the service failure
rate b. The measured availability of the application services p0 is fed into the parameter
identification unit. Using the pre-computed approximation of p0(p, b) the related ser-
vice failure rate b can be determined and propagated to the parameter adaptation unit.
There, the approximation of p0(p, b) is again used to determine the parameter p to reach
the assigned availability goal p0.

self—optimizin,
controﬁer ¢ PO®D)_ parameter b Parameter | _PO(P-b)
Adaptation p Identification
P measured p0
control loop L
Monitors restart? | Application

alive? (via lookup)

Fig. 7. Self-optimizing availability controller

5 Ensuring Reliability of Application Services

As outlined in the preceding section, the presented infrastructure of the architecture can
ensure a required degree of availability for a group of application services by restarting
failed ones. Due to failures, application services are failing over time and are restarted
on other nodes in the network by the architecture.

Reliability is known as the probability that an item will perform its required func-
tion under given conditions for a stated time interval [21]. Thus, we can also aim at
raising the reliability of the application system by employing redundancy. As long as
the failure rate of the services does not exceed a certain level, which would make it
impossible to synchronize the redundant service instances, we can use the available
redundant services to fulfill the incoming service requests.

5.1 Qualitative Evaluation

For each class of application services we have to reflect the specific condition when the
service will fail.

For stateless session services it is irrelevant which service instance is used for a
given action, since the actions are independent of each other. If a service instance fails,
simply another instance can be used. It is not needed to keep the service instance con-
sistent with each other, since there is no state which needs to be shared between the
individual service instances.

If a stateful session service instance fails in the middle of a session, just using an-
other service instance from thereon does not work. Essentially, the last state of the failed
service instance must be recreated on the newly used service instance. Thus, the history
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(relevant actions) until the point of failure needs to be replayed. As a smart proxy will
only crash together with the client employing it, we can rely on this principle to ensure
that the client is able to replay the history on its own as long as at least one application
service instance is available.

For obtaining reliable entity services, it is necessary to replicate the entity and to dis-
tribute the replicas among a number of service instances to be able to tolerate failures.
Additionally, the consistency of the entity according to a suitable consistency model
must be assured. The required consistency model is application-specific and for every
degraded service level a different number of active application service instances might
be required. For standard consistency models like sequential consistency, application
independent replication algorithms may be used, which provide the required consis-
tency model. For example, in our architecture we have data with two very different
requirements (service descriptions and monitor responsibilities) which can be provided
by appropriate consistency models (see Section 3.1). For the service descriptions we
have two different service levels. Either we have the full service including read and
write access or the degraded service read access only.

The implementation of the above mentioned concepts leads to a system where relia-
bility can be configured to some extend. But the maintainability' of the resulting system
deteriorates due to the increased application of fault tolerance techniques throughout the
system’s source code. To overcome the situation that each client of a service must in-
clude the appropriate fault tolerance code, we apply in our architecture the smart proxy
pattern (see Figure 8).
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Fig. 8. A smart proxy hides the employed fault tolerance scheme

5.2 Quantitative Evaluation

For an appropriate model of the reliability of a specific group of application services the
same general dependability characteristics as employed in the GSPN model of Figure 4
have to be considered.

For a specific group of redundant service components we can model the expected
reliability using a GSPN model such as in Figure 4 where additionally the failure rate A
of the service failure condition for the whole group is analyzed. Note, that this condition
is not the failure rate of the single service instances but a condition on the whole set of
service instances which is specific for the class of service and the employed redundancy
scheme.

Using a steady-state analysis of the model we can then derive the failure rate. Due to
the steady-state result we can assume that the measured mean transition throughput of

|

the ease with which a software system or component can be modified to correct faults, im-
prove performance, or other attributes, or adapt to a changed environment” [26].
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a set of transitions detecting the failing of the service actually corresponds to a constant
failure rate A which describes the rate at which the whole group of services is failing to
provide the required service.

At first we can ensure a required minimal mean time to failure. Using the formula
MTTF = 1/ for a system with constant failure rates (MTTF = [ R(t)) we can
derive the required upper bound A < 1/MTTF on the failure rate. The value of X is
dependent on the configurable architecture parameter p. Thus, by changing p we can
indirectly influence the mean time to failure.

Secondly, to ensure the required minimal reliability » for a given time interval of
length [ such that R(1) >  holds, we can use the formula R(t) = e~** for the case of a
constant failure rate to derive an upper bound for the failure rate with \,, < —In(r)/I.

In the same manner as the availability value p0O can be computed using the GSPN
model, we can thus use the steady-state analysis results of an appropriately extended
GSPN model to derive the required results for the service failure rate of the group of
services.

For stateless session services any service instance is sufficient. To derive the fail-
ure rate for this simple case we have thus added to the GSPN model in Figure 4
an additional place unavailable and transitions available and unavailable which model
the event that none of the service instances is available. For the example configura-
tion presented in Figure 4 the throughput of the transition unavailable determined by
the steady-state analysis is 0.000005, i.e. the MTT Fgs for the complete system is
1/0.000005 = 200,000 minutes, which is 138.8 days. The resulting reliability over
a month is thus e~ 0-000005+43,200 — () 805735,

For a stateful session service with a smart proxy which records the relevant history,
the same extension of the GSPN model as used for the stateless case can be employed
for analysis. The reliability for an entity service group, where a simple majority voting
of the service instances is employed such that at least two of all three service instances
have to be up, can be analyzed by extending the GSPN model of Figure 4 as follows:
Two transitions unavailable1 and unavailableO for the case of only one or zero available
services and their combined transition rate has to be used to model the failure of service
provisioning. Transition available has to be replaced by two transition available2 and
available3 which fire when two or three of the service instances are available. It is to
be noted that a different employed redundancy scheme would also result in a different
required extension of the GSPN model.

5.3 Controlling the Reliability

Like in Figure 7, we can exploit an approximation of the parameterized GSPN model to
realize a self-optimizing controller on top of the basic control loop build by the service
group and the monitor. The required changes to the infrastructure parameters are derived
from the parameterized model for multiple identical services at run-time by measuring
the failure rate 70 of the service group.

The reliability of the application service group is influenced by the crash failure rate
b. Equivalent to the controller loop used for ensuring the availability p0, the measured
failure rate of the whole application service group 70 is used in an additional parameter
identification unit where the pre-computed approximation of 70(p, b) is used to estimate
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the single service failure rate b. In the parameter adaptation unit this estimation and the
r0(p, b) is then used to compute the parameter p to reach the assigned reliability goal
r0.

In Section 4.3 we presented a controller for the availability of the application ser-
vice group, which controls the availability for not falling below a certain required level.
If we employ both controllers, we may get different values for the architecture param-
eter p. In this situation we simply choose the higher value. Consider a situation where
the controllers compute two values p, and p, to ensure a required level of reliability
respective availability. If p, > p, holds, p = p, is used for controlling availability and
reliability. Since a higher value for p than p, is used for controlling the availability, the
availability of the application service group will be higher than required.

6 Evaluation

We presented in the last sections an approach to control the availability and reliability
of application services executed by the architecture in the case of changes to the crash
failure rate due to external influences. In this section, we present results of a number
of simulation experiments, which show that (1) our GSPN model is a correct abstrac-
tion of the simulation and (2) the controlling approach presented can indeed ensure the
requested availability and reliability in case of changes to the crash failure rate.

For the simulation experiments, the scenario of the GSPN model of Section 4.2 is
used: a service group of 3 application service instances is executed by the architecture, 1
running application service instance is sufficient for working (1-out-of-3 redundancy),
3 monitors are used to supervise the service group, 5 deployment storages contain the
service group deployment information of which 3 must be working (3-out-of-5 redun-
dancy).

The simulation is event driven, i.e. for each event a distinct trigger time is computed
when this event will happen. This trigger time computation is either based on a neg-
ative exponential distribution or based on deterministic periods. Events are (1) crash
failures, (2) repair of infrastructure services, (3) lease expirations of application service
instances, (4) monitor checks, and (5) monitor responsibility checks. The simulation
sequentially processes the events in the order of the trigger time. During processing an
event, new events are created, e.g. processing a lease expiration event creates a monitor
check event. The simulation skips all time steps between events, since no change to the
system is expected to occur between events.

In the course of the evaluation, 75 simulation runs have been conducted each run-
ning for 100,000 events. Due to the stochastic distributed event trigger times, the simu-
lated total time of each simulation run varies. The mean simulation time for a simulation
run is 12,551,511 minutes, which roughly equals 24 years.

The availability values gathered during the simulation experiments and computed
in the GSPN analysis are very similar. In addition the results of the simulation run
are slightly better than the analysis results of the more abstract GSPN model in the
majority of the simulation runs. Table 1 shows the results for an architecture parameter
p = 0.0092 and the different values for the crash failure rate b for different simulation
runs.
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Table 1. Availability results of simulation and GSPN analysis for p = 0.0092 and different b

| [ 0.000L [ 0.0003 | 0.0005 ] 0.0007 ] 0.0009 ] 0.0011 ]

GSPN 0.999980 | 0.999516 | 0.997921 | 0.994637 | 0.989166 | 0.98102
Simulation | 0.999985 | 0.999710 | 0.997589 | 0.994958 | 0.989306 | 0.97026
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Fig. 9. Reliability results of simulation and GSPN analysis for p = 0.0092 and b = 0.0007

Concerning reliability, Figure 9 shows the reliability curve for different time inter-
vals t gathered during the simulation experiment. During a simulation run, the time
intervals x; in which the application group performs its required function are stored in
the set M. The set N; = {x;|x; > t} contains all time intervals x; which are longer than
the time interval ¢. The points depicted in the figure are computed as R(t) = |N¢|/|M]|,
i.e. the fraction between the number of time intervals bigger than ¢ and the total number
of time intervals. Hence, these individual points R(t) depict the experimental results
for the probability that the application group performs its required function for at least
the time interval ¢. In addition the mean time to failure of the simulation experiment
and the MTTF computed by the GSPN analysis are included to show, that concerning
reliability our GSPN model is a good abstraction of the simulation.

In Sections 4.3 and 5.3, we presented the idea to use the values computed by the
GSPN analysis to control availability and reliability in case of changes to the crash fail-
ure rate b. To support this claim, we conducted simulation runs, where we externally
change the crash failure rate b during the simulation run. Figure 10 shows the plot of
one simulation run. The average availability of the system over a time frame of 1,000
minutes is displayed as a line. The reconfigurations done by the controller are displayed
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Fig. 10. Availability results showing the reaction to induced changes of the crash failure rate

as small crosses. In this run, we started with the crash failure rate b = 0.0003. Note, that
we externally induced an increase of the crash failure rate b at time 1,114,365 (visual-
ized by the arrow) to b = 0.0009. The controller is set to reconfigure the architecture
parameter p, when the availability falls below a required level of 0.99. It is apparent
from the figure, that after the externally induced increase of the crash failure rate, the
availability falls below the required level of 0.99. Thereafter the controller reacts by
increasing p, and the availability rises again above 0.99. Due to the random distributed
crash failures in the simulation, there have been three additional points in time, where
the availability falls below 0.99 and the controller reacts again by increasing the archi-
tecture parameter p.

In this section, we have shown by the extensively conducted simulation runs, that
(1) our GSPN model is a good abstraction w.r.t. the simulation and based on that (2) our
controller can indeed ensure the availability of the application service group in spite of
external increases of the crash failure rate.

7 Related Work

In the Jini-context the problem of availability is somewhat addressed by the RMI-
Daemon [11]. This daemon supports the on demand creation of remote objects. Ad-
ditionally if the node fails, after a reboot and a restart of the daemon all remote objects
are recreated. Nevertheless this daemon only restarts the remote objects on the same
node. Therefore, this is not a solution if a node fails permanently or if the remote ob-
jects should be available during the repair of the node.
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The RIO-Project [27] uses a somewhat similar approach compared to ours. One sin-
gle monitor is loaded with the service descriptions and ensures the availability of the
contained services in the system. The fact that the service descriptions are only avail-
able inside of the monitor makes the monitor a single-point-of-failure in the system. If
the monitor process fails, the service descriptions are lost since they are not replicated.
No other monitor can use those service descriptions and replace the existing monitor
without manual intervention. Thus the reliability of the RIO approach depends heavily
on the reliability of one monitor instance. Additionally during a network partition fail-
ure the approach does not work since the monitor instance cannot be in more than one
partition of the network. Hence this approach is not applicable for dependable systems.

The Master-Slave pattern [28] can be applied when services are replicated and a
result must be selected which is returned to the client. This is similar to our smart
proxy approach. In our approach the slaves are the different service instances and the
smart proxy is the master. The Master-Slave pattern is aimed at stateless session services
whereas our approach can also be used for the consistent management of entity services.

The Willow-Architecture by Knight et al. [29] provides survivability for critical
distributed systems. As a response to faults reconfiguration is used to ensure the surviv-
ability of the system. The response to failures is based on a monitor/analyze/respond-
control loop which is similar to our behavior of the monitor.

The SAFEGUARD project [30] aims at a scalable multi-agent environment for
maintaining an acceptable level of system’s operability. Anomaly Detection Agents ini-
tiate countermeasures in response to bad events in order to maintain the acceptable
operability level. Those agents employ learning algorithms (case based reasoning, neu-
ral networks, etc.) to detect previously unknown bad events. Voting schemes are used to
decrease the probability that false positives are detected or anomalies are not detected.
In the SAFEGUARD project the quite ambitious effort is proposed to employ artificial
intelligence approaches for fault detection. In contrast we use self-optimizing behavior
to recover from known faults.

Kon et al. present in [31] the distributed middleware 2K which is built on top of
standard operating systems and CORBA [32]. The 2K middleware provides means for
dynamic instantiation of components including management of dependencies. To react
to changes in the environment, 2K uses mobile reconfiguration agents which contain re-
configuration commands and/or new implementations for system and application com-
mands. The resource management component of 2K uses also lease times as means for
the detection of resource unavailability [33]. While fault tolerance is addressed for the
2k middleware components, for application components fault tolerance and reliability
is left to the developer.

Gustavsson and Andler describe in [34] a distributed real-time database which uses
eventual consistency. Similar to our approach they use this consistency model to im-
prove the availability and efficiency and to avoid blocking for unpredictable periods of
time.

The general approach to analyze the reliability in the presence of maintenance ac-
tivities such as the restart of services by the monitors with models is restricted to fixed
structure and derives one large GSPN (cf. [23]). In the presented approach in contrast
dynamic structures are supported and GSPNs are only build off-line for each service
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group to determine the general characteristics. This model is then used at run-time to
adapt the parameters of the monitors to sustain the required availability. The required
availability is itself adapted taking the service dependencies into account.

8 Conclusions and Future Work

For the presented architecture implemented on top of Jini, we have shown that the in-
frastructure services itself build a dependable system. This includes that in contrast to
related proposals no single-point-of-failure for node crashes or network partition fail-
ures is possible. For different kinds of application services we presented appropriate
concepts to also realize a higher reliability. The required additional efforts for availabil-
ity and reliability are systematically hidden to the service clients using the smart proxy
concept of Jini.

As the number of parallel running service instances and lease times for registry and
monitoring can be freely configured, the architecture permits to adjust the deployment
and maintenance scenario for a given application service such that the required avail-
ability and reliability can be achieved by determining the parameters using the presented
quantitative dependability models.

Additionally, we used the results of the formal analysis to react to run-time mea-
surements of dependability characteristics. Thus, we adjust the system parameters such
as monitor supervision periods accordingly to control the required degree of availability
or reliability. We supported our approach by extensive simulation experiments.

In accordance with [35], which defines self-adaptive software as software that mod-
ifies its own behavior in response to changes in its operating environment, we thus
classify our architecture as self-healing software. Our scheme to employ a model of
the system under control to predict the controller parameters is in the control theory
community named a self-optimizing controller [15]. Therefore, our architecture is a
self-optimizing system for service-based software that at run-time does not only ensure
self-healing behavior, but also optimizes the system w.r.t. the known required depend-
ability and operation costs.

In addition to the implementation of the presented dependable architecture and its
run-time system, tool support by means of UML component and deployment diagrams
has been realized [36, 16]. This includes code generation for the services, generation
of XML deployment descriptions, and the visualization of the current configuration by
means of UML deployment diagrams.

As future work, we want to employ classical approaches for learning to improve
our results. E.g., instead of the approximation pO(p,b) or r0(p, b) derived from the
GSPN model, the measured relation between the parameters can be accumulated during
operation. These selected field data may permit to find more cost effective solutions
which still provide the required degree of dependability. When the predictive accuracy
of this approach is detected to be not sufficient any more, the system may switch back
to the model-based approach outlined in this paper to ensure the required availability
in the long run. We plan to conduct real-life tests, to show whether the results of the
simulation runs are repeatable under real-life conditions.
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A An Introduction to Generalized Stochastic Petri Nets

In this section, we give a small, simplified, and informal introduction to general-
ized stochastic Petri nets (GSPN). We assume that the reader is familiar with s/t-nets
(cf. [37]). For further information and a formal introduction for GSPNs see [22].

A GSPN consists of states and transitions. Two ideas merely have been added com-
pared with s/t-nets: (1) the introduction of timed transitions, (2) the association of a
random, exponentially distributed firing delay with timed transitions.

T1 T1

SO S1 SO S1
(a) Immediate (b) Stochastic

Fig. 11. Different transition types

The first idea leads to the distinction between immediate transitions which imme-
diately fire, if they are enabled, and timed transitions. If a timed transition becomes
enabled, it gets a timer which decreases constantly until it reaches zero. Then, the
transition fires. The second idea leads to the association of a random, exponentially
distributed firing delay with timed transitions. For mathematical reasons negative ex-
ponential probability density functions (pdf) are adopted. Figure 11 shows the different
types of transitions in a GSPN, which are used throughout this paper.

A stochastic transition is specified using a rate. This rate is the inverse of the mean
of the negative exponential pdf. For example, if you want to model an activity with
an average duration of ¢ = 10 time units, the respective timed transition has a rate
A=1=01

Priorities and weights are used to specify how conflicts between two immediate
transitions are resolved. Using priorities the transition fires, which has the higher prior-
ity. Weights are used to specify the probability of the conflicting transitions. For exam-
ple, if two immediate transitions with the weights w; = 1 and wy = 4 are in conflict

to each other, the probability that transition one fires is p; = w]“jrlwz = 0.2 and the
probability that transition two fires is p; = w:fwz =0.8.

If an immediate and a timed transition are in conflict with each other, always the
immediate transition fires. The resolution of two conflicting timed transitions is based
on the facts that (1) the two timers of the transitions are sampled from the negative
exponential pdf and (2) the probability of two timers expiring at the same instant is
ZEero.

Generalized stochastic Petri nets can be mapped to continuous-time Markov chains
for steady-state analysis. The GreatSPN tool [22] has been used in the paper for this
analysis. It is available from www.di.unito.it/ "greatspn/index.html on
request.
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Abstract. Software-intensive systems often exhibit dimensions in size and com-
plexity that exceed the scope of comprehension of system designers and analysts.
With this complexity comes the potential for undetected errors in the system.
While software often causes or exacerbates this problem, its form can be ex-
ploited to ameliorate the difficulty in what is referred to as a survivability ar-
chitecture. In a system with a survivability architecture, under adverse conditions
such as system damage or software failures, some desirable function will be elim-
inated but critical services will be retained. Making a system survivable rather
than highly reliable or highly available has many advantages, including overall
system simplification and reduced demands on assurance technology. In this pa-
per, we explore the motivation for survivability, how it might be used, what the
concept means in a precise and testable sense, and how it is being implemented
in two very different application areas.

1 Introduction

Sophisticated hardware systems have been providing dependable service in many
important application domains for some time. Systems such as electro-mechanical rail-
way signals and aircraft hydro-mechanical controls are safety critical, and many strate-
gies for achieving and analyzing dependability properties in these systems have been
developed. Introducing software-intensive components into engineered systems, how-
ever, adds extra dimensions in size and complexity. Combining powerful computation
facilities with high-speed digital communications can lead to systems that are thou-
sands of times more complex than would normally be considered in a hardware sys-
tem, such as the electronic funds transfer system within the financial network or the
supervisory and control mechanisms within the electric power grid. Such systems are
referred to as critical infrastructure systems because of the very high dependence that
society now has on them.

Software also enables function to be implemented that would be impractical to
implement in hardware. In safety-critical embedded systems, important facilities—
including many that enhance safety—depend on complex software systems for correct
operation. An example of this is stability augmentation in aircraft flight-control, where
the digital system calculates a stream of small adjustments that must be made to con-
trol surfaces in addition to the pilot’s commands.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 51-78, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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Both critical infrastructure systems and safety-critical embedded systems can
quickly exceed not only the scope of current approaches to analysis but also the com-
prehension capability of even talented, experienced system designers and analysts.
When this happens, the potential for introducing undetected errors into the system is
greatly increased. While software function causes or exacerbates some of the difficul-
ties in system design, its form can be exploited to ameliorate them in what is referred
to as a survivability architecture. In a system with a survivability architecture (referred
to as a survivable system), the full set of system functions, though highly desirable,
will not always be provided and need not be provided in order to prevent a catastrophic
failure. Under certain adverse conditions that preclude the provision of total function-
ality, the system can offer an alternative service. This alternative service provides crit-
ical system functions, sacrificing some of the preferred service to ensure a level of
continued operation that is considered acceptable even though it is not optimal.

Requiring that a system be survivable rather than reliable provides two major
advantages. First, the amount of hardware replication required to meet hardware
dependability goals can be reduced by architecting the system to allow and account for
some unmasked failures; this confers considerable cost savings, particularly in large
systems. Second, assurance of correct software function can be limited to the function
whose correctness is crucial. Certain software faults can be tolerated by transitioning
to providing only the crucial functionality, and the more limited size of the crucial
functionality gives designers and analysts a much better chance of being able to cope
with the complexity of the system.

In this paper, we examine the characteristics and dependability requirements of
critical infrastructure and embedded systems. With these requirements in mind, we
present the detailed definition of survivability and show how the definition can be
applied. We then give examples of survivable systems and discuss the implementation
of survivability using survivability architectures for both types of system.

2  Types of System

2.1 Critical Information Systems
Powerful information systems have been introduced into critical infrastructure applica-
tions as the cost of computing hardware has dropped and the availability of sophisti-
cated software has increased [18]. Massive computerization has enabled efficiencies
through tightened coupling of production and distribution processes. Just-in-time
delivery of automotive parts by rail, for example, has enabled dramatic inventory
reductions. Some forms of damage to these systems have no external effect because of
appropriate redundancy; mirrored disks, for example, mask the effect of disk failure.
But in other cases, the effects of damage will be so extensive that it will be visible to
the system’s users in the form of a lack of service or reduction in the quality of service.
Events that disrupt critical infrastructure applications are inevitable; in practice, the
continued provision of some form of service is necessary when damage precludes the
provision of full service.

For the developer of a critical information system, knowing what service is
required in the event that full service cannot be provided is very important. The current
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notion of dependability for critical information systems does not provide the necessary
concepts of degraded service and the associated spectrum of factors that affect the
choice of degraded service as an explicit requirement. Survivability is the term that has
come into use for this composite form. To provide a basis for a discussion and to moti-
vate the definition, we enumerate the characteristics of infrastructure applications that
affect the notion of survivability. The most important characteristics are:

»  System Size. Critical information systems are very large. They are geographically
diverse, topologically complex, and include large numbers of heterogeneous com-
puting, storage and network elements.

*  Damage and Repair Sequences. Events that damage a system are not necessarily
independent nor mutually exclusive. A sequence of events might occur over time
in which each event causes more damage. In effect, a bad situation gets progres-
sively worse meaning that a critical infrastructure application might experience
damage while it is in an already damaged state, and that a sequence of partial
repairs might be conducted. A user might experience progressively less service
over time as damage increases and progressively more as repairs are conducted.

»  Time-Dependent Damage Effects. The impact of damage tends to increase with
time. The loss associated with brief (seconds or less) interruptions of electric
power, for example, can be mitigated in many cases. A protracted loss (days) is
much more serious, with impact tending to increase monotonically with time.

*  Heterogeneous Criticality. The requirements for dependability in infrastructure
systems are considerable but some functions are more important than others and
the importance of some functions often varies with time.

*  Complex Operational Environments. The operating environments of critical infra-
structures are of unprecedented complexity. They carry risks of natural, acciden-
tal, and malicious disruptions from a wide variety of sources.

2.2 Safety-Critical Embedded Systems

As with critical infrastructure systems, immense amounts of software have been intro-
duced into safety-critical embedded systems for similar reasons and with similar
results. There has been a shift towards digital implementation of many functions that
used to be electro- or hydro-mechanical (fly by wire, for example), and many new ser-
vice and software-intense safety functions have been introduced (enhanced ground
proximity warning, for example).

All forms of damage to safety-critical systems must be anticipated and considered
in system design and analysis. The emphasis in these systems has always been to mask
the effects of faults, yet that is becoming increasingly difficult as the complexity of the
systems increases. In addition, the overall complexity of the software upon which the
systems rely has long surpassed the point at which comprehensive analysis is possible.
Exploiting the notion of survivability for these systems can reduce system complexity
and limit the amount of software that is crucial to dependable operation.

Mandated dependability requirements are set by regulating agencies such as the
U.S. Federal Aviation Administration (FAA), Food and Drug Administration (FDA),
and Nuclear Regulatory Commission (NRC). The FAA, for example, categorizes air-
craft functionality into three levels of criticality according to the potential severity of
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its failure conditions [14]. The most extreme criticality level is “Catastrophic: Failure
conditions which would prevent continued safe flight and landing” [14]. Catastrophic
failure conditions must be “extremely improbable” [14] or “so unlikely that [the failure
condition is] not anticipated to occur during the entire operational life of all airplanes
of one type” [14]. “Extremely improbable” corresponds to a quantitative failure rate of
107 failures per hour of operation.

Using survivability in systems of this type enables the extent of the system that is
required to meet this extreme level of dependability to be reduced significantly. As in
the critical infrastructure case, we enumerate the characteristics of safety-critical
embedded systems that affect the notion of survivability. These characteristics are:

»  System Timing and Resource Constraints. Embedded systems are often severely
limited in power, cost, space, and weight, and so they are tuned to take the best
possible advantage of their underlying resources.

»  System Coupling. System components frequently have a very strong dependence
on one another, and so the state of various system components must be seen indi-
vidually and also as a whole when determining appropriate system behavior.

*  Damage and Repair Sequences. Failures can occur in sequence, and while some-
times the system size allows reinitialization, at other times system criticality pre-
cludes any service interruption.

*  Heterogeneous Criticality. Criticality of embedded system services also varies
with function and with time. A medical application, for instance, is less dangerous
during surgical planning than during the surgery itself.

*  Complex Operational Environments. While the operational environments of
embedded systems are fairly localized, they can still be affected by a variety of
factors. Avionics systems are affected by factors such as weather, altitude, and
geographic location.

3  What Is Survivability?

3.1 Existing Definitions of Survivability

Like many terms used in technologies that have not yet matured, several notions of

survivability have appeared, and a rigorous definition has been presented only

recently. Survivability has roots in other disciplines; for instance, a definition used by
the telecommunications industry is:

Survivability: A property of a system, subsystem, equipment, process, or procedure
that provides a defined degree of assurance that the named entity will continue to
function during and after a natural or man-made disturbance; e.g., nuclear burst.
Note: For a given application, survivability must be qualified by specifying the
range of conditions over which the entity will survive, the minimum acceptable level
or [sic] post-disturbance functionality, and the maximum acceptable outage
duration [46].

The sundry definitions of survivability (see also, for example, [12, 13]) vary consider-
ably in their details, but they share certain essential characteristics. One of these is the
concept of service that is essential to the system. Another is the idea of damage that
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can occur; and a third, responding to damage by reducing or changing delivered func-
tion. Further, the definitions used outside of computing introduce the idea of probabil-
ity of service provision as separate from the probabilities included in dependability.

While these definitions offer a firm starting point for a definition, they offer only
an informal view of what survivability means. This view is analogous to the colloquial
view of reliability—that the system rarely or never fails. The formal view of reliability,
on the other hand, states that a system is reliable if it meets or exceeds a particular
probabilistic goal. It is the formal definition that provides criteria for reliability that
can be tested. Likewise, a formal definition for survivability that provides testable cri-
teria is needed. If a system’s survivability characteristics cannot be tested, then system
developers cannot tell whether they have met users’ requirements. The informal defi-
nitions above, for example, do not specify: which functions are essential; under what
fault conditions the essential functions will be provided; or the timing requirements on
transitioning to provide only essential functions.

Knight et al. give a definition based on specification: “A system is survivable if it
complies with its survivability specification” [20]. They draw on the properties men-
tioned above and present a specification structure that tells developers what survivabil-
ity means in an exact and testable way. It is this definition that we characterize and
build on here.

3.2 A More Precise Intuitive Notion

What has been implied so far, but has not been made explicit, is the idea of value pro-
vided by a system to its users. In the critical infrastructure case, this value is essentially
an aggregate over time; provision of electric service, for instance, is not critical at a
single point in time or even for a short length of time, but the service is crucial over the
long term. In contrast, in many embedded systems provision of service at a particular
point in time is paramount; a nuclear shutdown system, for example, is of no use if it is
operational continuously only until it is called upon.

The core of the survivability concept is that value is not a Boolean variable. A sys-
tem is not constrained to provide service or not; it can provide service whose value to
the user is less than that of the system’s standard service, but still enough to meet criti-
cal user requirements. For an aircraft, such service might be basic control surface actu-
ation without enhanced fly-by-wire comfort and efficiency algorithms.

The general idea of survivability is that a system will “survive” (i.e., continue
some operation), even in the event of damage. The operation it maintains may not be
its complete functionality, or it might have different dependability properties, but it
will be some useful functionality that provides value to the users of the system, possi-
bly including the prevention of catastrophic results due to the system’s failure. Such a
strategy is used extensively in industrial practice, but it does not rest on a rigorous
mathematical foundation and so the properties of such a system are not guaranteed.

One might want to pursue survivability of a system for two reasons. First, while
many services that critical systems provide are helpful or convenient, not all of them
are necessary. Dependability guarantees on the noncrucial services can be extremely
expensive to implement, particularly in the case of infrastructure systems where thou-
sands of nodes would have to be replicated were the system engineered to provide all
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services with high dependability. In this case, survivability increases value delivered to
the user because it decreases the cost of the services that are rendered.

Second, it might be the case that a system is so complex that there is no way to
determine with sufficient confidence that the system meets its dependability goals.
Cost can influence a decision to use survivability in this sense as well—sufficient
assurance, if possible, could be extremely costly—but even more difficult is the ques-
tion of validation. Validation is an informal activity [42], and must ultimately be per-
formed by humans. The larger and more complex the system, the more difficulty
humans have in determining whether it will meet their informal notion of what it
should accomplish. If the system is survivable, human oversight need only ensure to
ultradependable levels the crucial function and the transition mechanism, a simpler
task than ensuring ultradependability of the entire system.

We now describe the different facets of the survivability concept that lead into a
more rigorous definition:

*  Acceptable services. A simple strategy for specifying a survivable subsystem is to
define what constitutes the system’s desired functionality and what constitutes its
crucial functionality. The crucial functionality can then be ultradependable and the
desired functionality fail-stop in the sense of Schlichting and Schneider [37]. This
strategy is oversimplistic, however, for three reasons. First, the user is likely to
expect some minimum probability that the full function is provided. Operating
exclusively in backup mode is almost certain to be unacceptable. Second, there
can be more than two major classes of function. If the system must degrade its ser-
vices, some services are likely to be more valuable than others even if they are not
essential, and the subsystem should continue to provide those services if possible.
Third, the functionality that is determined to be crucial by domain experts will
usually depend upon operating circumstances. As an example, consider an auto-
matic landing system. It could halt and simply alert pilots of its failure if it were
not in use (i.e., in standby mode), but if it were controlling an aircraft it would
have to ensure that pilots had time to gain control of the situation before halting.
The set of acceptable services contains those services which provide the best pos-
sible value to the user under adverse circumstances, and which take account of the
three factors above.

»  Service value. If we are to base design decisions on delivered value, it is important
to have a precise characterization of that value. The metrics by which delivered
value can be measured vary among applications, and can become incredibly com-
plex. Absolute value is not important, however, because the purpose of a value
metric is to decide what will provide the most benefit under specific circum-
stances: a quality that can be specified with relative values among the set of
acceptable services. The relative value provided by a service can change under
varying operational conditions, but for a system with a small number of separate
services and a small number of salient environmental characteristics, the specifi-
cation of relative service values can be done simply in a tabular form without hav-
ing to conduct a detailed utility analysis.

»  Service transitions. The system will provide only one member of the set of accept-
able services at a time. Under normal circumstances, that member will be the pre-
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ferred service which includes all desired functionality. If the preferred service can
no longer be maintained, the system must transition to a different acceptable ser-
vice. Which service it transitions to will depend on which services can still be pro-
vided and the operational conditions at the time of the transition. The set of valid
transitions defines the specifications to which the system can transition from a
particular specification. When a reconfiguration occurs, the service with the high-
est relative service value in that set for the prevailing operational conditions will
be chosen. Transitions also might be triggered by a change in operational condi-
tions as well as some form of damage if the system is not delivering its preferred
service.

*  Operating environment. Since different services provide different relative values
under different operating conditions, the characteristics of the operating environ-
ment that affect relative service values must be enumerated, so that the environ-
mental state can be determined and used in calculating the most appropriate
transition to take. As an example, note that time of day has a serious impact on
usage patterns of infrastructure services and can affect the risks associated with
critical embedded systems such as aircraft and automobiles.

»  Service probabilities. Users will demand that they have more than strictly crucial
operational capability the vast majority of the time. Simply listing a set of accept-
able services, then, is insufficient because that would imply that implementing
only the basic service fulfills the specification. Rather, a set of minimal probabili-
ties on value of delivered service are required. These probabilities are require-
ments on a system’s meeting the dependability requirements of the operational
specification. In other words, if the system were operating under the specification
S;, then the probability would be that S;’s dependability requirements were met.
This is not the same as strict composition of dependability and survivability prob-
abilities, because if the survivability probability is not met, then the system will
transition to another specification with a new set of dependability probabilities.

It might be the case that specification probabilities should be grouped. For exam-
ple, if a system can transition from S; to either S, or S; depending on operating
conditions, and (S, OR Sj) provides some coherent level of service, then the
desired probability would be on (S, OR S3) rather than the specifications individ-
ually. Generally, the same probability might be assigned to both S, and S5 so that
that probability would then hold over (S, OR S3). Specifying that the probability

hold over the disjunction, however, leaves more slack in the implementation of the
system as well as being more intuitive.

3.3 Defining Survivability

Now that we have presented an informal explanation of the meaning and characteris-
tics of survivability, we summarize the definition [20]. The definition is phrased as a
specification structure; a system specification that has each of these elements is
defined to be a survivability specification, and a system built to that specification has a
survivability architecture. Such a specification contains six elements:
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the set of functional specifications of the system. This set includes the preferred
specification defining full functionality. It also includes alternative specifications
representing forms of service that are acceptable under certain adverse conditions
(such as failure of one or more system components). Each member of § is a full
specification, including dependability requirements such as availability and reli-
ability for that specification.

the set of characteristics of the operating environment that are not direct inputs to
the system, but affect which form of service (member of .S) will provide the most
value to the user. Each characteristic in E will have a range or set of possible val-
ues; these also must be listed.

the states of E that the system might encounter. This is essentially the set of all
modes (i.e., collection of states) the environment can be in at any particular time.
Each element of D is some predicate on the environment. D will not necessarily be
equal to the set of combinations of all values of elements in E since some combi-
nations might be contradictory. Including D as a specific member allows com-
pleteness checks across environmental modes.

the matrix of relative values each specification provides. Each value will be
affected both by the functionality of the specification and the environmental con-
ditions for which that specification is appropriate. Quantifying these values is
impossible, but using relative values gives the ordering needed to select a service
based on prevailing conditions.

the valid transitions from one functional specification to another. Each  member
of T includes the specification from which the transition originates (source speci-
fication), the specification in which the transition ends (target specification), and a
member of D defining the environmental conditions under which that transition
may occur (the transition guard). The guard enables a specifier to define which
transitions are valid under certain circumstances, and the developer can then use V'
to decide which target specification is most valuable under those conditions.

In information systems this is sufficient because while there will be some
approximate time constraint on the transition’s occurrence, it is unlikely to be a
very tight time bound. In embedded systems, on the other hand, the time required
to transition often will be an integral part of the transition specification, and some
global state invariant might need to hold during the course of the transition. Thus
T has two optional members: the transition time, the maximum allowable time for
a particular transition during which the system may be noncompliant with all
members of S; and the transition invariant, which may not be violated at any point
in which the system is noncompliant with all members of S.

the set of probabilities on combinations of specifications. Each member of P will
be a set of specifications containing one or more elements that is mapped to a
probability. The specifications in each set provide approximately the same level of
functionality, under different environmental conditions. The probability is the
probability of a failure in the system when the system is in compliance with one of
the specifications (or the single specification, if there is only one in the set for that
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probability). Each probability is a minimum; for example, a failure of the primary
specification might in reality be extremely improbable, so that the system never
transitions to another specification. The probabilities are set by the systems own-
ers to document the required service guarantees and they serve to provide a lower-
bound guarantee of system operation.

4 System Examples

4.1 An Example of Survivability in Critical Information Systems

To illustrate the definition, we present an example based on a hypothetical financial
payment system. We assume a hierarchical network topology in which there are a large
number of nodes associated with branch banks (small retail institutions), a smaller
number of money-center banks that are the primary operations centers for major retail
banking companies, and a small set of nodes that represent the Federal Reserve Bank.
Examples of identified hazards to the system include major hardware disruption in
which communications or server machines become non-operational; coordinated secu-
rity attacks in which multiple commercial bank regional processing centers are pene-
trated; and regional power failure in which either many branch banks are disabled or
several money-center banks are disabled.

For this example, we assume several forms of tolerable service for the payment
system (shown in Fig. 1): (Sy) Preferred, including electronic funds transfers, check
processing, support for financial markets such as stocks and bonds, and international
funds transfers; (S;) Industry/Government, which limits service to transfer of large
sums among major industrial and government clients only; (S,) Financial Markets,
which defines service for all the major financial markets but no other client organiza-
tions; (S3) Government Bonds, which defines service for processing of sales and
redemptions of government bonds only and only by major corporate clients; and (S4)
Foreign Transfers, in which transfers of foreign currency into or out of the country are
the only available service.

To decide upon the relative value seen by users of the payment system associated
with the services in this example (¥ in Fig. 1), we note: (1) that settlement by the clear-
ing houses and the Federal Reserve Bank occurs during the late afternoon; (2) domes-
tic markets are closed at night; and (3) stock, bond, and commodity markets must be
accommodated when trading volumes are exceptionally and unexpectedly high. There
is little value to providing processing service to domestic financial markets overnight,
for example, and thus international transfers of funds have higher value. Similarly,
extreme volume in domestic financial markets leads to a high demand on the financial
payment system and this demand must be met if possible. Finally, during times of
political crisis, sentiment turns away from most traditional financial instruments and
government bonds become heavily sought after. Thus, during such times, the ability to
maintain a market in government bonds is crucial. The relevant members of E, then,
are time of day, trading volume, and political climate. D is the powerset of members of
E, except that: (1) all states where the political climate is unstable are grouped
together, since their values are the same; and (2) high trading volume cannot occur
during late afternoon or at night. P for this specification is the set of individual specifi-
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Fig. 1. Hypothetical Financial Payment System Survivability Specification

cation probabilities; composing specification probabilities does not make sense in this
situation.

In our example, consider first the occurrence of a fault with a major file server that
occurs during the middle of a normal market day (i.e., system state d;) and which can-
not be masked. To meet its survivability specification, the options that the system has
are to transition to providing either service Sy, Sy, or S,, (see Fig. 1) and the maximum
relative value to the user (from the V table indexed by the current conditions d;) would
be in service S; in this case. Were this to occur during the night, the transition would
be to service S, because the current conditions would be d4. Now suppose that while
the server is down, a coordinated security attack is launched against the system (a bad
situation getting worse). In that case, the response to the attack might be to shut down
as much of the system as possible. The system would transition to service S5 since that
would permit the best support in the event that the situation developed into a govern-
mental crisis.
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Fig. 2. Hypothetical ALS Survivability Specification

4.2 An Example of Survivability in Embedded Systems

As an illustration of how survivability might be applied to a safety-critical system,
consider a hypothetical automatic landing system for a commercial aircraft. Assume
four functional specifications, as shown in Fig. 2. The primary specification (Sy) will
have all of the functionality the pilot desires for the system. The consequences of any
failures will be minor because, if they have the potential to be more severe, the system
can transition to one of the other three specifications. Therefore, using the FAA’s criti-
cality levels (see section 2.2), any failure in the primary specification may be “proba-
ble” provided that failure of a transition to another specification is “extremely
improbable”.

The first alternative specification (S;) will have much of the functionality desired
by the user, but some desirable yet unnecessary functionality removed. For example,
the system might have to follow the step-down altitude clearances for the runway to
descend at the proper rate rather than using the glideslope. All failures in this specifi-
cation must be “improbable”; its functionality is important enough that frequent inter-
ruptions could have adverse consequences. However, provided that failure of a
transition to another specification is “extremely improbable”, none of it need be
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“extremely improbable” because any failures with potentially catastrophic conse-
quences will cause a transition to a different alternative specification (S, or S5).

S, and S5 are the specifications that have very high dependability requirements.
We will let S, be the specification requiring that the system disconnect and alert the
pilot while remaining on course if the system fails and S5 be the specification requiring
the aircraft to execute a missed approach and alert the pilot on system failure. They
contain the minimum functionality necessary to maintain safe operation of the system.
Any non-masked failure of either of these specifications—such as failure to alert the
pilot that the system has malfunctioned and the pilot is now in control—must be
“extremely improbable”, as the specifications are designed to include only the system
functionality whose failure could have catastrophic consequences.

Whether the system transitions to S, or S; on a failure of S; depends on whether
the aircraft is above or below decision height at the time of the transition, based on the
assumption that presenting the possibility of a go-around is more valuable under those
circumstances. The new probability requirement, then, would be that a failure of S,
above decision height is “extremely improbable”, and a failure of S5 below decision
height is “extremely improbable”. In some cases the environmental conditions might
change, and a transition between specifications appropriate to different conditions
must occur in order to keep the system operating with its optimal functionality.

5 Implementation of Survivable Systems

5.1 The Role of Fault Tolerance

Survivability is a system property that can be required in exactly the same way that the
other facets of dependability can be required. There is no presumption about how sur-
vivability will be achieved in the notion of survivability itself—that is a system design
and assessment issue. However, the probabilities associated with each of the tolerable
forms of service are important design constraints since they will determine which
design choices are adequate and which are not.

A practical survivability specification will have achievable probabilities and care-
fully selected functionality specifications. Thus, in such a system, the effects of dam-
age will not be masked necessarily; and, provided the probabilities are met in practice,
degraded or alternative service will occur. In effect, this implies that the survivability
requirement will be achieved by the fault-tolerance mechanism, i.e., the system will
have a fault-tolerant design. Note, however, that the N different functions in the surviv-
ability specification do not correspond to functions that can be achieved with the
resources that remain after N different faults. The N functions in the survivability spec-
ification are defined by application engineers to meet application needs and bear no
prescribed relationship to the effects of faults. Many different faults might result in the
same degraded or alternative application service. The role of a survivability architec-
ture is to provide the necessary system-level framework to implement the fault toler-
ance necessary to meet the system’s survivability goal. In the next two sections, we
discuss two examples.



Achieving Critical System Survivability Through Software Architectures 63

Control Loops - Coordination
— /
\ Diagnose AN
Synthesize —
L L
Monitor Respond
L A L T

Sensors Within / Actuators Within
Application S~ Application
Nodes Nodes

Critical Infrastructure Application

Fig. 3. The Willow Reactive System.

5.2 The Willow Reactive Mechanism

The fundamental structure of the Willow architecture [19] is a set of control loops each
of which has monitoring, diagnosis, synthesis, coordination, and response
components [45]. These components provide application-level fault tolerance. Moni-
toring and diagnosis provide error detection and synthesis; coordination and response
provide error recovery. The overall structure is depicted in Fig. 3. The control loops
begin with a shared sensing capability shown within the application nodes. Sensors
can include reports from application software, application heartbeat monitors, intru-
sion detection alarms, or any other means of measuring actual application properties.

From sensing events, independent diagnosis and synthesis components build
models of application state and determine required application state changes. Synthe-
sis components issue their intended application changes as workflow requests. These
are coordinated by the workflow and resource managers to ensure that changes occur
correctly and smoothly within the application. When workflows are allowed to acti-
vate, workflow events are received by the application nodes and result in local system
state changes. Actuation completes the control loop cycle.

As an example of the way in which the Willow reactive mechanism might be used,
consider the hypothetical financial system introduced in section 4.1. The system might
consist of several hundred servers of different types and tens of thousands of clients all
communicating via a private network. Such a system provides services that are critical
to several communities, and both security and availability are important properties.
The Willow reactive mechanism could be used to deal with a variety of faults, both
malicious and non-malicious, that might affect the system. A control loop could be
deployed to deal with node failures that might occur because of hardware or software
failures. A second control loop could be deployed to deal with coordinated security
attacks. We discuss how these loops might work in the remainder of this section.
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Dealing with Complex Faults

The reactive controller is a fully automatic structure that is organized as a set of finite
state machines. The detection of the erroneous state associated with a fault (i.e., error
detection) is carried out by a state machine because an erroneous state is just an appli-
cation system state of interest. As the effects of a fault manifest themselves, the state
changes. The changes become input to the state machine in the form of events, and the
state machine signals an error if it enters a state designated as erroneous. The various
states of interest are described using predicates on sets that define part of the overall
state. The general form for the specification of an erroneous state, therefore, is a col-
lection of sets and predicates. The sets contain the application objects of concern, and
the predicates range over those sets to define states either for which action needs to be
taken or which could lead to states for which action needs to be taken.

In the financial system example, events occurring at the level of individual servers
or clients would be sent to the diagnosis and synthesis element of the Willow system
where they would be input to a finite-state machine at what amounts to the lowest level
of the system. This is adequate, for example, for a fault such as one causing commer-
cial power to be lost. Dealing with such a fault might require no action if a single
server or some small number of clients is affected because local equipment can proba-
bly cope with the situation. If a serious power failure affects a complete critical data
center along with its backups, then the system might need to take some action. The
action taken would be determined by the system’s survivability specification as dis-
cussed in section 4.1. Recognizing the problem might proceed as follows. As node
power failures are reported so a predefined set maintained by the diagnosis element,
say nodes without_power, is modified. When its cardinality passes a prescribed
threshold, the recognizer moves to an error state. Once the recognizer is in the error
state, the response mechanism would generate the appropriate workflows and individ-
ual nodes throughout the system would undertake whatever actions were defined by
the workflows.

Sometimes, damage to a system is more complex. For example, a set of financial
system nodes losing power in the West is the result of one fault, a set losing power in
the East is the result of a second, but both occurring in close temporal proximity might
have to be defined as a separate, third fault of much more significance. Such a fault
might indicate a coordinated terrorist attack or some form of common-mode hardware
or software failure. No matter what the cause, such a situation almost certainly requires
a far more extensive response. We refer to such a circumstance as a fault hierarchy. A
fault hierarchy is dealt with by a corresponding hierarchy of finite-state machines.
Compound events can be passed up (and down) this hierarchy, so that a collection of
local events can be recognized at the regional level as a regional event, regional events
can be passed up further to recognize national events, and so on.

A coordinated security attack launched against the example financial system
might include a combination of intrusions through various access points by several
adversaries working at different locations, targeted denial-of-service attacks, and
exploitation of previously unknown software vulnerabilities. Detection of such a situa-
tion requires that individual nodes recognize the circumstances of an attack, groups of
nodes collect events from multiple low-level nodes to recognize a wide-area problem,
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and the high-level error-detection mechanism recognize the variety of simultaneous
wide-area problems as a coordinated attack.

Provided sensor data was available from elements such as host intrusion-detection
systems, network traffic monitors, and liveness monitors, a scenario such as this could
generate an appropriate set of events as the different elements of the attack took place.
A finite-state-machine hierarchy that might be used in such circumstances is shown in
Fig. 4. As sensor events arrive from intrusion detection systems, an initial indication of
the severity of the situation would be created. Local error detection might show that
multiple clients were reporting intrusions. Each one might not be serious in its own
right, but the temporal proximity of several would be a concern. The finite state
machines receiving these intrusion events might not act on them other than to shut
down the nodes reporting intrusions. Instead, they would generate compound events
that would be sent to finite machines detecting regional security problems.

Regional error detection might determine that action needed to be taken after sev-
eral local error detectors signalled a problem by forwarding a compound event. The
action taken at the regional level might be to immediately switch all nodes in the
region to a higher security level and limit service. If network traffic monitors then
detected traffic patterns that were indicative of a denial of service attack, the error
detection mechanism could trigger a national response.

Communication

The communication challenges presented by the Willow reactive system are consider-
able because of the scale of the networked applications that it seeks to address. The
greatest challenge comes from the need to send reconfiguration commands to sets of
nodes (those that have to act in the face of damage or an attack) where the relevant set
is determined by analysis of the state.
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The obvious way to approach such a requirement is for the Willow reactive sys-
tem to maintain a central database with details of all the nodes in the system—how
they are configured, what software they are running, their network addresses, and so
on. This is completely infeasible for systems of the type we address. With hundreds of
thousands of nodes, the size of the database would be prohibitive and it would con-
stantly be in danger of being out of date—network changes would not be reflected in
the database until some time after they occurred.

To send reconfiguration commands, the Willow system uses a novel communica-
tions approach called selective notification, an event communication mechanism com-
bining content-based addressing, intentional addressing, and sender qualification in a
unified structure for the delivery of events [33]. It has three primary components: (1)
symmetric decoupled communication that combines content, sender, and receiver
addressing in a single property-based addressing language; (2) descriptive communica-
tion policies in which communication relationships are defined at the level of policies
constraining properties of objects relevant to communication; and (3) simultaneous
addressing in which content-based, intentional, and sender-qualified addresses are
applied simultaneously in determining the delivery of each event.

Returning to the example security attack on the hypothetical financial system, the
actions needed for defense as the attack develops would be communicated to the nodes
that need to take action by selective notification. The regional response of shutting
down all nodes signalling intrusions and switching all other nodes in the affected
region to a higher security level would be effected by two uses of selective notifica-
tion. In the first, a command to shut down would be transmitted to “All Nodes In
Region X With Triggered Intrusion Detection Alarms” where “X” is identity of the
affected region. In the second, a command to change security parameters would be
sent to “All Operating Nodes In Region X”. The phrases in quotations are the
addresses used by selective notification. By selecting nodes based on properties, only
essential network state information needs to be maintained by the Willow system.

The Willow reactive system has been evaluated as a means of defending against
fast-moving worms. Using a single control loop implementation, worm propagation
has been studied by simulation and the effect of a Willow-based defense system
assessed. The details of that study can be found in the work of Scandariato and
Knight [36].

Dealing with Conflicting Goals

The Willow reactive system consists of multiple asynchronous control loops, and each
could initiate reconfiguration at any time. Clearly, this means that either all but one has
to be suspended or there has to be a determination that they do not interfere. In the
financial system example, we hypothesized that there might be two control loops and it
is clear that they could easily conflict. If one were reconfiguring the information sys-
tem to deal with a common-mode software failure when a security attack was initiated,
it would be essential to take whatever actions were deemed necessary to counter the
effects of the security attack. Reconfigurations underway might have to be suspended
or even reversed. In such a situation, unless some sort of comprehensive control is
exercised, the system can quickly degenerate into an inconsistent state.
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One approach would be to have each source make its own determination of what it
should do. The complexity of this approach makes it infeasible. An implementation
would have to cope with on-the-fly determination of state and, since initiation is asyn-
chronous, that determination would require resource locking and synchronization
across the network.

The approach taken in Willow is to route all requests for reconfiguration through a
resource manager/priority enforcer. The prototype implementation uses predefined pri-
oritization of reconfiguration requests and dynamic resource management to determine
an appropriate execution order for reconfiguration requests. It does this using a distrib-
uted workflow model that represents formally the intentions of a reconfiguration
request, the temporal ordering required in its operation, and its resource usage. Com-
bined with a specified resource model, this information is the input to a distributed
scheduling algorithm that produces and then executes a partial order for all reconfigu-
ration tasks in the network.

Scheduling is preemptive, allowing incoming tasks to usurp resources from others
if necessary so that more important activities can override less important ones. Trans-
actional semantics allow preempted or failed activities to support rollback or failure,
depending on the capabilities of the actuators that effect the reconfiguration.

5.3 Embedded System Reconfiguration

Turning now to embedded systems, the notion of reconfiguration to deal with faults
has been used extensively in safety-critical and mission-critical systems. For example,
the Boeing 777 uses a strategy similar to that advocated by Sha’s Simplex architecture
in which the primary flight computer contains two sets of control laws: the primary
control laws of the 777 and the extensively tested control laws of the 747 as a
backup [38]. The Airbus A330 and A340 employ a similar strategy [41] as have
embedded systems in other transportation, medical, and similar domains. Existing
approaches to reconfigurable architectures are, however, ad hoc; although the system
goals are achieved, the result is inflexible and not reusable. Another important issue is
the difficulty of achieving the necessary level of assurance in a system that has the
capability of reconfiguring.

A prototype experimental survivability architecture for embedded systems
designed to deal with these issues is illustrated in Fig. 5. In this architecture, these sub-
systems interface with the Subsystem Control Reconfiguration Analysis and Manage-
ment (SCRAM) middleware. The SCRAM layer interfaces with the host operating
system and various error-detection mechanisms deployed throughout the system.

The goal of this architecture is to permit the entire system to be survivable and
consequently to provide the service required for safety (but not necessarily any other
services) with a very high level of assurance. System survivability is achieved: (a) by
ensuring that subsystems possess certain crucial properties; (b) by precise composition
of the properties of the individual subsystems; (c) by controlled reconfiguration of sub-
systems if they experience local damage; and (d) by controlled reconfiguration at the
system level if necessary.

Each subsystem is constructed individually to be a survivable entity and to pro-
vide a set of acceptable services in the sense of the survivability framework described
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Fig. 5. Survivable Embedded System Architecture Overview

above. During operation, the SCRAM layer is responsible for reconfiguring the system
so as to ensure the continued provision of essential aspects of the system’s functional-
ity. Reconfiguration is initiated by any sequence of events that either preclude the sys-
tem from providing full functionality or indicate that providing full functionality
would be unwise. An example of the former would be the defective operation or loss
of any major system component, and an example of the latter would be an anticipated
loss of power or communications in the near future. These events are detected by vari-
ous means, including checking mechanisms within the different software subsystems
themselves.

Protection Shells and Fail-Stop Software
The argument for the efficacy of survivability in embedded systems is based on the
notion that in practice, many functions in safety-critical systems do not need to be
ultradependable, they need to be fail-stop [37]. In other words, it is sufficient for the
function to either work correctly or to stop and signal that it has failed. As an example,
consider the hypothetical automatic landing system (ALS) from Section 4.2. Although
part of the overall avionics system, the ALS could be defective during cruise without
posing a serious threat to the aircraft. Provided the ALS either works correctly or stops
and alerts the pilot, the aircraft is unlikely to come to harm.

The software analog of fail-stop machines is the concept of safe programming
introduced by Anderson and Witty [2]. The concept of safe programming is (in part) to
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modify the postcondition for a program by adding an additional clause stating that
stopping without modifying the state and signalling failure is an acceptable result of
execution. A safe program in this sense is one that satisfies its (modified) postcondi-
tion. The problem of assurance has thus been reduced to one of assuring comprehen-
sive checking of the program’s actions rather than assuring proper overall
functionality.

Related to safe programming, and providing a mechanism for implementing it, is
the idea of a safety kernel. The idea has been studied in various contexts. Knight has
introduced the term protection shell to more accurately describe what a small, simple
policy enforcement mechanism for safety should be. The term “shell” implies that,
rather than basing safety policies on what information can pass to and from the proces-
sor, the policies should be based on what outputs can be returned to the hardware con-
trolled by the application.

Protection shells can be used to implement fail-stop function in survivable sub-
systems. Less critical components can have shells that guarantee the entire piece of
function is fail-stop, while crucial components’ shells can guarantee fail-operational
capability or provide assurance that failures are acceptably improbable. Whichever
capability is needed, the analysis associated with the shell will be much simpler than
that associated with the full system because the shell for each component is much sim-
pler than the component itself and is explicitly designed to facilitate that analysis.

The software subsystems that interact with the SCRAM layer can leverage the
simpler analysis that protection shells afford to achieve the goal of obtaining a high
level of assurance that the subsystem will, in fact, be survivable. Each major software
component in a subsystem will be encapsulated in a shell that is geared to provide
some set of guarantees for each possible operational level (individual specification).
They can then be combined into a survivable subsystem structure using a standard
architecture that provides subsystem reconfiguration and an interface allowing the
SCRAM middleware to control subsystem internal reconfiguration.

Assurance Characteristics of a Reconfigurable System

The mechanism through which embedded system reconfiguration is achieved is com-
plex, and going about its development in an ad hoc way could lead to lower overall
system dependability than would have been exhibited by a system that could not
reconfigure. Furthermore, dependability is a characteristic that typically must be met
with very high assurance, and it cannot be assured without a rigorous characterization
of this assurance.

We have described single-process reconfiguration informally as “the process
through which a system halts operation under its current source specification S; and
begins operation under a different target specification S;” [43]. From the definition of
survivability, we know that a survivable embedded system has:

*  AsetS:{Sy, S, ..., S,} of service specifications of the system
* A set E of possible environmental factors and their values

*  The maximum timeT; allowable for reconfiguration

* Aninvariant Inv; that must hold during reconfiguration
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Using these concepts, reconfiguration can be defined as the process R for which [43]:

R begins at the same time the system is no longer operating under S;

R ends at the same time the system becomes compliant with

S; is the proper choice for the target specification at some point during R

R takes less than or equal to Tj; time units

The transition invariant holds during R

The precondition for S; is true at the time R ends

The lifetime of R is bounded by any two occurrences of the same specification

NNk WD =

This is still an informal characterization of reconfiguration; a more thorough character-
ization upon which a rigorous argument can be built is available elsewhere [43].

Using the Software Architecture to Facilitate Proof
For large, complex systems, showing that an implementation has the characteristics
outlined above can be a daunting task. Building in the potential for arguments of
reconfiguration assurance in a more detailed software architecture can facilitate the
creation of assurance arguments, just as the survivability architecture is designed to
facilitate arguments of overall system dependability.

Software architectures have an advantage over software design in that they are
general enough to be reusable across a number of systems. We argue that if we can
show overall assurance properties of an architecture, we no longer have to show those
assurance properties for each individual system that employs the architecture. Thus,
assurance of such a system is defined as assurance of compliance with the architecture
rather than assurance of overall reconfiguration.

Protection shells are a useful basic component of such an architecture in that they
can export an interface whose properties can be assured by comprehensive checking of
outputs if necessary. In addition to providing such functional properties, shells can be
used to ensure invariants are held by restricting access to the interface. They can
include definitions of preconditions and postconditions of module data, and call mod-
ule functions that ensure preconditions and postconditions are met at appropriate
times. Finally, each interface function of a shell can carry strict timing guarantees of its
operation.

In our architecture, each function in a module interface presents a set of functional
service levels. Reconfiguration to a similar but degraded service is accomplished by
calling degraded versions of the same functions. The modules (and their shells) are
linked through a monitoring layer, the architectural component that knows which
member of S must operate, and passes this information along to the modules hierarchi-
cally to effect reconfiguration of function. Any detected and unmasked fault during
computation of a module function causes control to be returned to the monitoring
layer. The layer then activates the reconfiguration mechanism, which will choose the
target specification, cause the data elements of the individual modules to conform to
the precondition of the target specification, and instruct the monitoring layer to restart
operation under the new specification.

Our architecture is designed to facilitate reconfiguration of a single application. A
more extensive characterization of its structure and applicability is available
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elsewhere [43]. We have outlined above how multiple applications can be combined
using the SCRAM layer into an overall reconfigurable system. A similar assurance
structure for the set of interacting systems is currently in development.

6 Related Work

Many concepts in the field of dependability are similar or related to the notion of sur-
vivability. In addition, many techniques for improving dependability are related to sur-
vivability architectures. We review this related work in this section.

6.1 Related Concepts

Dependability

Avizienis et al. argue that survivability and dependability are equivalent—"“names
for an essential property” [4] although that statement was based on an earlier,
informal definition of survivability [13]. Given the extremely broad definition of
dependability, it is possible to argue that survivability is subsumed by dependabil-
ity. However, survivability meets a need not adequately addressed by the standard
definition of dependability since the latter’s breadth includes no structure and sug-
gests a single-service view. Survivability emphasizes the need to specify systems
that can provide different forms of service, each with its own complete set of
dependability requirements, under different conditions. The problem with the sin-
gle-service view is that it might not be cost effective to provide assurance of full
service across the entire spectrum of potential damage; in a survivable system, a
narrower subset of damage is selected to be addressed by the dependability
requirements. Whether survivability is seen as a facet of dependability, or a com-
posite of functional and dependability requirements, is a matter of definition. We
use it as a composite of dependability requirements, i.e., a set of specifications
each of which has its own dependability requirements in the traditional sense. This
allows the standard technical notion of dependability to remain unchanged while
adding another means of addressing informal dependability requirements on sys-
tem function.

Graceful degradation

The general notion of graceful degradation is clearly related to survivability. One
definition, from the telecommunications industry, is: “Degradation of a system in
such a manner that it continues to operate, but provides a reduced level of service
rather than failing completely” [46]. According to this definition, survivability is a
specific form of graceful degradation where reduced levels of service are specified
and analyzed rigorously. Other perspectives on graceful degradation (e.g., Shelton
et al. [40] and Nace and Koopman [28]) choose not to assume a specific set of
alternative services, but rather determine the best possible value provided on-the-
fly based on stated utility values of available functional components. Graceful
degradation and survivability address a similar problems, but in subtly different
ways. Graceful degradation attempts to provide the maximum value possible
given a certain set of working functional components, which means it provides
fine-grained control of functionality each form of which is determined dynami-
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cally. Survivability, on the other hand, supplies only prescribed functionality sac-
rifices some of graceful degradation’s postulated utility in order to provide tight
control over the analysis and certification process of software. A gracefully
degrading system is likely to degrade in steps as resources are lost, but those steps
are not necessarily determined at design time. A survivable system degrades in
explicit, tightly-controlled steps that provide predictability and the opportunity for
stronger formal analysis at the expense of some potential utility.

Quality of service

The telecommunications industry also has a definition for quality of service: “Per-
formance specification of a communications channel or system” [46]. Quality of
service (QoS) focuses on providing the most value with available resources and,
like survivability, does this by incorporating some number of discrete functional
levels. However, the term is generally used to refer to specific aspects of a system,
for instance video quality or response time. QoS could be used by a survivable
system, but survivability typically has a much broader impact on system function,
changing the function more dramatically or replacing it altogether.

Performability

The concept of performability is related in a limited way to survivability [26]. A
performability measure quantifies how well a system maintains parameters such as
throughput and response time in the presence of faults over a specified period of
time [27]. Thus performability is concerned with analytic models of throughput,
response time, latency, etc. that incorporate both normal operation and operation in
the presence of faults but does not include the possibility of alternative services.
Survivability is concerned primarily with system functionality, and precise state-
ments of what that functionality should be in the presence of faults.

6.2 Related Embedded Architectures

Some architectural aspects of survivable embedded systems have been discussed by
other researchers. In this section, we review two particular approaches: the simplex
architecture and safety kernels.

Simplex architecture

The Simplex architecture of Sha et al. [39] uses a simple backup system to com-
pensate for uncertainties of a more complex primary system. The architecture
assumes analytic redundancy: that two major functional capabilities with some sig-
nificant design difference between them are used. The examples given primarily
involve control systems. A survivability architecture is similar, but: (1) takes a
more general view of possible user requirements, allowing more than two distinct
functions; (2) uses tighter component control, disallowing software replacement
(as opposed to reconfiguration) online in order to facilitate stronger analysis; and
(3) addresses the problems associated with non-independence of software failures
without requiring knowledge of completely separate methods to accomplish a goal
(which might be an unreasonable assumption in many digital systems).
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* Safety Kernels

The idea of a safety kernel derives from the related concept of a security kernel.
Both are related to survivability since they have a goal of assuring that certain
important properties (safety or security) hold even if functionality has to be aban-
doned. Leveson et al. use the term safety kernel to describe a system structure
where mechanisms aimed to achieve safety are gathered together into a central-
ized location [22]. A set of fault detection and recovery policies specified for the
system is then enforced by the kernel. Subsequently, Rushby defined the role of a
safety kernel more precisely based on the maintenance of crucial properties when
certain conditions hold [34]. In a discussion about the implementation issues of
safety kernels, Wika and Knight introduced the idea of weakened properties, prop-
erties that are not checked in the kernel, but which the kernel ensures are checked
by the application [53]. Weakened properties compromise between the need for
assurance and the need for kernel simplicity. Burns and Wellings define a safety
kernel as a safe nucleus and a collection of safety services [8]. The safe nucleus
manages safety properties computing resources; the safety services check safety
and timing invariants of individual applications. The safety services evade the
problem of enforceability of only negative properties; including them means that
all computation requests of an application can be monitored to check that safety
assertions hold. Peters and Parnas [29] use the idea of a monitor that checks the
physical behavior of a system by comparing it with a specification of valid behav-
iors. They explore the imprecision in a system’s ability to detect its precise physi-
cal state and how this relates to the properties that must be checked by the
monitor. These ideas apply to the safety kernel concept as well, as there may be
some slack in safety policies or known imprecision in the physical system.

6.3 Fault-Tolerant Distributed Systems

A very wide range of faults can occur in distributed systems and fault tolerance in such
systems has been an active area of research for many years. In this section, we mention
briefly some of this research. For a more comprehensive overview, see Gartner [16]
and Jalote [17].

Cristian surveyed the issues involved in providing fault-tolerant distributed
systems [10]. He presented two requirements for a fault-tolerant system: (1) mask fail-
ures when possible; and (2) ensure clearly specified failure semantics when masking is
not possible. The majority of his work, however, dealt with the masking of failures.
Birman introduced the “process-group-based computing model” [7] and three different
systems—ISIS, Horus [48] and Ensemble [49]—that built on the concept. In a recent
system design, Astrolabe [50], Birman introduced a highly distributed hierarchical
database system that also has capabilities supporting intentionally addressed messag-
ing. By using a gossip-based communications protocol, Astrolabe organizes a hierar-
chical database of aggregated information about large-scale distributed computer
systems. A virtual collection of high-level information contains highly aggregated
information about the system as a whole, while lower level 'nodes' contain more local-
ized information about distributed sub-systems.
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In the WAFT project, Marzullo and Alvisi are concerned with the construction of
fault-tolerant applications in wide-area networks [1]. The Eternal system, developed
by Melliar-Smith and Moser, is middleware that operates in a CORBA environment,
below a CORBA ORB but on top of their Totem group communication system. The
primary goal is to provide transparent fault tolerance to users [25]. Babaoglu and
Schiper are addressing problems with scaling of conventional group technology. Their
approach for providing fault tolerance in large-scale distributed systems consists of
distinguishing between different roles or levels for group membership and providing
different service guarantees to each level [5]. Finally, the CONIC system developed by
Kramer and Magee addresses dynamic configuration for distributed systems, incre-
mentally integrating and upgrading components for system evolution. The successor to
CONIC, Darwin, is a configuration language that separates program structure from
algorithmic behavior [23, 24].

Kaiser introduced KX, Kinesthetics eXtreme, an architecture supporting the distri-
bution and coordination of mobile agents to perform reconfiguration of legacy soft-
ware systems [47]. The architecture allows mobile code (or SOAP message enabled
code) to travel around a network and coordinate activities with one another through the
Workflakes distributed workflow engine, which is in turn built atop the COUGAAR
distributed blackboard system.

6.4 Intrusion-Tolerant Systems

The notion of Intrusion Tolerance emerged in the 1990’s as an approach to security in
which reliance would not be placed totally on preventing intrusion. Rather systems
would be engineered to detect intrusions and limit their effect. Intrusion tolerance is
closely related to fault tolerance for a specific type of deliberate fault, and provides a
form of survivability.

Two major projects of note in the area are OASIS and MAFTIA. For detailed dis-
cussions of intrusion tolerance, see the text by Lala [21] and the report by Powell and
Stroud [30]. For a discussion of the architectural issues, see the report by Verissimo et
al [51]. We summarize some of the major research concepts here.

Some of the research in the field of intrusion tolerance has addressed important
basic issues that can be viewed as building blocks for intrusion-tolerant systems.
Examples include communications protocols that provide important quality
guarantees [6, 31], approaches to the secure use of mobile code [3], file systems that
resist or tolerate attacks [44], software wrappers that permit legacy code to have cer-
tain important quality attributes retrofitted [15], security protocols that help ensure cer-
tain security properties [11], mechanisms for dealing with buffer overflow attacks, and
approaches to the creation of a secure certification authority [54].

As well as building blocks, experimental systems have been designed and built to
demonstrate system-level concepts and techniques. Examples include HACQIT—a
system that provides Internet services to known users through secure connections [32],
ITDOS—an intrusion-tolerant middleware system based on CORBA [35], and
SITAR—an intrusion tolerant system based on COTS servers [52].
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7 Summary

The notion of survivability is emerging as an important concept in a number of areas of
computer system design. In this paper, we have explored the motivation for survivabil-
ity, how it might be used, what the concept means in a precise and testable sense, and
how it is being implemented in two very different application areas.

Making a system survivable rather than highly reliable or highly available has
many advantages including overall system simplification and reduced demands on
assurance technology. Both of these advantages contribute to the potential for building
systems and with assured operation that would otherwise be infeasible. Although ser-
vice to the user will be limited during some periods of operation for a system that is
survivable, the potential for overall cost-effective system development will often out-
weigh this limitation.
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Abstract. Reliability is an important concern for software dependability. Quan-
tifying dependability in terms of reliability can be carried out by measuring the
continuous delivery of a correct service or, equivalently, the mean time to failure.
The novel contribution of this paper is to provide a means to support reliability
design following the principles of the Model Driven Architecture(MDA). By do-
ing this, we hope to contribute to the task of consistently addressing dependability
concerns from the early to late stages of software engineering. Additionally, we
believe MDA can be a suitable framework to realize the assessment of those con-
cerns and therefore, semantically integrate analysis and design models into one
environment.

1 Introduction

Component-based development architectures (CBDA) are increasingly being adopted
by software engineers. These architectures support distributed execution across ma-
chines running on different platforms (e.g. Unix, Windows). Examples of component
models include Sun’s Enterprise Java Beans (EJB), OMG’s CORBA Component Model
(CCM) and Microsoft’s .NET. Additionally, CBDAs rely on the construction and de-
ployment of software systems that have been assembled from components [6].

One of the advantages of applying a component-based approach is reusability. It
is easier to integrate classes into coarse-grained units that provide one or more clearly
defined interfaces. However, the lack of interoperability among diverse CBDAs may be
one of the major problems that hinders the adoption of distributed component technolo-
gies. Once a platform has been chosen and the system has been developed, porting to a
different platform becomes troublesome.

To fill this gap, the OMG(Object Management Group) has focused on paving the
way to provide CBDAs interoperability standards through the Model Driven Architec-
ture (MDA). To accomplish this approach, MDA structures the system into key models:
the Platform Independent Models (PIMs) and the Platform Specific Models (PSMs).
A PIM specifies the structure and functions of the system abstracting away technical
details. A PSM expresses that specification in terms of the model of the target platform.

The Unified Modeling Language(UML) is the core language to represent those
models. Through UML complex formalization can be carried out in a abstract way by
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modeling states of an object as well as its functions and parameters. Furthermore, UML
models facilitate the assessment of a design in the early stages of software development,
when it is easier and cheaper to make changes.

The defined and standard structure of MDA would seem suitable to address software
dependability, in that the MDA designates the system function as required by the stake-
holders. Issues such as reliability, safety, security and availability comprise software
dependability [13,21]. However, there is no standard representation for dependability
in MDA models. During the software execution this can lead to situations not foreseen
in the platform models.

Reliability assurance is an important concern in software dependability. Quantifying
dependability in terms of reliability can be carried out by measuring the continuous
delivery of correct services or equivalently, of the mean time to failure [12]. A system
can be considered reliable if it performs at a constant level, as the stresses on that system
change. For example, if a request takes 10 ms to complete with one user, then it takes
the same time to process the same request with 1000 concurrent users.

The novel contribution we propose is to provide a means to support reliability de-
sign following the principles of MDA. By doing this, we hope to contribute to the task
of consistently carrying out dependability concerns from the early to the late stages
of software engineering. Besides, MDA appears to be a suitable framework to real-
ize the assessment of those concerns and therefore, semantically integrate analysis and
design models into one environment. Although UML profiles that thoroughly address
dependability cannot be found currently, MDA seems to be a feasible environment to
consistently assess and express dependability by means of properly constructed profiles.

In this paper, we elaborate our approach on how the provision of reliability can be
suitably realized through a standard model-driven architecture approach. In section 2,
we show how we plan to provide reliability modeling in MDA and the steps to be
followed to accomplish this goal. The reference model, in section 3, is the first step
towards a platform-independent reliability model and the EJB Profile, in section 4, rep-
resents the appropriate platform specific mapping of that reference model. In section 5,
we highlight the design profile elements extending the UML metamodeling language
and show how it reflects on the deployment of the components when transformation
rules are applied to the model. In section 6, we provide a sample scenario of how our
approach of reliability support in MDA applies to a given modeled system. In section 7,
we present the related work targeting reliability support and analysis in the CBDA sce-
nario. Finally, section 8§ summarizes our contribution and discusses future work towards
achieving standard reliability support from designing models to programatic interfaces.

2 MDA and Reliability

Nowadays, the demand for distributed systems is increasing as they promote the inte-
gration of legacy components and the design of non-functional properties. However,
the construction of distributed systems would be far more complex than building a
client-server system if it were not for the use of middleware. In order to simplify the
construction of distributed systems, middleware has had an important influence on the
software engineering research agenda.
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The choice of which middleware a software system is based on is mostly influenced
by non-functional requirements. However, the support for non-functional requirements
usually differ from one platform to another. For example, components developed for
Enterprise Java Beans are quite different from components for CORBA or .NET. Once
a software system is built based on a particular middleware, the cost of future change to
a different underlying platform can be extremely high [5]. Therefore, the construction
of distributed systems using middleware requires principles, notations, methods and
tools compatible with capabilities provided by current middleware products. And more
importantly, as the underlying infrastructure shifts over time and middleware continues
to evolve, the designed business logic of a system should be kept stable.

To address these problems, the OMG has developed a set of specifications that are
referred to as the Model Driven Architecture [6]. Essentially, “the MDA defines an ap-
proach to IT system specification that separates the specification of system functionality
from the specification of the implementation of that functionality on a specific technol-
ogy platform” [17]. The Platform Independent Models (PIMs) and the Platform Specific
Models (PSMs) are the basic structure where the MDA approach relies on. While a PIM
provides a formal specification of the structure and function of the system that abstracts
away technical details, a PSM expresses that specification in terms of the model of the
target platform. PIMs are mapped to PSMs when the desired level of refinement of
PIMs is achieved. The ability to transform a higher level PIM into a PSM raises the
level of abstraction at which a developer can work. This ability allows a developer to
cope with more complex systems with less effort.

PIM Transformation PSM Transformation Code
Tool Generation

Tool

Fig. 1. Major Steps in the MDA Development Process [11]

Although the MDA software development life-cycle may seem to resemble the same
of the traditional one, there is a crucial difference. Traditionally, tools generate some
code from a model, but such generation is not complete enough to prevent handmade
work. MDA transformation, on the other hand, are always executed by tools as shown
in Figure 1. In fact, the transformation step from the PSM to the code generation is
not new. The innovation and benefits of MDA relies on the automatic transformation
from PIM to PSM. This is where time and effort can be saved when, for example,
software analysts and software engineers have to decide on which underlying platform
the designed system will be applied to and how the database model will look like based
on the design model.

However, there is no standard approach to carry out transformations in MDA. The
OMG Query, View, Transformations (QVT) Request for Proposals [16] is on the way of
specifying transformations of MDA models. Unfortunately, the final QVT specification,
though essential, may not come soon. In this regard, [8] has proposed ways to carry this
out. That work defines a mapping from model-to-model transformation, from PIM to
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PSM, instead of a model-to-text transformation. In our work, we define our own mech-
anisms and rules of making transformation between models. We agree with [8] that
the success of the MDA vision towards QVT requires the development of an effective
means of defining model transformations.

The Unified Modeling Language (UML) is the core element to represent those mod-
els. According to the OMG, UML supports the formalization of abstract, though pre-
cise, models of the state of an object, with functions and parameters provided through
a predefined interface [17]. In fact, UML provides a wide set of modeling concepts
and notations to meet current software modeling techniques. The various aspects of
software systems can be represented through UML, what makes it suitable for architec-
ture modeling. As a consequence, UML has been widely used as a basis for software
analysis and development.

To model complex domains in UML, new semantics can be added through extension
mechanisms packages that specify how specific model elements are customized and
extended with those semantics. In particular, UML profiles make extensive use of UML
stereotypes and tagged values. For example, the stereotype <<EJBSessionHome>>
indicates that a UML class represents an EJB Session Home [9]. Additionally, profiles
list a number of constraints that stem from the consistency constraints defined in the
UML semantics guide. The language to express these constraints is called the Object
Constraint Language (OCL)! and is used to specify well-formedness(correct syntax)
rules of the metaclasses comprising the UML metamodel. OCL can also be used to
specify application-specific constraints in the UML models.

2.1 Bringing Reliability to MDA

As there is a lack of dependability specification in the current MDA, we propose to
tackle this problem in the levels of abstraction suggested by OMG’s MDA, depicted
in Figure 1. It is feasible to accomplish this task using the standard meta-modeling
approach of MDA and specifications. Such a task has been demonstrated in the context
of performance specification [19].

Our current focus is on reliability for software systems, one of the properties of
dependability. To guarantee and assess reliability properties of software systems using
the MDA approach, we plan to achieve reliability in such a way that it is specified in the
early stages of software architecture design. In this way, we aim to provide reliability in
a platform-independent way. In the context of MDA and current distributed component-
based architectures, early reliability assessment is important as the software architecture
design is specified in the context of software development.

The main contribution of this research is, therefore, to provide a means to support
reliability design following the principles of a model driven approach. By doing this,
we hope to contribute to the task of systematically addressing dependability concerns
from the early to the late stages of software engineering. Besides, MDA appears to be a
suitable framework to realize the assessment of those concerns and thus to semantically
integrate analysis and design models into one environment.

! For more references of this language, see chapter 6 in [9].



Reliability Support for the Model Driven Architecture 83

MDA Reliability Profiles
PIM ___ Abstract Reliability Profile
UML Diagram
1 T
ypes
- ) Stereotypes
PSM —  UML/EJB Reliability Profile Tagged Values
OCL Constraint
2
Clustering
JEE ____ Reliability Primitives Persistent MOB

Persitent Entity
\ Beans

Fig. 2. Reliability Profiles in MDA

To provide a reliability profile for MDA, we follow the MDA approach: from PIM
to PSM and from PSM to code (see Figure 2). Current component-based development
architectures (CBDA), such as Enterprise Java Beans, address a considerable range of
features to support system reliability. These CBDAs guarantee some mechanisms that
provide reliable services [4]:

Replication by means of clustering;

Transaction management (which comprises both concurrency and replication trans-
parency) ;

Message driven communication supporting various kinds of reliability request (uni-
cast or group);

Persistency through stateful and persistent component objects;

In the J2EE platform, for instance, these mechanisms are provided in the respective
order:

Instance pooling and the fail-over mechanism;

The two-phase commit protocol and the Java Transaction API (JTA);
Asynchronous communication with persistent Java Message Service(JMS) and
Message Driven Beans;

Stateful Session Beans and Entity Beans.

Our first target platform to apply our reliability profile is the J2EE. In this regard,
we plan to extend the UML Profile for EJB [9], henceforth EJB Profile, to express the
above listed J2EE reliability mechanisms in a standardized way. That is, we aim to
specify a subset of UML meta-model that describes the semantics of mechanisms in
J2EE to achieve reliability. This subset contains stereotypes, tagged values and OCL
constraints.

In order to realize this task, UML meta-models must be designed to reflect each
of those reliability mechanisms, relying on the UML Specification 1.4 [20]. A meta-
model is a model of a language expressed using modeling techniques. This feature
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Fig. 3. MDA Metamodel Description [17]

in UML allows us to express the design and analysis domains seamlessly using the
concepts inherent to these domains. Moreover, this facility permits to map the behavior
of distributed component architectures into a domain knowledge keeping the semantics
of the modeling requirements of UML.

Following this principle, our approach to meta-modeling using the UML lightweight
extension mechanisms, i.e. profiles, is consistent with the official MDA white paper
[17], which defines basic mechanisms to consistently structure the models and formally
express the semantics of the model in a standardized way. Moreover, the profiles define
standard UML extensions to describe platform-based artifacts in a design and imple-
mented model. For example, the EJB Profile supports the capture of semantics express-
ible with EJB through the EJB Design Model and the EJB Implementation Model.

Addressing reliability mechanisms following MDA’s approach will be possible to
express semantics and notations that adequately address those mechanisms in a standard
way. In MDA, a mapping is a set of rules and techniques used to modify one model in
order to get another model. So as to design and formalize those reliability mechanisms,
we will first map them into a profile, according to the mapping mechanism in Figure 3.

3 A Profile for Replication

This section shows how we plan to achieve the previously stated goals through UML
profiles. We build a profile for replication and map the core elements of the profile
to the EJB architecture. At the end of this process of mappings and refinements, the
elements required to design, implement and deploy reliability according to the OMG
model driven architecture are identified.

In this section, we exploit the first reliability mechanism described in section 2, the
replication transparency through clustering. The initial step towards achieving reliabil-
ity in MDA principles is to define the architecture of the application that expresses how
reliable the method invocations should be, as well as the deployment relationships be-
tween the application components. Therefore, a reliability profile is needed. Figure 4
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shows what the overall scenario looks like. Basically, there are three main profiles:
the design (where the reliability mechanism is modeled), the deployment (to determine
how the components are distributed in the network according to the required reliability
support) and the mapping (to map the desired reliability to the designed classes). In par-
ticular, the mapping profile is represented by the hexagon described by PIMxPSM and
the pentagon DSxDP. They represent respectively the transformation from one design
profile (Reliability PIM) to another (Reliability PSM) and the transformation required
to map the design profile elements to the deployment profile

Reliability PIM Profile Reliability EJB PSM

T
' ' '

i i i
<cextenti>> <<extent>> <<extent>>
i ] i

N V/ A;I‘ \2
Real-Time Profile UML S pecification UML/EJB Profile

Fig. 4. Profiles to model reliability in EJB applications

In the design profile, meta-modeling techniques are used to map the reliability
mechanisms we define. In the PSM level, we chose to apply the design profile to the
J2EE platform at first. Therefore, we extend the EJB Profile to define the architecture of
the application, in EJB terms, concerning resource demands and deployment relation-
ships required to accommodate the reliability profile. All together, this profile extends
four main specifications:

1. UML Profile for Schedulability, Performance and Real-Time Specification (briefly,
Real-Time Profile) [19] - to specify how applications requiring a quantitative mea-
sure of time can be modeled in a MDA-standard way.

2. UML Specification [20] - to complement the reliability profile with feature lack-
ing in the specifications above following standard UML notations, definitions and
semantics.

3. UML Profile for Modeling Quality of Service and Fault Tolerance Characteristics
and Mechanisms [18] - an ongoing specification that addresses definition of indi-
vidual QoS characteristics and a generic fault-tolerant framework.

4. EJB Profile - to express the reliability profile in the semantics of EJB using UML
notation.

The first step towards identifying the stereotypes, tagged values and constraints of
a profile is to design a reference model. The Reliability Reference Model in Figure 5
is an adaptation of the Generic Fault-Tolerant Framework in [18] and consists of the
following elements:
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Fig. 5. Core Reliability Reference Model for Replication

— FaultDetectorPolicy: This policy describes the mechanisms safety engi-
neering uses to describe how to monitor software faults. It can be of three different
types:

e StaticallyDeployedFaultDetectors: In an operating environment
with a relatively static configuration, location-specific Fault Detectors will typ-
ically be created when the FT infrastructure is installed.

e InfrastructureCreatedFaultDetectors: The FT infrastructure
may create instances of the Fault Detectors to meet the needs of the appli-
cations. Therefore, the infrastructure is configured to match those needs.

e ApplicationCreatedFaultDetectors: For some particular reason
(e.g lack of support from the infrastructure), it may be necessary for appli-
cations to create their own Fault Detectors.

- PolicyManager: Establishes the type of replication and the type of fault detec-
tor to be used. The policies include approaches to detect the errors and styles of
replication management. Examples of policies are of type ReplicationStyle
(i.e. Transient or Persistent State), initial number of replicas and minimum number
of replicas. The PolicyManager defines default policies that apply to all object
groups associated to this model element.
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— GroupManager: Manages the object group of a fault-tolerant object by managing
the several Manager instances. A reference to the entire group makes transparent
to the clients the concept of replication. Finally, the state is used for the synchro-
nization between primary and backups.

— Manager: Used by the GroupManager to detect faults and to create a new in-
stance of a replica as a Factory object, where each replica has its own identity.
Each group’s GroupManager has one or many Manager instances: one instance
for each host where a replica is deployed. The set of Manager instances is con-
trolled by a GroupManager. In the case of a fault detected by the Manager,
the GroupManager automatically reconfigures the system by reassigning task
among non-failed components. Then the GroupManager will try to reconstruct
that failed component by using the factoring mechanism to recover the components
to a saved state prior to error detection.

— Replica: A redundant entity. Its number or location are the basic parameters to
support the fail management.

— ReplicaState: Defines the dynamic state information of a Replica, which de-
pends on the role of the replica in the group. This role determines whether the
replica is primary, backup or transient and it will vary according to the policy used.

- TransientStateReplicationStyle: This replication style defines styles
for objects having no persistent state. For StatelessReplicationStyle,the
one kind of TransientStateReplicationStyle,the history of invocation
does not affect the dynamic behavior of the object group.

— PersistentStateReplicationStyle: This replication style defines styles
for objects that have a persistent state. Two distinctive persistent replication styles
can be identified:

1. PassiveReplicationStyle: Requires that only one member of the ob-
ject group, the primary member, executes the methods invoked on the group.
Periodically, the state of the primary member is recorded in a log, together
with a sequence of method invocations. In the presence of a fault, a backup
member becomes a primary member. The new primary member reloads its
state from the log, followed by reapplying request messages recorded in the
log. When it is cheaper transferring a state other than executing a method in-
vocation in the presence of a failure and the time for recovery after a fault
is not constrained, passive replication is worth considering. The style of the
PassiveReplicationStyle can be Warm or Cold. In the Warm style,
the state of the primary member is transferred to the backups periodically.
While in the Cold style, the state of the primary member is loaded into the
backup only when needed for recovery.

2. ActiveRepicationStyle: A second type of persistent replication which
requires that all the members of an object group execute each invocation inde-
pendently but synchronously. The handleMessages operation detects and
suppresses duplicate requests and replies, and delivers a single request or reply
to the destination object. When it is cheaper to execute a method invocation
rather than transferring a state or when the time available for recovery after a
fault is tightly constrained, active replication is worth considering. If the voting
attribute is active, the requests from the members of the client object group are
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Table 1. Reliability Profile Stereotypes for Replication

Profile Elements Base Class Tags Element Type

GroupManager ClassifierRole, |ReplicationStyle, TransientState,|Metaclass
Object, Node |PersistentState

PolicyManager ClassifierRole, |RPFaultDetectorPolicy Metaclass
Object, Node

Replica ClassifierRole, |ReplicaState, TransientState, Per-|Stereotype
Object, Node [sistentState

Manager ClassifierRole, |ReplicationStyle, TransientState,|Stereotype
Object, Role  |PersistentState

Table 2. Tag Values of the Reliability Profile

Tag Name Applies To |Tag Type
FaultDetectorPolicy  |Subsystem |Enumeration{ ‘StaticallyDeployed’, ‘InfrastructureCre-
ated’, ‘ApplicationCreated’ }

ReplicationStyle Subsystem |Enumeration{ ‘TransientState’, ‘PersistentState’ }
ReplicaState Class Enumeration{ ‘Primary’, ‘Backup’, ‘Transient’ }
TransientState Class StatelessReplication Value

PersistentState Class Enumeration{ ‘PassiveReplication’, ‘ActiveReplication’ }
Reliability Value Class Real

voted, and are delivered to the members of the server object group only if the
majority of the requests are identical. The situation is analogous to replies from
the members of the server object group.

Based on this reference model, we are able to identify the stereotypes and the tagged
values in the design profile, as described in Tables 1 and 2.

4 Mapping from the Reliability Profile to the EJB PSM

The reliability sub-profile for replication we show in this section is intended to show
how the profile we designed can be applied to the J2EE platform. In Figure 6 we depict
the elements that constitute the profile we built from extending the EJB Profile.

On the left-hand side of the picture, we depict the five core stereotypes that consti-
tute our design domain profile for EJB. They are presented in Table 3. The core elements
that constitute this EJB PSM are the following:

1. ReplicaHome - The client never makes request directly to the EJB beans, but
through the EJB objects. Clients get a reference of EJB objects through an EJB ob-
ject factory, which is responsible for instantiating, finding existing and destroying
EJB objects. The ReplicaHome carries out the functionality of this factory.

2. ReplicaSessionand ReplicaEntity - The classes stereotyped as such im-
plement the Replica class from the Reference Model (figure 5) and the func-
tionalities of the EJB Session and EJB Entity Beans, respectively. As a type of
Replica, the classes having these stereotypes will be monitored by the object
group that implements the Manager functionalities.
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Fig. 6. Reliability Model Mapping to EJB

3. SessionFacade and ServiceLocator - These stereotypes will indicate the
classes that implement the Session Facade and Service Locator J2EE Patterns [1]
and primarily the functionalities of the Manager required to monitor the behavior
of the replica objects.

4. ReplicaException - Each replica is associated to a ReplicaException
stereotyped object, so that each business method of a replica reports this excep-
tion. Each ReplicaException will be caught by the class implementing the
SessionFacade.

On the right-hand side of Figure 6, we show how we relate the GroupManager
from the Reference Model to the EJB architecture. Essentially, the deployment descrip-
tor file declares the service requirements for the EJB components, such as transaction
control and partition management. This information is used by the EJB Container where
the EJB components will be deployed. Therefore the EJB Container is the element in
the EJB architecture that fits the functionalities of our GroupManager. In particu-
lar, every resource to be deployed in the EJB Container needs an association with the
deployment descriptor file.

4.1 The Transformation Rules

After identifying the elements that constitute the replication transparency profile for
EJB, we define transformation rules to generate a coarse-grained EJB model. Based on
the target model we aim to reach (see Figure 6), we define rules to map from the source
model (PIM) to the EJB model (PSM) based on our profile:

1. For each PIM class, an EJB key class is generated.
2. Each PIM class is transformed into an EJB component.
3. Each PIM association is transformed into an EJB association.
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Table 3. Reliability Stereotypes for the J2EE

Stereotypes Base Class Parents Tags
ReplicaHome Class EJBHome No tag associated
ReplicaSession Object Replica, Session-|ReplicationStyle,
Bean ReplicaState,
Reliability Value
ReplicaEntity Object Replica, Entity-|ReplicationStyle,
Bean ReplicaState,
Reliability Value
SessionFacade ClassifierRole, (Manager ReplicaState, Reli-
Object ability Value
ServiceLocator ClassifierRole, [Manager No tag associated
Object
ReplicaException Object Manager, Excep-|No tag associated
tion

4. Each PIM attribute of a class is transformed into an EJB attribute of the mapped
EJB class.

5. Each PIM operation is transformed into an EJB operation of the generated EJB
component from the PIM class.

6. Each <<Replica>> (Entity and/or Session Bean) component is associated to a
Session Facade EJB pattern [1] (i.e. a Session Facade remote interface and a Ses-
sion Facade Bean).

7. Each <<Replica>> has to be associated to a <<ReplicaException>>.

In the lack of a standard specification for model transformation, we formalize the
above rules in OCL in order to (1) keep the consistency between PIMs and PSMs and
(2) avoid ambiguities between the models. For example, rule 7 above is expressed in
OCL as follows:

package Foundation::Core
context Class inv:
self.stereotype -> exists(c:ModelElement |
c.oclIsTypeOf (Replica)
implies
self.allOppositeAssociationEnds.participants ->

exists (m:ModelElement |
m.stereotype -> exists ("ReplicaException"))

S Mapping from Design to Deployment

In the mapping profile, where the elements in the design profile are mapped to the
deployment profile, constraints rule how the desired reliability mechanisms should be
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mapped to provide the kind of refinement that the cannot be fulfilled by UML diagrams.
Those constraints are specified in accordance with the PolicyManager from our
Reference Model. Finally, the deployment profile provides the configuration of how the
components communicate and are distributed throughout the network.

In order to map replication in the deployment diagram, we should know what is the
desired reliability assurance of the system, according to the PolicyManager policy.
By this means, it is possible to know how many replicated components there should
be in each cluster to guarantee the desired reliability level. We use the approach where
components are grouped in parallel to improve reliability through replication [15].
In this mapping, we do not include the probability of failure of the Replica Manager.
Taking this assumption into consideration, the reliability of the parallel system, R,
is the probability that it is in operation when needed. This probability is equal to one
minus the probability that the system is not in operation (). For this to happen, all n
components must be down, which is

n

PT :H(l—’l’i) (1)

i=1

where r; is the reliability of each component. So, assuming independence of failures
between components, we get:

R, =1 — P,[all components are down|]
R(p) =1—[(1=r)x (1 =rg) x...(1=ra))] )

When all the components have the same reliability, the functional formula for this
assurance is:

I1-1-7r)">a 3)

where r is the reliability of each component, a is the required reliability of the system
and n is the number of components that should be comprised in each cluster. To reflect
this scenario, the classes of the design profile to be replicated should be mapped to the
deployment profile through the mapping profile. A fragment of the mapping profile to
assure the reliability property above is described in OCL as follows:

package Foundation::Core
context Abstraction def:

— Calculating n

let exp(x : Real, y : Real) : Real =
if(y = 1) then x

else x * self.exp(x, vy - 1)
endif

context Abstraction inv:
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— Identifying the Mapping Profile
self.stereotype->forAll (name = "mapping") implies

— Reading from every EJB component stereotyped as “Replica” the tagged value “ownedReli-
ability”, which is the actual reliability property of the EJB component, and the tagged value
“reliabilityValue”, which is the reliability to be achieved

self.supplier.oclAsType(Classifier) .ownedElement->forAll (
m : ModelElement | m.oclIsTypeOf (Class) implies
(1 - self.exp((1 - m.taggedvValue->any (type =
"ownedReliability") .datavalue),
self.client.oclAsType (Classifier) .ownedElement->select (
n : ModelElement | n.oclIsTypeOf (Component) and
m.stereotype->exists (name = "Replica") and
n.name = m.name)->size())) >
m.taggedvalue->any (type =
"reliabilityValue") .datavValue)

where self.supplier refers to the classes in the designed profile and
self.client refers to the components in the deployment profile.

There is, however, one important step that is not described here but must be ac-
complished, which is the support in MDA for formal analysis. In this regard, a formal
analysis profile is required to separately express dependability in an analysis model.
This might follow the approach in [23], which aims at providing a MDA performance
analysis to enterprise applications and has shown that worthwhile benefits arise, such
as:

— Flexible application of analysis techniques to design domains by defining new map-
pings;

— Use of model checking tools to check the semantic validity of the analytic model
against the design model.

6 Example

In this section we show an example of how to apply the profile to an EJB application.
This example is based on the IBM ITSO Bank model shown in the Examples section of
the EJB Profile.

In Figure 7 we show how the overall architecture of the ITSO Bank example looks
like when we apply our Reliability Profile based on replication. On the whole, for each
set of objects in the EJB container we want to replicate there is a Replica Manager,
which corresponds to the Manager type in our profile. The Group Manager object
stands for the one with equivalent name in our profile.

The analysis model of the ITSO Bank system has four main objects: Bank, BankAc-
count, Customer and TransactionRecord, as depicted in Figure 8. A BankAccount of
Bank can be of three types: CheckingAccount, SavingsAccount and CorportateAc-
count. Each transaction executed on a BankAccount is recorded as a TransactionRecord.
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Fig.7. Architecture of the Replication Profile applied to the ITSO Bank Example

Bank
1.*
-bankiD :int Employee
-bankName : string +employees “name : string
-state : string -employeelD : int
1
Customer 1
-customerID :int BankAccount o ;
firstName : strin min ser
! ng +accounts|-accountID : int
-lastName : strin
9 0.4 -balance : float
-title : string . 5 +createBank() +auttenticate()
+deposit() .
+findimportantCustomers() . +createCustomer() +paybill()
+withdraw() d
+findMoneyLosingCustomers +createAccount() +deposit()
Y 9 0 +findOverdrawnAccounts() P
A +del k() +transfer()
+deleteCust +withdi
CheckingAccount Zﬁ eleteCustomer() withdraw()
— +deleteAccount()
-overDraftLimit : float

+trarjsactions

CorporateAccount o

-billPaymentTitle : string TransactionRecord

SavingsAccount ~transactionID :int

-minimumBalance : float -transtype : string

-transAmount : float

Fig. 8. ITSO Bank Example-Analysis Model

Each BankAccount is owned by a Customer, that has an authentication information.
From this analysis model, we want to build a PSM for the J2EE platform and apply our
profile.

We create from the analysis model an external view of the system describing an
EJB-based implementation of the model, applying our profile. As we constrain to the
external view, we show how the Customer class is mapped into EJB components
according to our profile. Figure 9 shows part of those EJB components. For the sake
of brevity, we concentrate our example only on the Customer class, which business
objects are implemented in CustomerSession as an EJB Session Bean.
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Fig. 10. Sequence Diagram for the Customer Object

In order to deploy the Customer component consistently, we need to identify
which other components make invocation to and receive invocation from it. In this re-
gard, the UML Sequence Diagrams play an important role. We show in Figure 10 the
dynamic relationship between Customer and the other ITSO classes. We notice that
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the reliability of Customer is also related to the reliability of other classes, such as:
Bank, BankAccount and TransactionRecord. Therefore, we should apply the
same reliability value to those classes. Given that .J Boss?™ is the chosen J2EE server
to run this example, a fragment of the deployment descriptor for this scenario has the
following configuration:

— The CustomerSession Bean configuration

<gession>
<ejb-name>CustomerSession</ejb-name>
<jndi-name>CustomerSession/Home</jndi-name>
<local-jndi-name>CustomerSession/LocalHome</local-jndi-name>
<clustered>true</clustered>
<cluster-config>
<partition-name>DefaultPartition</partition-name>
</cluster-config>
</session>

— The BankEntity Bean configuration

<entity>
<ejb-name>BankEntity</ejb-name>
<jndi-name>BankEntity/Home</jndi-name>
<local-jndi-name>BankEntity/LocalHome</local-jndi-name>
<clustered>true</clustered>
<cluster-config>
<partition-name>DefaultPartition</partition-name>
</cluster-config>
</entity>

— The BankAccountEntity Bean configuration

<entity>
<ejb-name>AccountEntity</ejb-name>
<jndi-name>AccountEntity/Home</jndi-name>
<local-jndi-name>AccountEntity/LocalHome</local-jndi-name>
<clustered>true</clustered>
<cluster-config>
<partition-name>DefaultPartition</partition-name>
</cluster-config>
</entity>

Suppose the target reliability for Cus tomer is 95% and the reliability of each com-
ponent deployed in JBoss, version 3.0 on top of a Linux server is 75%. Then, according
to our mapping profile (see section 5), the Customer component classes (as well as
Bank, BankAccount and TransactionRecord) should be replicated across at
least 3 nodes of a cluster.

7 Related Work

There are plenty of work dealing with reliability in the design level [3, 10, 22]. Those
work look at some of the issues we identify in our work, in terms of addressing depend-
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ability concerns in the early stages of software development. We can primarily find in
those work analysis techniques to validate design tools based on UML.

However, they differ from our approach in some aspects. MDA uses the straight-
forward approach through the concepts of mapping models among different platforms.
Adopting the MDA approach we believe that we can construct an environment where
one can consistently integrate the analysis and design of dependability issues, as well
as the integration of design and implementation. [2] provides a useful transformation
technique to automate dependability analysis of systems designed through UML. Nev-
ertheless, to properly contemplate dependability in all stages of the software engineer-
ing process, we believe that one of the main concern is to provide a unified semantic
between the analysis and the design models. Recently, [14] has presented a more elabo-
rated work of how UML 1.4 can be applied to stochastic analysis of system architecture
dependability. Additionally, they extend the OMG General Resource Model in the UML
Profile for Real-Time, Schedulability and Performance [19], shortly the Performance
profile, to adequate to their analysis model, which may be considered in a future step of
our work.

Another approach to address software dependability is to provide mechanisms to
improve reliability of software after it has been implemented through testing techniques.
Works such as [7] use those techniques to identify faults in the software that are likely
to cause failures. Testing for reliability carries out an important research agenda, and is
an important tool to measure the reliability of software systems. In our work, we first
assume that the reliability property of the system components will be already provided
most likely through testing. Secondly, our purpose is to concentrate on the reliability
assurance of the system from design to deployment level through transformation tech-
niques. Therefore, concentrating on these levels, we believe that the desired reliability
of software systems will be reported in the testing phase according to the required reli-
ability property defined in the architecture level.

The OMG has also requested proposals in order to standardize profiles for particu-
lar application areas, particularly the UML Profile for Modeling Quality of Service and
Fault Tolerance Characteristics and Mechanisms [18], briefly QoS profile. The major
concern of the QoS profile are the QoS aspects, but it also addresses some dependabil-
ity concerns. However, it can be viewed only as a starting point towards the specification
of an MDA profile for dependability. The revised submission does not provide enough
details in terms of the relationship between Dependability profile and the Performance
profile. The proposal points out fault-tolerance solutions to mitigate reliability prob-
lems. However, the semantics to model fault-tolerant systems in the MDA approach are
quite informal, which may result in ambiguities. A more refined level is required for the
QoS profile in order to make use of it as a reference model and in terms of solutions to
mitigate reliability problems it seems to be so far restricted.

8 Concluding Remarks and Future Work

This work is expected to support a practical approach for the provision of reliability
for software systems. There are current techniques to provide reliability for software
systems. However, techniques such as process algebras are generally considered time
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consuming, in regard to the software development. The model driven approach is suit-
able for filling in this gap. We expect to provide a solution where reliability can be
assured along the life cycle of software development.

We have currently defined the abstraction level where reliability can be addressed

in MDA through replication. Our future work includes:

Identify those qualities that require formal analysis to determine. Choose an appro-
priate analysis technique for reliability analysis and define a profile to represent the
entities within the analysis domain.

Define a mapping between the design domain and the analysis domain from the
previous step that correctly represents the semantics of each.

Extend a platform-specific profile such as [9] to represent the reliability mecha-
nisms of interest.

Define a mapping between the design domain and the deployment diagram.
Automate the mapping from the design domain to the deployment diagram.

There are other aspects we do not deal with in this stage of our work, although we

must consider them in the forthcoming steps. These aspects include:

Identifying a general procedure to build a Reference Model. What are the main as-
pects that a Reference Model should include? In building our Reliability Reference
Model we noticed that some of these aspects include identifying resource types,
timed events, and so on. We therefore noticed the lack of consistent information
in what would be the most important design issues a Reference Model should em-
brace. We are aware that it depends on the sort of subject to be modeled, but we
noticed in our first constructed model there are main points that should be consid-
ered to make easier identifying the model elements.

Finding ways to guarantee that the Reference Model and the Profile are consistent
with each other and how to reason about the various elements that come out in the
profile based on the reference model. Identifying the elements in the profile that
is complete and consistent with the elements in the reference model seems to rest
mostly on the informal judgement of expert individuals.
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Abstract. Dependable distributed applications require flexible infras-
tructure support for controlled redundancy, replication, and recovery of
components and services. However, most group-based middleware plat-
forms, which are increasingly being used as implementation environments
for such systems, fail to provide adequate flexibility to meet diverse ap-
plication requirements. This paper presents a group-based middleware
platform that aims at maximal flexibility. In particular, flexibility is pro-
vided at design time, deployment time and run-time. At design and de-
ployment time, the developer can configure a system by assembling soft-
ware components shaped to a specific use. Then, at run-time, s/he can
dynamically reconfigure the resulting system to adjust it to new circum-
stances, or can add arbitrary machinery to enable the system to perform
self-adaptation. As examples, levels of fault tolerance can be dynami-
cally increased and decreased as desired by adding, removing or replacing
replicas; or the underlying communications topology can be adapted by
switching from point-to-point TCP to multicast as numbers of replicants
increase. Importantly, it is not necessary that the shape that run-time re-
configuration takes has been foreseen at design or deployment time. Our
proposed solution employs software component technology and compu-
tational reflection as the basic means by which to perform and manage
configuration and reconfiguration.

1 Introduction

The past few years have seen a significant increase in the importance of group-
based distributed applications. Although they have in common the use of multi-
ple end-points, the class of group applications is characterised by great diversity:
while the support of dependability (e.g. fault-tolerance or high availability based
on replication of servers) is perhaps the largest subset, dissemination of audio
and video, distribution of events, and computer supported cooperative work are
also important constituents of this class. Ideally, both dependability scenarios
and these other group-related areas would be supported by a common underlying
distributed platform.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 99-119, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Unfortunately, present day distributed object based middleware platforms
(e.g. the Common Object Oriented Architecture (CORBA) [1] or the The Dis-
tributed Component Object Model (DCOM) [2]), which are increasingly being
used as implementation environments for such applications, fail to provide suit-
able support for group applications in their full generality. And where they do
provide support it is typically targeted at a limited subset of group applica-
tions, or is piece-meal and non-integrated. Examples from the CORBA world
are the fault tolerance service [3], and the (completely separate) CORBA event
service [4]. This lack of integration is problematic in a number of ways. In par-
ticular, it leads to missed opportunities for common solutions (e.g. in multicast
channels, group addressing, access control and management) and makes it harder
than it should be to combine related services (e.g. to provide a fault tolerant
event service).

The broad aim of the research described in this paper is to provide a fully
general and integrated platform for the support of group applications. Because
of the diversity involved, this is a challenging undertaking. The different types of
group applications vary dramatically in their requirements in terms of topology,
dynamicity of membership, authentication of membership, logging of messages,
reliability of communications, ordering guarantees on message delivery, use of
network multicast etc.

Our approach is to attempt to satisfy all such requirements in a middle-
ware environment known as OpenORB [5-7] which, in addition to supporting
(group) applications, also supports the development of generic group services.
This is primarily achieved through the use of component technology [8] which
allows programmers to build applications and generic group services in terms
of an extensible library of basic building blocks (components). Components are
used not only at the application/ services level; the middleware itself is built
from components. This allows groups to be used recursively to support com-
munication among the various middleware components themselves. As a simple
example, basic middleware components such as the name service can be made
fault tolerant by means of groups.

A further aspect of our work is the support of run-time reconfiguration of
running group applications or services. Runtime reconfiguration is essential for
those applications that need to cope with changing requirements; in particular,
for systems that cannot be switched off easily (e.g., control systems), or systems
that cannot be switched off for long periods (e.g., telecom systems). As an ex-
ample, consider a highly available service built from a group of server replicas.
In such a scenario, it may be desirable to change the inter-replica reliability pro-
tocol (e.g. from an active replica to a passive replica scheme) as the number of
replicas, the number of clients, or the performance/ reliability needs change over
time. Another (non-dependability-related) example could involve adding or re-
moving media filters such as video compressors to support media dissemination
in multimedia conferences involving nodes with heterogeneous network connec-
tivity and processing capability [9]. To support such requirements, we apply the
notion of reflection [10]. For example, we maintain run-time component graphs,
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which allow component configurations to be adapted in a “direct manipulation”
style (see Sect. 2).

This paper is structured as follows. First, Sect. 2 describes our basic mid-
dleware architecture and its reflective, component based, computational model.
Next we discuss, in Sects. 3 and 4, our support for the construction and run-
time reconfiguration of component-based groups (with a focus on dependability-
related services). Section 5 then presents an example of the use of our group
support services. Finally, Sect. 6 deals with related work and Sect. 7 offers con-
cluding remarks.

2 Background on OpenORB

OpenORB [5-7] is a flexible middleware platform built according to a
component-based architecture. It is loosely inspired by the ISO Reference Model
for Open Distributed Processing (RM-ODP) [11]. At deployment-time, compo-
nents are selected and appropriately composed to create a specific instance of
the middleware. For example, components encapsulating threads, buffer manage-
ment, the (Internet Inter-ORB Protocol) IIOP protocol and the Portable Object
Adapter may be selected, among others, for placement within a CORBA address
space. In addition, components can be loaded into address spaces (using RM-
ODP terminology, we will refer to address spaces as capsules) at run-time, and
there are no restrictions on the language in which they are written. Components
can be either primitive or composite. The former have no internal structure (at
least not at the level of the component model) whereas the latter are formed as a
composition of nested components (either primitive or composite). As we explain
below, reflection is used to facilitate the reconfiguration of the set of components
configured into a composite component or a capsule, and thus dynamically adapt
the middleware functionality at run-time.

In OpenORB, component interfaces are specified in (an extended version
of) the CORBA Interface Definition Language (IDL), and components may ex-
port any number of interface types. Furthermore, new interface instances can
be created on demand at run-time. Multiple interface types provides separation
of concerns; for example, operations to control the transfer of state between
replicas in a fault tolerant service can be separated from operations to provide
the service itself. Multiple interface instances are then useful in giving multiple
clients their own private “view” of the component.

As well as standard operational interactions (i.e. method calls), our extended
IDL supports the signal and stream interaction types defined in RM-ODP. Sig-
nal interactions, which are one-way messages, are typically used for primitive
events; and stream interactions, which additionally involve isochronous timing
properties, are used for audio or video etc. Along with the authors of RM-ODP,
we claim that this set of interaction types is canonical and functionally com-
plete, or at least can serve to underpin any other conceivable interaction type.
Apart from interaction types, each interface takes one of two possible roles: ei-
ther provided or required. Provided interfaces represent the services offered to
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the component’s environment, while required interfaces represent the services
the component needs from its environment (in terms of the provided interfaces
of other components). This explicit statement of dependency eases the task of
composing components in the first place and also makes it feasible to replace
components in running configurations (see below).

Communication between the interfaces of different components can only take
place if the interfaces have been bound. In terms of role, required interfaces can
only be bound to provided interfaces and vice versa. To-be-bound interfaces
must also match in terms of their interaction types (i.e. method signatures etc.).
There are two categories of bindings: local bindings and distributed bindings (see
Fig. 1). The former, which are simple and primitive in nature, can be used only
where the to-be-bound interfaces reside in the same capsule; they effectively ter-
minate the recursion implicit in the fact that distributed bindings have interfaces
which need to be bound to the interface they are binding! Distributed bindings
are composite and distributed components which may span capsule or machine
boundaries. Internally, these bindings are composed of sub-components (them-
selves bound by means of local bindings) that wrap primitive facilities of the
underlying system software. Examples are primitive network-level connections
(e.g., a “multicast IP binding”), media filters, stubs, skeletons etc. Distributed
bindings are often constructed in a hierarchical (nested) manner; for example
a “reliable multicast binding” may be created by encapsulating a “primitive”
multicast IP binding and components that offer SRM-like functionality [12].

Component A Binding Component Component B

Capsule A ‘\\\\\\\ Local ///////' Capsule B

Bindings Interfaces

]—Provided
Required

Fig. 1. Bindings supporting local and distributed interaction between components

It should be noted that distributed bindings are not unique in being compos-
ite and distributed components; any OpenORB component is allowed to have
these properties. In other words, distributed binding components do not enjoy
any particular status as compared to other components.

Components are created by factory components (or simply “factories”). Fac-
tories for composite components are implemented as compositions of factories,
each of which deals with the composite component’s various constituents. Often,
factories are parameterised with templates which define the required configura-
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tion and characteristics of to-be-created components. Templates are specified in
the Extensible Markup Language (XML) [13]; specifically group-oriented tem-
plates are discussed in detail below.

In terms of reflection, every OpenORB component has an associated “meta-
space” that is accessible from any of the component’s interfaces, and which
provides reflective access to, and control of, the component in various ways. To
help separate concerns, meta-space is partitioned into various orthogonal “meta-
models”. For example, the interface meta-model allows access to a component’s
interface signatures and bindings, and the resources meta-model gives access
to the resources (e.g. threads or memory) used by the component. The meta-
model of most relevance to this paper is the compositional meta-model. This
takes the form of a graph data structure which serves as a causally-connected
self-representation of a capsule’s internal topological structure (in terms of com-
ponent composition). This means that manipulations of the graph’s topology re-
sult in corresponding changes in the capsule’s internal topology (and vice versa).
Support is provided to make such changes atomic (e.g. by freezing any threads
executing in the changed component). The other meta-models, which are beyond
the scope of this paper, are described in [6]. More generally, OpenORB itself is
discussed in more detail in [7].

3 An Overview of GOORB

GOORB (Group support for OpenORB) is a flexible OpenORB-based infrastruc-
ture for the creation and maintenance of both group types and group instances. At
design and start up time, group types are defined based on templates, and on the
re-use and assembly of software components from an extensible library. Then, at
run-time, group instances are created on the basis of group type specifications
and can subsequently be flexibly reconfigured to adjust them to dynamically
varying environments. The design of GOORB follows the basic concepts and the
infrastructure employed in the OpenORB reflective architecture discussed above.
In particular, each group type is represented as a template and each group in-
stance is represented as a composite component. The constituents (see Fig. 2)
of these composite components are as follows:

— Group members are composite components whose internal constituents are
application components (e.g. databases access, audio and video playout etc.)
combined with zero or more system components (e.g. stubs, skeletons, dis-
tributors, collators). Application components implement the basic function-
ality of the application whereas system components implement functionality
associated with the GOORB group semantics.

— Group bindings are explicit representations of the topology and communi-
cation semantics of a given group type. It is not a default requirement that
members of a group should use a specific communication pattern such as
multicast. Although multicast is widely used as a support for groups, an
application designer might equally well decide that members should commu-
nicate using several point-to-point communications, or any other composi-
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tion of communication patterns. Thus, GOORB remains agnostic as to how
members communicate among themselves while providing generic support
for specifying and controlling this communication.

— Management components are system components that manage the group;
e.g., components to control the membership of the group, or components to
detect faults, or monitor the status of quality of service (QoS) of the group.

Capsule A Capsule B

GOORB Group

Group
Binding

Capsule D

Fig.2. A GOORB group

4 GOORB in Detalil

4.1 Overview

The overall GOORB architecture, see Fig. 3, constitutes the following generic
services: i) a group binding service which is responsible for providing function-
ality with which to configure and instantiate group bindings, ) a configurable
group service which is responsible for the configuration, creation, destruction
and control of group instances, and i) a group reconfiguration service which
supports the reconfiguration of group instances. All these services are accessed
through a set of well-defined interfaces and rely on an extensible library of default
components.

In the following subsections we discuss in detail the design and operation of
the above three services.
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Fig. 3. The GOORB architecture

4.2 The Group Binding Service

The group binding service is responsible for the creation and maintenance of
group bindings. As mentioned, group bindings provide the core communications
services in a GOORB group. However, it is important to notice that group bind-
ings could also be used to realise interaction among components that are not
part of a GOORB group. The difference between a GOORB group and a set
of components connected via a group binding is the level of service provided. A
GOORB group provides control over members of the group as default function-
ality while the group binding just enables the communication between several
end-points. The group binding service can be considered a low-level enabler for
groups while the GOORB group provides more comprehensive facilities.

Group bindings can be either primitive or composite. Primitive bindings im-
plement or wrap basic communication functionality (e.g., IP multicast). These
are directly supported by the infrastructure and their implementation is inacces-
sible to the programmer. Composite bindings then take the form of value-added
encapsulations of one or more simpler bindings (e.g., IP multicast improved with
components to guarantee reliability such as SRM [12] or RMT [14]). The basic
building blocks of the group binding service architecture are the various factories.
Factories for primitive group bindings are provided by the infrastructure and are
parameterised with the references of the interfaces that will be connected by the
binding. As well as setting up the protocol infrastructure necessary to support
the group binding, they instantiate (in remote address spaces as required) nec-
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essary auxiliary system components such as stubs, controllers, etc. We have so
far implemented the following primitive group binding factories:

— Multicast Stream Binding Factory. This creates primitive multicast stream
bindings that can be used to connect several application interfaces, typically
for the transmission of audio and video (e.g. to support an audio/video con-
ferencing application). The application interfaces connected to these bind-
ings can be either producers or consumers of audio/ video. An application
component can be made both a producer and a consumer by implementing
both interface types. The precise semantics of the binding can be flexibly
configured. In particular, it is possible to create any of the following topolo-
gies: 1 —n (1 sender and n receivers), n — m (n senders and m receivers),
n — 1 (n senders and 1 receiver). Also, when several application interfaces
are sending video, a receiving application can select which signals it wants
to see.

— Multicast Operational Binding Factory. Primitive multicast operational
bindings are used to bind multiple application interfaces in a request/ reply
style of interaction. There are two roles defined: clients and servers. Clients
make invocations on stub components, which forward the invocations to all
currently bound server interfaces. By default, stubs block until the first reply
arrives (cf. CORBA’s deferred synchronous operation semantic [15]). How-
ever, this can be changed using a stub control interface so that the stub
can instead be made to wait for any number of replies. All replies are then
passed to a collator component. Different collators can implement alternative
collation policies-i.e. alternative ways of combining replies so that a single
consolidated reply can be presented to the client interface.

— Multicast Signal Binding Factory. Multicast signal bindings offers means for
firing events in several capsules. Their structure is similar to that of multicast
stream bindings; i.e., source components send events that are captured by
sink components.

Each primitive group binding instance has a control interface that provides
methods for dynamically adding and removing interfaces to the binding. As
explained below, GOORB groups take advantage of this to realise changes in
their membership.

Composite group bindings embody more complex communication semantics.
For example, an operational primitive binding can be associated with encryption
components to produce a secure binding. In addition, such a secure binding can
be further improved with compression components to form yet another type of
binding. Following the approach taken for general OpenORB composite compo-
nents, configurations are described in terms of a set of components and bindings
between them as explained in Sect. 2. These can be local bindings, which con-
nect components in the same capsule, or distributed bindings, which connect
components in different capsules. In the particular case of distributed groups,
the configuration will typically include at least one distributed binding.

Unlike primitive group bindings, composite bindings are designed by appli-
cation developers and are created by a single generic factory. A template, which
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embodies a description of the to-be-created composite binding, is sent to this
factory which evaluates the internal details of the template and sends requests
to other factories (component and binding factories) according to the configura-
tion and location of the components to be instantiated to create the binding. The
binding template is realised as an XML document. In more detail, configurations
are specified by a graph that is formed by a list of components and a list of local
bindings to be established between specified interfaces of these components. Be-
cause only local bindings are specifiable, nested distributed binding components
must be used to bind any interfaces not located in a common capsule.

Finally, it is worth mentioning that the configurable group service frame-
work includes an extensible selection of pre-defined generic protocol components
that can be used in the specification of arbitrary composite bindings. For ex-
ample, the stubs and collators mentioned above are included in this selection.
Collators are, in fact, an instance of a more general class of components called
filters. These support standard interfaces which allow them to be composable
into stacks. Other examples of filters are encryptors/ decryptors and compres-
sors/ decompressors. A further example is an orderer component which orders
incoming messages according to some policy (e.g. for use in a totally ordered
multicast binding).

4.3 The Configurable Group Service

In GOORB, group types are defined using XML-specified group type templates
which specify the configuration and characteristics of to-be-created groups.
These are similar in concept to the above-described Group Binding Service tem-
plates, but with additional complexity and functionality. Group type templates,
which are passed to a generic group factory, include information about the types
of potential members that can be part of the group, how these members com-
municate among themselves, the externally-visible services the group provides,
any QoS parameters associated with the group etc. The template is an explicit
representation of the group at creation time. In addition, though, a version of
the template is retained during the lifetime of the group instance to facilitate
reconfiguration (see Sect. 4.4). Essentially, the initial template describes the pos-
sible compositions that can be realised for the associated group type, while the
run-time version represents the actual configuration of a running group at any
instant of time.

The XML Schema for group type templates is shown in Appendix A; an
example of its use is given in Sect. 5. Essentially, the template embodies both
structure and constraints: the group structure is represented by a graph defining
components and the bindings between them; the constraints then define design-
time and run-time limitations associated with the composition of the graph (e.g.,
the maximum or minimum number of elements of a certain type in the graph).

In more detail, the group template defines a group as consisting of a group
binding configuration (as described above in Sect. 4.2), one or more member
types (e.g., it may be useful to distinguish producer and consumer members in
a media dissemination group), and zero or more service types. A member type
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is a template for the creation of future members of the group. Each consists of
a member interface type and a per-member configuration. The member interface
type is the type of interface that a prospective member of the associated member
type will present to the group, while the per-member configuration is a graph of
application and system components that is dynamically instantiated each time
such a member joins the group. It is used to specify things like per-member stubs,
skeletons, protocol stacks, collators, etc. In addition to the member interface type
and per-member configuration, a member type can also include attributes that
specify, e.g., the minimum and maximum number of instances of this type that
may be in existence.

Service types are useful only in connection with “open groups” [16]. These
are groups that provide a service that can be invoked by parties external to the
group-e.g. in the case of a replicated service. As with member types it is possi-
ble to define multiple service types, and each service type similarly consists of
an interface type, a per-service instance configuration, and attributes. “Closed
groups”, i.e. those with no service types, are also quite common: a typical ex-
ample is a video conference.

The most important of the Configurable Group Service’s run-time elements
are the generic group factory and the local factory. The generic group factory
interprets group type templates and calls on local factory instances, one of which
runs on every participating node, to actually create the required components in
the required location.

Each running group supports a default group management component that
interacts with local factories to request the creation of new member and service
instances. The generic group factory implicitly creates an instance of this de-
fault group management component type when the group is first created, and
binds it into the group composite-unless another membership component (pre-
sumably with non-standard semantics) is defined in the group type template
(it is also possible to change this later using the Reconfiguration Service). All
group management components must implement at least the minimal IGroup
interface that provides methods for components to join or leave a group. IGroup
offers two methods for inserting members in a group and another two methods
for removing them: join() inserts an already-instantiated actual member (i.e.
application components only; no system components) into the group while cre-
ateMember() instantiates a set of application components in a specified capsule
and then inserts them into the group. (This is similar to the MembershipStyle
property defined in the CORBA-FT Specification [3] where the membership can
be either “infrastructure-controlled” or “application-controlled”.) IGroup also
supports leave() and destroyMember() methods. In the case of leave() only the
infrastructure is destroyed while in the case of destroyMember(), the member
component is also destroyed. IGroup additionally provides a getView() method
which returns the list of current members in the group.

4.4 The Reconfiguration Service

The final element of GOORB is its support for run-time reconfiguration of group
instances for purposes of adaptation and evolution. This is based on a composi-
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Fig. 4. The reconfiguration architecture

tional meta model which is an extension of the basic OpenORB compositional
meta-model mentioned in Sect. 2. In outline, an application wishing to per-
form a reconfiguration operation on a group obtains an interface to the group’s
compositional meta-model. It then manipulates this (causally-connected) meta-
model-which takes the form of a topological graph plus operations to manipulate
this graph-to effect corresponding changes in the actual underlying group. For
example, nodes in the graph can be added, removed, and replaced to effect
the corresponding addition, removal and replacement of actual underlying com-
ponents (e.g. group members), as can arcs to effect the addition etc. of local
bindings.

The implementation of the compositional meta-model mirrors the fact groups
are inherently-distributed composite components-i.e. the compositional meta-
model graph is itself decomposed and distributed. This helps with both scala-
bility and fault tolerance. To further contribute to scalability, individual decom-
posed parts of the graph are dynamically instantiated on demand in an incremen-
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tal way. The way in which remote access to meta-models is achieved is illustrated
in Fig. 4. Basically, if the target component (or subcomponent) is non-local, re-
quests to instantiate its compositional meta-model are transparently forwarded,
by a local, per-capsule, remote adaptor, to the appropriate per-capsule adapta-
tion manager in the capsule in which the target resides. Then, this adaptation
manager requests a local factory (not shown in the figure) to create the local
part of the target component’s compositional meta-model and returns a refer-
ence to this. Finally, the remote adaptor can dynamically bind to the remote
meta-model and invoke method calls to inspect and adapt the sub-graph (and
hence the underlying component topology) just as if it were local.

Adaptation managers are responsible for ensuring that only permitted re-
quests are processed and that only secure adaptations occur. To confirm the
security of requested adaptations, adaptation managers call on per-group adap-
tation data components. These hold a set of adaptation constraints, expressed
in XML and derived from the group template, for a particular group instance.
For example, it is possible to forbid the deletion of parts of a per-member con-
figuration such as a sub-composite that implements security checks. Because
adaptation is a distributed operation, the constraints associated with a compos-
ite component are correspondingly distributed in per-capsule adaptation data
components so that the failure of one host does not compromise the whole sys-
tem. Additionally, local adaptations do not have to rely on information residing
in another host.

Figure 4 actually presents an abstraction of the reconfiguration architecture.
At a finer level of detail, two specific types of adaptation managers are employed:
group adaptation managers (GAMs) and member adaptation managers (MAMs).
These are respectively created when a group and members of a group are created.
The GAM is responsible for receiving and delegating all adaptation requests to be
performed on a group, while MAMSs are responsible for performing adaptation on
a specific member of a GOORB group'. Essentially, GAMs and MAMs deal with
two issues: transactional updates and replicated updates. Transactional updates
are important to ensure that distributed group reconfiguration operations are
performed either completely or not at all. Replicated updates, on the other
hand, are useful to enable updates to be performed on all members or services in
one action. For example, in one request one can add a compression component
to all the receiving video members in a media dissemination group.

Finally, the reconfiguration architecture incorporates an adaptation moni-
tor, which is a per-capsule composite component that embodies the OpenORB
QoS management architecture [17]. This is capable of being configured to mon-
itor some particular QoS metric (e.g. “the frequency of invocations on a repli-
cated group service” ), and then to select an appropriate adaptation strategy (e.g.
“move from active to passive replication”) when a particular trigger is detected
(e.g. “more than n invocations per second are occurring”). Following the proto-

! In the context of reconfiguration, service instances (as defined in Sect. 4.3) are con-
sidered members of the group. Therefore, each service instance has its own MAM as
well as every member.
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type presented in [17], monitors and strategy selectors are defined in terms of
FC2 timed automata, while strategy activation consists of a script containing a
sequence of calls on the group’s compositional meta-model. Crucially, adaptation
monitors can be dynamically instantiated in capsules so that it is not necessary
that modes of adaptation in a group have been foreseen at design or deploy time
(although these must not violate the adaptation constraints referred to above).

5 An Example of the Use of GOORB

In this section, we illustrate the use of GOORB by means of a simple
dependability-related application scenario. The scenario involves a group of ac-
tively replicated servers (these are “calculators”) in an open group with a single
service type. The cardinality of the service type is restricted to a single instance,
and there is a single member type with unconstrained cardinality to represent
the replicants. The group template is as follows:

<?xml version="1.0" encoding="UTF-8"7>
<group xmlns="http://site/GOORB/ggr"
xmlns:gbs="http://site/GOORB/gbs"
xmlns:ggb="http://site/GOORB/ggb"
xmlns:ggm="http://site/GOORB/ggm"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xsi:schemalocation="http://site/GOORB/ggr
E:\Schema\GOORBGroup.xsd" groupName="ActiveReplication">
<groupBinding groupBindingType="ReliableMulticastBinding.xml"/>
<managementComponents/>
<memberTypes>
<member memberType="CalcReplica.xml" minCardinality="1" maxCardinality="unbounded"/>
</memberTypes>
<serviceTypes>
<member memberType="CalcService.xml" minCardinality="1" maxCardinality="1"/>
</serviceTypes>
</group>

A reliable distributed binding (separately described in ReliableMulticastBind-
ing.xml) is employed as the basis of communication within the group. Cal-
cReplica.xzml and CalcService.xml are templates that describe the configuration
of the member and service types of the group respectively. CalcService.zml, which
is shown below, contains a proxy component that receives the replies from the
requests on the replicas and sends the first reply back to the client.

<?xml version="1.0" encoding="UTF-8"7>
<member xmlns="http://site /GOORB/ggm"
xmlns:gbs="http://site/GOORB/gbs"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://site/GOORB/ggm E:\Schema\GroupMember.xsd">
<gbs:configuration name="calcService">
<gbs:graph>
<gbs:component template="GetFirstCalcProxy.xml">proxy</gbs:component>
</gbs:graph>
<gbs:externallnterface>
<gbs:bindable>
<gbs: componentName>proxy</gbs : componentName>
<gbs:interfaceName>ICalc__</gbs:interfaceName>
</gbs:bindable>
<gbs:bindable>
<gbs: componentName>proxy</gbs : componentName>
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<gbs:interfaceName role="service">ICalc</gbs:interfaceName>
</gbs:bindable>
</gbs:externallnterface>
</gbs:configuration>
<externalBinding>
<gbs:localBinding>
<gbs:bindable>
<gbs:componentName>proxy</gbs: componentName>
<gbs:interfaceName role=“server">ICalc__</gbs:interfaceName>
</gbs:bindable>
<gbs:bindable>
<gbs: componentName>mob</gbs : componentName>
<gbs:interfaceName>iface</gbs:interfaceName>
</gbs:bindable>
</gbs:localBinding>
</externalBinding>
</member>

As explained in Sect. 4, the group template is passed as a parameter to the
generic group factory’s create() method. After the group has been created, it
can be populated with member and service instances, as explained in Sect. 4.3,
by calling operations the join() or createMember() operations on the (default)
group management component’s IGroup interface.

Having established and populated the group, it is possible to adapt it by
employing the Reconfiguration Service. As a somewhat contrived example (cho-
sen for simplicity of exposition), it may be desired to replace the initial proxy
component mentioned above with one that returns the result of a voting process
between the replicas. To achieve this, the client application (or a strategy ac-
tivator if reconfiguration is being initiated automatically by an embedded QoS
manager) needs to access the group’s GAM’s IGAdapt interface in order to invoke
its adaptType() method (this enables an adaptation to be atomically performed
on every member of the specified type). AdaptType() takes as a parameter the
name of an adaptation script which, in our case, contains the following single
call:
comp_meta_model.replaceComponent ("proxy", {"name":"vproxy",

"template":"VotingProxy.xml",
"module": "Comps.VotingProxy"});

As aresult of executing this script, every member of the group has its original
proxy component replaced by a new “vproxy” component. The compositional
meta-model’s replaceComponent() method substitutes a component in the group
composite for another component of the same type, i.e., one with the same set
of provided and required interfaces. The first parameter is the component to be
removed and the second is either the new component (if this has already been
instantiated), or a template for a component that needs to be created (as shown
in the example). Both the IGAdapt interface and the more general facilities of
the compositional meta-model are discussed in more detail in [18].

6 Related Work

Adaptive fault tolerance has been described by Kalbarczyk [19] as the ability for
a system to adapt dynamically to changes in the fault tolerance requirements
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of an application. Some issues of adaptive fault tolerance have been addressed
by projects such as Chameleon [19], AFTM [20] and Proteus [21] (part of the
AQuA system). Chameleon is an infrastructure that supports multiple fault tol-
erance strategies. These are realised by objects called ARMORs which can be
used (and reused) to build different fault tolerance strategies. Furthermore, AR~
MORs can be added/removed or changed at run-time, thus providing dynamic
reconfiguration. Such reconfiguration, however, is aimed at modifying the fault
tolerance level only-it is less general than the capabilities offered by GOORB.
In the AFTM (Adaptive Fault Tolerant Middleware) [20], several fault-tolerant
execution modes are available, from which the most suitable mode can be se-
lected according to application’s requirements. However, only a small selection
of execution modes is available in the AFTM environment and there are no
guidelines on how to develop new modes-in other words, unlike GOORB, the
system in not easily extensible. The Adaptive Quality of Service for Availability
(AQuA) [21] architecture provides a flexible infrastructure for developing de-
pendable systems. It relies on a group of technologies to provide applications
with their required availability. First, it uses the Quality Objects (QuO) frame-
work for specifying dynamic quality of service (QoS) requirements. Second, it
uses the Proteus framework to handle fault tolerance through replication. Fi-
nally, at the lowest level of the platform, AQuA uses the Maestro/Ensemble [22]
group communication system to provide reliable multicast to a process group.
Although AQuA is highly flexible in terms of the configuration, it lacks support
for run-time reconfiguration.

A number of researchers have attempted to build group services in terms of
components (in a loose interpretation of the term). Notable examples are the
Ensemble toolkit from Cornell University [22], work at Michigan [23] and the
“building block” based reliable multicast protocol proposed by the IETF [14].
However, these efforts are primarily targeted at low levels aspects of group pro-
vision (i.e. communications services) and their component models are far less
general than ours. A more general approach is proposed by projects such as
Coyote [24], Cactus [25] and Apia [26], however, they also address low-level pro-
tocol stack issues.

At a higher system level, the Object Management Group (OMG) has defined
a multi-party event service [4] for CORBA and has recently added fault tolerance
by replication of objects to its specification [3]. However, as mentioned in the
introduction, these efforts are limited in scope and fail to address the needs
of the full diversity of group applications. This can also be said of a number
of other group-oriented efforts in the CORBA world. For example Electra [27],
Eternal [28], OGS [29], OFS [30] and NewTop Object Group Service [31] are
all targeted solely at fault tolerant application scenarios and cannot easily be
employed in the construction of other types of group application. Furthermore,
they tend to provide flexibility though the setting of per-defined properties,
which, naturally enough, represent only those degrees of freedom envisaged by
the designer of the system. There is no support for the definition of entirely new
group services that meet as yet unforeseen needs.
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Groups have been developed for middleware platforms other than CORBA
such as JGroup [32] for the Java RMI (Remote Method Invocation), the work
described in [33] in the context of the Regis platform, and ARMADA [34] which
is another middleware system designed specifically for fault tolerance. Similar
comments to the above can be applied to all these systems. ARMADA explicitly
address the need for adaptivity, but not though a component/ reflection-based
approach.

Work at Cornell on the Quintet system [35] uses COM components to build
reliable enterprise services. This work recognises an increased need for flexibility
(e.g. rather than prescribe transparency, they allow groups to be explicitly con-
figured), but it is not as radical as our reflection-based approach. In addition,
the work is not targeted at the full range of group applications.

Our component model is influenced by models such as COM+ [2], Enter-
prise JavaBeans [36] and CORBA Components [15], all of which support similar
container-based models for the construction of distributed applications. We add
a number of novel aspects to such models including the support of multiple
interaction types, and the notion of local/ distributed bindings. We also add
sophisticated reflection capabilities in the form of our multiple meta-model ap-
proach.

7 Conclusions

This paper has described a flexible architecture for building groups with a wide
diversity of requirements. In particular, the architecture aims to address three
main areas: i) providing group support in a generic middleware environment;
ii) the need for flexibility in creating groups, and iii) the further need for flexi-
bility during the group operation. Our experience to date with the architecture
has been very favourable: we have been able to build, with minimal effort, a
wide range of group services using only a relatively limited set of base compo-
nents. In this paper, the focus has been on dependability scenarios; however, it
is important to emphasise that GOORB has been successfully applied in other
group-related areas. For example, its application in a multimedia group-based
scenarios is discussed in [37].

As mentioned, XML templates serve as the basis for both group creation
and for restricting reconfiguration at run-time (where required) by means of con-
straints inserted in the template. However, this heavy reliance on XML templates
raises a possible drawback of our design: the potential complexity of templates;
particularly for large and complex groups. To alleviate this we are currently
investigating the provision of ’front-end factories’ that are specially designed
for different application areas (e.g. replicated services, or multimedia groups).
Building on the current generic factory,/ template architecture, these will pro-
vide a custom interface and map to the standard XML templates accepted by
the generic group factory. Another important extension that we are investigat-
ing is the use of a graphical front-end as a means of composing groups from
components in repositories. We also envisage that this can be used at run-time
to initiate reconfiguration operations.
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In a future implementation phase we will migrate our implementation to
the OpenORB v2 environment [7]. This performs significantly better than the
Python based prototype that is discussed in this paper (it is based on a binary
level inter-component communication scheme, called OpenCOM [38], which is
superset of a subset of Microsoft’s COM). The use of OpenORB v2 will permit
more realistic experimentation with media dissemination groups and will also
allow us to address questions regarding the performance implications of our
approach.

A final area of future work is to investigate in more detail the full power
of the reflective capability of groups. apart from its use in reconfiguration as
discussed in this paper, the use of reflection opens up many further possibilities;
e.g., passivating and activating groups, inserting quality of service monitors into
group configurations, or add interceptors to perform logging of messages. There
are many unsolved problems in this area, not the least of which is the difficulty
of maintaining the integrity of configurations when they are adapted at run-
time [39]. However, it seems a highly desirable goal to offer such facilities.
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Appendix A: XML Schema for GOORB Groups

Below is the standard XML Schema for describing GOORB groups. As can be
seen, a group is a composition of group members and services, a group binding
and management components. Some of these elements are described in other
XML schemas as follows: OpenORB’s basic elements such as composite com-
ponents, interfaces and local bindings are described in GOORBBasics.xzsd (gbs
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namespace); group bindings are described in GroupBinding.xzsd (ggb namespace);
and group members and services are described in GroupMember.zsd (ggm names-
pace). Note that, for ease of reuse, separate templates can be used to describe
some of the elements. For example, a group member can be included either as a
separate template or directly described in the group template itself. The same
option can be used for service types and group bindings.

Another important issue is related to the constraints associated to groups.
For example, it is possible to restrict the cardinality of the group or the car-
dinality of a specific member type. Another set of constraints, which are not
shown in the schema below, is related to adaptation. For example, it is possi-
ble to define if adaptation can be realised in a particular group or what level
of adaptation can be realised. Each set of rules (constraints) is associated to a
number of management components. New set of rules requires new versions of
these components.

<?xml version="1.0" encoding="UTF-8"7>
<xs:schema targetNamespace="http://site/GOORB/ggr"
xmlns:ggm="http://site/GOORB/ggm" xmlns:ggr="http://site/GOORB/ggr"
xmlns:xs="http://wuw.w3.org/2001/XMLSchema"
xmlns:gbs="http://site/GOORB/gbs"
xmlns:ggb="http://site/GOORB/ggb"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:import namespace="http://site/GOORB/gbs" schemaLocation="GOORBBasics.xsd"/>
<xs:import namespace="http://site/GOORB/ggb" schemalocation="GroupBinding.xsd"/>
<xs:import namespace="http://site/GOORB/ggm" schemalocation="GroupMember.xsd"/>
<xs:element name="group">
<xs:annotation>
<xs:documentation>A group is a composition of group members and services, a
group binding and management components
</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:choice>
<xs:element ref="ggb:groupBinding"/>
<xs:element ref="ggr:groupBinding"/>
</xs:choice>
<xs:element ref="ggr:managementComponents"/>
<xs:element ref="ggr:memberTypes"/>
<xs:element ref="ggr:serviceTypes"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="memberTypes">
<xs:annotation>
<xs:documentation>A member of the group</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="ggr:participantType" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="serviceTypes">
<xs:annotation>
<xs:documentation>A service offered by the group</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="ggr:participantType" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
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<xs:element name="participantType">
<xs:annotation>
<xs:documentation>A participant in the group (service or member)
</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:choice>
<xs:element ref="ggr:member"/>
<xs:element ref="ggm:member"/>
</xs:choice>
<xs:attribute name="name" type="xs:string" use="required"/>
<xs:attribute name="type" type="xs:anyURI" use="required"/>
<xs:attribute name="minCardinality" type="xs:integer" use="required"/>
<xs:attribute name="maxCardinality" type="xs:integer" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="groupBinding">
<xs:annotation>
<xs:documentation>A reference to an external groupBinding xml file
</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:attribute name="groupBindingType" type="xs:anyURI" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="managementComponents'">
<xs:annotation>
<xs:documentation>A list of management components</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="gbs:component" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="member">
<xs:annotation>
<xs:documentation>A reference to an external member</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:attribute name="memberType" type="xs:anyURI" use="required"/>
</xs:complexType>
</xs:element>
</xs:schema>
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Abstract. Industrial distributed automation applications call for reusable soft-
ware components, without endangering dependability. The DepAuDE architec-
ture provides middleware to integrate fault tolerance support into such applica-
tions based on a library of detection, reconfiguration and recovery functions,
and a language for expressing non-functional services, such as configuration
and fault tolerance. At run time, a middleware layer orchestrates the execution
of recovery actions. The paper further provides a hierarchical model, consisting
of a dedicated intra-site local area network and an open inter-site wide area
network, to deal with the different characteristics and requirements for depend-
ability and quality-of-service, when such applications rely on off-the-shelf
communication technology to exchange management or control information.
The middleware can be dynamically reconfigured when the environment
changes. This methodology has been integrated in the distributed automation
system of an electrical substation.

1 Introduction

In many industrial automation applications, dependability requirements have been
traditionally fulfilled by dedicated hardware-based fault tolerance solutions. This was
also the case in the distributed embedded automation system in an electrical substa-
tion which drove this research. Today however, the evolution towards a new genera-
tion of automated substations demands for a reduction of development and mainte-
nance costs and requires the use of lower cost hardware, software and communication
components from the market. This trend is motivated by the growing need for more
functionality: development of new, dedicated (hardware-based) solutions is consid-
ered too expensive and not flexible enough to keep up with the evolving requirements
of the liberalized electricity market. It has a direct impact on the selection of the target
platforms for automation, where industrial computers with commercial real-time op-
erating systems are pushed as alternatives to previously adopted dedicated boards or
customized Programmable Logic Controllers (PLC’s). The migration away from
dedicated hardware-based fault tolerance solutions imposes the adoption of software-
based fault tolerance strategies to cope with dependability requirements, especially if
the target platform does not offer fault tolerance capabilities off-the-shelf. The use of
a distributed architecture is then the key issue for this migration, since this provides
redundancy based on standardised hardware and networking modules. As such, indus-
trial distributed embedded systems — like those used in the control and automation of
electrical energy infrastructures — rely on off-the-shelf components and protocols to
ensure cost-efficient exploitation [1, 2, 3].
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Furthermore, as a particular application can be deployed on a variety of hardware
platforms (with different sets of sensors and actuators attached) and within different
environments (e.g. with different levels of electromagnetic interference), flexibility is
needed both to instantiate the application functions appropriately and to react ade-
quately to disturbances to the information and communication infrastructure on which
the application is executing. For instance, system reconfiguration and recovery may
be different, depending on which I/O devices are connected to the different parts of
the distributed controllers. Hence, software and component reusability is necessary;
more generally, adaptability is required to reconfigure fault tolerance strategies de-
pending on the environment.

The DepAuDE architecture (called after a European IST-project with the same
name) deploys a set of middleware modules to provide fault tolerance by exploiting
the embedded systems’ distributed hardware and by separating functional behaviour
from the recovery strategy, i.e., the set of actions to be executed when an error is
detected [4, 5, 6]. This is described in section 2.

Furthermore, such industrial applications often rely also on off-the-shelf communi-
cation and networking technology (e.g. Ethernet and IP protocols) to exchange man-
agement or even control information over wide area networks. The paper provides a
hierarchical model, consisting of a dedicated intra-site network and an open inter-site
network, to deal with the different characteristics and requirements for dependability
and quality-of-service (Section 3). In Section 4, a methodological approach is pre-
sented that captures the dependability requirements of the application and allows to
instantiate the appropriate configuration of the middleware components, and to vali-
date the requirements in the implementation. This DepAuDE approach has been ap-
plied to a primary substation automation system (PSAS) as a case study (Section 5).

The added value of the DepAuDE approach comes from the flexibility to deploy
automation applications on heterogeneous standardised hardware platforms by ex-
ploiting the redundancy and from the ability to modify recovery strategies without
requiring major modifications to the application (based on the separation of functional
behaviour from the recovery strategy), while tolerating the same physical faults as in
the dedicated hardware solutions.

2 DepAuDE Approach

As indicated in Figure 1, a middleware layer and the ARIEL language are the two
major components of the DepAuDE approach [4, 5, 6, 7]. The latter is used at design-
time to describe non-functional aspects of the application, while the former acts at
run-time.

The first part of this middleware layer consists of a library of fault tolerance
mechanisms (FTM): this library provides basic elements for error detection, localiza-
tion, containment, recovery and fault masking. The tools are software-based imple-
mentations of well-known fault tolerance mechanisms, grouped in a library of adapt-
able, parametric functions. Examples include watchdogs, voters, support for
acceptance tests, replicated memory, etc. [8]. These FTM’s can be used on their own,
or as co-operating entities attached to a backbone, which is the second part of the
middleware layer. Both the backbone and the FTM’s are implemented on top of the
Basic Services Layer (BSL), which is the third part of the middleware. The BSL pro-
vides a homogeneous interface for task handling and inter process communication on
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top of heterogeneous platforms with different hardware modules and different real-
time operating systems (RTOS).

At run-time, this backbone behaves as a distributed application that maintains in-
formation on application progress, on system status and on network topology. At
start-up, the backbone creates such information from events received notifications
from the BSL, which contains the libraries for communication and task management
that were instrumented in such a way as to forward their return value to the backbone
or from application tasks, when a predefined breakpoint is reached in the application
code. At run-time, this information is updated by the FTM’s (for instance, when an
error is detected), by the BSL or by the application (e.g. when an application error is
detected). All this information is retained in a replicated database. When such event
notification is received, the recovery scripts that orchestrate fault tolerance actions are
triggered (see below). When a node is restarted, the middleware supports the reinte-
gration of backbone, BSL and FTM modules into the rest of the continuing system; it
can also reload application tasks. The application in itself is responsible for reintegrat-
ing these restarted tasks into the ongoing execution, as no checkpoint/restore mecha-
nisms are designed (yet). The backbone is hierarchically structured to maintain a
consistent system view and contains self-testing and self-healing mechanisms [6].

design-time run-time

application | [ ARIEL ]| ¢ annl. appl.
L | I appl._ | — anpl. |
] [ I [

—
ARIEL translator < I backbone |—| backbone |

+ compiler | BSL | | BSLI |

L| RT()&I; ‘ | RTOIS |

distributed platform

Fig. 1. The ARIEL language and the DepAuDE middleware (grey boxes) are the major compo-
nents.

The second major component of the DepAuDE approach is the configuration-
and-recovery language (ARIEL): this high-level language is used to configure the
middleware and to express recovery strategies [4, 5, 6, 7, 9]. For configuration pur-
poses, ARIEL is able to set parameters and properties of FTM’s. For expressing re-
covery strategies, ARIEL allows can check conditions on the contents of the database
of the backbone and act according to the results by e.g. terminating or starting a node
or a task. As such, these scripts indicate fault tolerance actions by detailing localiza-
tion, containment and recovery steps to be executed when an error is detected. Both
aspects are detailed below.

2.1 ARIEL as Configuration Support Tool

Within ARIEL the developer describes the configuration of the parametric FTM’s,
their integration in the application, and the allocation of tasks to nodes. A translator
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processes these ARIEL descriptions and issues header files defining configured ob-
jects and symbolic constants [7]. These header files are to be compiled with the appli-
cation.

(Example 1) The initial allocation of tasks to nodes is described in ARIEL.
NNODES 3

DEFINE NODE1l ‘192.166.61.132’, port 5001

NODE1 HAS task10, task201l, task30
NODE2 HAS taskl4, taskl8, task202, task40
NODE3 HAS task203, BB_master

GROUP {task20} IS task201l, task202, task203

(Example 2) A software-implemented watchdog task (task10) can be configured in
ARIEL by indicating the heartbeat period (100 ms), the task to be guarded
(task14) and the task to be informed when an exception occurs (task18):

WATCHDOG taskl0 WATCHES taskl4
HEARTBEAT 100 ms

ON_ERROR WARN taskl18

END WATCHDOG

At run-time this will result in a separate task10, spawned by the middleware that
will be waiting for heartbeat messages send by application task14 (which needs one
additional periodic call from the application process). When such messages are not
received, a separate message is send by this middleware task10 to application
task18, and the backbone is notified as well.

(Example 3) ARIEL can be used to implement transparent task replication, and to
indicate how voting is to be handled. The voting algorithm and the metric for com-
parison of the objects can be selected. Within ARIEL, one can include a timeout for a
slow or missing voting party, and either choose to continue as soon as two of the three
inputs are received or to wait until all three inputs are received or the timeout has
elapsed (which is the default option).

REPLICATED task20 IS task201, task202, task203
METHOD MODULAR_REDUNDANCY
VOTING_ALGORITHM MAJORITY
METRIC "int_cmp"
TIMEOUT 400 ms
END METHOD
ON_SUCCESS task30
ON_ERROR task40
END REPLICATED

Other ARIEL-templates have been designed to handle recovery blocks, backup
tasks, voting support, exception handling, and other well-known fault tolerance tech-
niques [7].
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2.2 ARIEL as Recovery Language

The second usage of ARIEL is as an ancillary application layer, to describe —at design
time— the recovery strategies to be executed when an error is detected. Basically, the
ARIEL language allows querying the database of the backbone for the state of entities
of the application, and attaching run-time actions to be executed on these entities if
the condition is fulfilled — for instance:

IF FAULTY taskl THEN RESTART nodel

Such an entity can be a single task, a node, a group of tasks, a connection, etc. As
such, one can query the database in the backbone to check whether an entity has been
found in error, is running, has been restarted/rebooted, etc. and then perform recovery
actions on it. The actions allow starting, terminating, isolating or sending information
to an entity. It is also possible to start an alternative (backup) task, to reset a node or
link, to generate synchronization signals (to initiate restart after reconfiguration), etc.
Not only the status of application tasks can be tested in the condition of the ARIEL
clause, but also the status of the network, or of the RTOS. The entire, context-free
grammar of ARIEL is presented in [7].

Following this DepAuDE approach, increasing the dependability of an application
implies the configuration and integration of the middleware with the application and
writing the recovery strategies in ARIEL.

At compile-time, a translator processes these ARIEL scripts and produces binary
recovery code to be compiled with the application. At run-time, the backbone will
execute these strategies devoted to error processing. These strategies are switched in
either asynchronously - when an error is detected within the system by one of the
basic error detection tools -, or synchronously - when the user signals particular dy-
namic conditions like, for instance, a failed assertion, or when the control flow runs
into user-defined breakpoints.

The innovative aspects of this approach do not come from the implementation of
the library of (well-known) FTM’s, but rather from the combination with the middle-
ware that executes user-defined recovery actions written in ARIEL, when an error is
detected. The power of ARIEL is the ability to describe local, distributed or system-
wide recovery strategies. The backbone takes care of passing the necessary informa-
tion to other nodes in the system and of initiating the recovery actions on the different
nodes via the BSL. Such recovery strategies separate the (non-functional) aspects of
application recovery from those concerning the (functional) behaviour that the appli-
cation should have in the absence of faults. Furthermore, separating these aspects
allows modifying recovery strategies with only a limited number of changes in the
application code, and vice-versa (i.e. the application functionality can be changed
without adjusting the recovery strategy). This results in more flexibility and a better
maintainability of the application (assuming a reliable interface and an orthogonal
division of application functionality from fault tolerance strategies) [5].

As an example consider the following ARIEL snippet:

IF FAULTY taskl THEN
STOP taskl

START task4

WARN task2, task3
FI
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This script is a part of a three-and-a-spare system (i.e., a triple-modular redundant
task with a standby component that can take over in case one of the three replicas
fails). Three such scripts describe the entire three-and-a-spare system.

Several meta-characters allow the writing of more powerful ARIEL scripts:

e Meta-character ‘*’ refers to any entity in the system.

e Meta-character ‘$’ can be used to refer in a section to an entity mentioned in the
condition. For instance, ‘IF [FAULTY taskl AND RUNNING nodell
THEN REBOOT $2 RESTART $1 FI’ means that the entity, which fulfils the
second condition, needs to be rebooted, and the entity that fulfils the first condition
needs to be restarted.

e Meta-character ‘@’ refers to the entity fulfilling the condition, while meta-character
‘~’ refers to those entities that do not fulfil the condition.

Figure 2 uses these meta-characters to describe the three-and-a-spare recovery
strategy as a single IF THEN section, in which groupl is defined as the set of
tasks {taskl, task2, task3}.

IF FAULTY groupl THEN
STOP task@
START task4
WARN task~

" OBRORO

Fig. 2. Recovery script for a three-and-a-spare configuration.

Furthermore, the recovery strategies can be replaced whenever needed (e.g. when
deployed on a different hardware platform. For instance, the example from Figure 3
shows that a different ARIEL script allows the application to behave as a three-and-a-
spare system or as a gracefully degrading set of tasks. In the latter case, the voting
function in the middleware is transparently modified from 2-out-of-3 majority voting
to 2-out-of-2 duplication with comparison.

2.3 Assumptions

This DepAuDE approach has been implemented as middleware on top of the real-
time operating systems such as Windows CE and VxWorks, and on top of the general
purpose operating systems Linux and Windows. It relies on the following assumptions.

e Fault model: a single physical fault affects execution or communication entities
(tasks, nodes, links). Experiments from the case study from section 5 below con-
firm that electromagnetic interference affects only the entity to which the responsi-
ble I/O element is connected [10]. Depending on the underlying hardware and
RTOS (i.e. if a memory management unit is available), a fault containment region
is a task or node. Crash failure semantics (fail-silent behaviour) is assumed for the
fault containment region.
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e A synchronous system model is assumed (i.e. known & bounded processing de-
lays, communication delays, clock differences and clock drifts [11]). This is realis-
tic for the set of targeted real-time automation applications, because of their im-
plementation on dedicated hardware with a dedicated communication network.

e Communication, provided by the middleware at level 5 of the OSI protocol stack,
is assumed to be perfect (no lost messages, no duplicates, keeping message order).
In order to increase the coverage for this assumption, a set of mechanisms can ei-
ther be deployed or developed at the lower OSI levels; DepAuDE relies on the
Ethernet CRC error detection mechanism and level 2 retransmission mechanisms.
For the pilot application from section 5, UDP/IP over a switched Ethernet network
was adequate; for other situations TCP/IP might prove better if the real-time con-
straints are fulfilled.

e As the communication mechanism addresses groups of tasks, there is an OSI level
5 multicast service, whose behaviour is assumed to be atomic. If this assumption
coverage is too low, dedicated atomic multicast support and group membership
functions can be added to the middleware.

Holsb i Is

/* three-and-a-spare */ /* graceful degradation */
IF FAULTY groupl THEN IF FAULTY groupl THEN
STOP taska@ STOP taska@
START task4 WARN task~
WARN task-~ FI
FI

Fig. 3. Changing recovery strategies from three-and-a-spare to graceful degradation.

It is important to note that the ARIEL recovery scripts have to be triggered by the
error detection mechanisms from the FTM library, from the application or from the
platform, in order to trigger the recovery. This implies that the coverage of the fault
tolerance strategy driven by the ARIEL scripts cannot be higher than the coverage of
the error detection tools which trigger their execution. Furthermore, it is the task of
the developer to provide the ARIEL configuration parameters and recovery scripts
that are appropriate for a given application on a given platform. The developer also
needs to assess if the application-specific timing constraints are met under the worst
execution times of the recovery strategies.

3 Inter-site Aspects

Up to now, the considered automation application onto which the DepAuDE approach
was deployed, was running on several nodes of a particular site, interconnected via a
local area network. However, distributed embedded automation systems become more
and more interconnected with each other via non-dedicated, wide area networks, mak-
ing use of off-the-shelf communication technology (IP networks). For instance, all
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control systems for electricity distribution (considered as case study in section 5 be-
low) that are spread over a country or region, are interconnected to allow load balanc-
ing and orchestrated reactions in case of partial breakdown of the electricity distribu-
tion or in case of local overloads. In this context, one can take advantage of modelling
these systems at two levels (see Figure 4).

e Intra-site level: this corresponds to the distributed embedded application for which
its nodes are connected via a local area network, or via dedicated point-to-point
connections. This intra-site network is only used by this application, and the ap-
plication has complete control over it. This network also provides real-time support
to the application.

e Inter-site level: this interconnects the local systems via a non-dedicated wide area
network (for instance, the intranet of a global company, or the Internet) that is not
under control of the application, and that is shared with other applications. This in-
ter-site network is mainly used for non-real-time communication; however, nowa-
days and future industrial demands impose quality-of-service or (soft) real-time re-
quirements on this inter-site communication.

application A on
intra-site network Y

application A on
application A on intra-site network Z
intra-site network X :

galeway Y. .,

. gateway 7
gateway X o o. .-.:
i L . . .
. a? Ve, L] .
. Se® ."o...o" ]
-..... .... o...'.: .® ., _.J

%

Fig. 4. Architecture of the target (distributed)? system. The application A runs on 3 sites (X, Y,
Z) as a distributed real-time application. The interconnection among the different parts of the
application A happens via an open inter-site network that is also used by other applications
B, C.

If a certain quality-of-service can be guaranteed by the inter-site communication
system, this inter-site network allows introducing cost-saving features into the appli-
cations, such as remote diagnosis, maintenance or control of embedded systems over
non-dedicated inter-site connections.

These interconnected distributed embedded automation applications are not only
subject to hardware (physical) faults affecting parts of the intra-site system or the
inter-site connections, leading to unavailability of computing nodes, or of parts of the
network. They can also suffer from malicious faults (intrusions) affecting inter-site
connections, which may cause the unavailability of these networks (for instance, de-
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nial-of-service attacks) or which endanger the integrity of the data. Furthermore the
presence of other applications that make use of the same inter-site network results in a
dynamic environment, leading to bandwidth reduction or non-deterministic reception
of messages.

Many emerging quality-of-service schemes (e.g. diffserv, intserv) are not wide-
spread or simple enough to be applied over open communication infrastructures [12].
The DepAuDE architecture provides gateway functionality in the middleware to han-
dle such inter-site networks without a need to modify intermediate routers. The gate-
way connects the intra-site network with the inter-site network (see Figure 4). It is
responsible for sending several replicas of a message through different paths that are
as disjoint as possible; such a system has been called redundant source routing (RSR),
because the entire path from source to destination is described in the header of a mes-
sage [13]. The criticality of a message or of that particular part of the application
determines the required number of redundant paths. Redundant paths are obtained by
enabling source routing in IP packets (completely supported in IP protocol v6, and
partially in IPv4). As Internet has no known or regular structure, the gateways contain
a map discovery module able to identify the possible inter-site paths with an accuracy
that decreases with the distance from the probing points (gateways) [12]. Each gate-
way exchanges the collected local maps to build a global map with high details. These
maps are updated periodically to deal with topology changes and congested areas.

Simulations and measurements have shown that the RSR increases the delivery
probability when the number of disjoint paths increases. Additionally, several redun-
dant paths provide the possibility that one path will be faster than others, leading to a
lower latency. These results also show that the additional increase in traffic does not
slow down the communication (as only a fraction of the communication is considered
critical enough to be replicated) [13].

The inter-site network can be considered as a dynamic environment: when moni-
toring characteristics such as throughput and latency, the application behaviour can be
adapted to it. As an example, if the inter-site connection bandwidth is too low, only
the most critical application messages are transmitted, while less important informa-
tion (e.g. logging information) is retained until later. Alternatively, a backup connec-
tion can be established (e.g. a dial-up line); this is more expensive but has also a more
predictable bandwidth. As such, the gateway software has been extended by monitor-
ing modules [14, 15]; based on ARIEL scripts and middleware support, the automa-
tion application can be adapted accordingly. Analogously, when a site is under intru-
sion or eavesdropping attack, the gateway node can encrypt the inter-site
communication with a different encryption algorithm, at the cost of a higher perform-
ance overhead.

The data measured by network and node monitoring mechanisms can also be used
to make recovery scripts less statically defined: e.g. they allow a task to be restarted
on a node with the lowest CPU usage.

Furthermore, one set of ARIEL recovery scripts can be replaced by a different set,
based on monitored parameters in the environment. For example, if all internet-based
inter-site networks are highly congested, the recovery scripts based on retransmission
via a different internet service provider can be replaced by a script that retransmits
over a dial-up line. Such scripts are not executed until an error (a communication
blackout) actually takes place.

This allows a three-tiered separation between functional complexity, fault tolerance
complexity and environment complexity (Figure 5).
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Fig. 5. Three-tiered complexity. If environmental parameters change, a different set of recovery
strategies can be pushed onto the middleware, to be executed when an error is detected.

4 Methodological Guidance

The deployment of the DepAuDE architecture for a particular distributed automation
application is not a trivial task. Therefore a methodology was developed, making use
of formal and semi-formal techniques available on the market, to collect and analyse
dependability requirements of the application, to support configuration and instantia-
tion of the middleware with its FTM’s, and to derive modelling scenarios.

The methodology has been conceived according to the principles of IEC standard
60300 on dependability management [16]. The DepAuDE methodology supports the
application designer in carrying out the initial definition/specification/analysis activi-
ties through the use of three complementary modelling formalisms: UML Class Dia-
grams (CD’s), a static paradigm, TRIO [17], a logic paradigm, and Stochastic Petri
Nets (SPN), an operational paradigm. Since these three formalisms are general-
purpose and they originated independently from the system dependability analysis
domain, a methodology on the synergic use of the three formalisms was defined. It
provides a generic CD scheme, predefined TRIO/SPN model libraries and guidelines
on how to customize them for a specific application [18, 19, 20]. For a detailed de-
scription, see [21].

Class Diagrams are the “entry level” in the methodology: a set of predefined CD’s
is provided for the automation system domain, together with guidelines on how to
tailor the generic scheme to the target application. CD’s are meant as a support for
collecting and structuring the functional and dependability requirements. Examples
include how physical components contribute to automation functions, which dead-
lines need to be met, which availability requirements apply to certain components,
etc.

TRIO is used for the specification and analysis of dependability requirements and
fault tolerance strategy in a formal temporal logic framework [22]. A TRIO domain
dependent structure is derived from the CD scheme by exploiting the class structure
of the CD scheme and by applying construction rules that map a subset of classes,
attributes and associations of the CD scheme onto TRIO classes, axioms, properties
and Abstract Test Cases. Such TRIO structure is then customized and refined by the
modeller according to its knowledge of the application; this allows generating tempo-
ral logic models and property proofs. The dependability analysis then allows verifying
qualitative properties of the system (such as application progress and absence of dead-
locks).

The role of SPN in the methodology is to support the system designer constructing
and analyzing dependability models. The construction of analyzable SPN models
follows a compositional approach based on a layered view of the system. Composi-
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tionality and layered structuring allow to master the complexity of the system and to
get more flexibility and re-usability of models, which are key issues when comparing
different FTM’s. A library of predefined (parametric and labelled) SPN component
models is at the disposal of the modeller, together with a layered interaction structure
for the component models. The SPN component models are created from standard
models and they represent the behaviour of classes of the generic CD scheme, while
the layered structure is obtained by applying construction rules derived from the ge-
neric CD scheme. The methodology gives customization and refinement guidelines to
support the modeller in the construction of an analyzable SPN model based on appli-
cation-specific CD schemes. However, CD’s being static in nature, the set up of an
analyzable SPN requires that the information derived from CD’s is integrated with
information of the behaviour of some system entities. As such, different ARIEL
scripts can be modelled. Models can be produced by hand, or they can be obtained
through the automatic translation of UML StateCharts and Sequence Diagrams to
Generalized Stochastic Petri Nets [18]. Once an analyzable SPN model of the system
has been built it can be used for the computation of dependability metrics (such as
availability).

5 Case Study

The DepAuDE architecture has been integrated in a demonstrator of a Primary Sub-
station Automation System (PSAS), i.e. the embedded hardware and software in a
substation for electricity distribution, connecting high voltage lines (HV) to medium
voltage (MV) lines over transformers. The PSAS requires protection, control, moni-
toring and supervision capabilities. It is representative of many applications with
dependability requirements in the energy field [10, 23, 24]. The major source of faults
in the system is electromagnetic interference caused by the process itself (opening and
closing of HV/MV switchgear) in spite of the attention paid to designing for electro-
magnetic compatibility. Software and hardware faults in the automation system have
to be considered as well. These cause errors in communication, execution and mem-
ory subsystems. In an ongoing renovation of these substations, the dedicated hardware
platforms are being replaced by standardised components. The lack of built-in fault
tolerance capabilities at each node can be compensated by software-implemented
fault tolerance (e.g. based on DepAuDE middleware) that exploits the redundancy.
The need for adaptability to new situations and maintainability of the software can be
accomplished using the configuration-and-recovery language ARIEL. Although soft-
ware-based fault tolerance may have less coverage than hardware-based solutions,
this is not considered inhibitive, because the physical (electrical, non-programmable)
protection in the plant continues to act, as a last resort, as a safeguard for non-covered
faults [24]. Besides, high-quality software engineering and extensive on-site testing
remain important to avoid introduction of design faults that could hamper mission-
critical services.

As indicated on Figure 6, a primary substation (grey lines) consists of switches, in-
sulators, bus bars, transformers, capacitors and other electrical components. The dedi-
cated PSAS architecture (black lines) consisted of a controller (LCL - Local Control
Level) and a number of Peripheral Units (PU) distributed on the plant. (The inherent
electrical redundancy of the substation is not shown.) Each PU is associated with
sensors and actuators on the plant. The LCL provides for the entire substation func-
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tionality for control, monitoring and PU supervision. It also provides an interface to
the operator and -over the inter-site network- to remote control systems and remote
operators [10].
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Fig. 6. Primary Substation electric circuit (grey lines) and PS automation system (black lines).

More specifically, the LCL in the pilot application controls the switches to two
HV/MV transformers, the switch connecting the Red MV bar (on the left) to the
Green MV bar (on the right), as well as switches local to the MV lines (Figure 6). The
pilot application implements two automation functions from the LCL module: auto-
matic power resumption (functionl) and parallel transformers (function2) [23].

Functionl allows automatic power resumption when a HV/MV transformer shuts
down, e.g. triggered by internal protection (temperature too high, oil alarm, ...). It
disconnects the MV lines connected to the bus bar of the transformer, computes the
load carried by the transformer just before the event happened, and if possible, causes
the remaining transformer to take the entire load, as e.g. in the following scenario:

o (Initial situation) Red transformer carries 32 MVA (8 lines of 4 MVA) and Green
transformer 24 MVA (8 x 3 MVA); the switches connecting the Red and Green
bars to the transformers are closed; the switch connecting the Green MV bar to the
Red MV bar is open.
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¢ (Anomaly) An internal protection mechanism shuts down the Green transformer,
and its power drops from 24 MVA to zero. The switch connecting the Green bar to
the Green transformer opens. (The switch connecting the Red bar to the Red trans-
former remains closed and the switch connecting the two bars remains open.)

e (Reaction) The switch connecting the Green bar to the Red bar receives the com-
mand to close. It closes 1 execution cycle (100 ms) later and the load carried by the
Red transformer rises to 56 MVA.

Function2 (parallel transformers) consists of a series of automatic actions, assist-
ing operators. E.g., an operator can request to turn on a transformer and function?2
translates this request into a specific sequence of commands of opening and closing
breakers and insulators. Such a re-insertion scenario can be applied some time after
transformer exclusion.

5.1 System Setup

The PSAS application has been developed using a proprietary, automata-based, de-
sign environment based on the specification technique ASFA [25, 26]. Application
development consists of several steps:

e Functionl and function2 are extracted from the PSAS application and speci-
fied through the ASFA Graphical Editor [27], obtaining a tabular description of the
pilot application.

e These ASFA tables are processed by the ASFA-C Translator [26], producing a
target-independent C-code version of the application, and by the ASFA Partitioner,
allowing an application to be mapped to a single task or decomposed into a set of
tasks [25]. A four-task version was selected for testing on the distributed system
below.

e At run time, the Execution Support Module (ESM) enforces cyclic execution, typi-
cal for PLC-based automation systems. Robust execution is ensured by cyclically
refreshing the I/O image and the non-protected memory areas, while the applica-
tion’s state is safeguarded by hardware or software mechanisms [24]. The ESM
takes care of synchronization, exception handling and a set of ASFA-specific li-
brary functions.

A peculiarity of the ASFA environment is that the application code is automati-
cally obtained by translating the automata-based specification [25]. Besides reducing
the probability of introducing coding errors, this approach provides portability to all
platforms supported by the Execution Support Module. This eased the porting of the
application from the dedicated to the standardised platform.

This pilot application was deployed on a distributed, standardised system consist-
ing of three dedicated, heterogeneous industrial processors for the automation func-
tions and two standard PCs for support functions, interconnected by an Ethernet
switch:

e N1 and N2: two industrial PCs (VMIC and INOVA), with VxWorks as RTOS;

o N3: Siemens SIMATIC M7: an extended PLC with I/O modules, with RMOS32 as
RTOS;

e N4: Linux-based standard PC, which hosts the coordinating tasks of the backbone
(i.e. the task which orchestrates the execution of recovery actions);

e N5: Windows-NT PC with Operator Console functions. For inter-site connections
(not considered in this case study), this node also hosts the gateway software.
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Table 1. Allocation of middleware tasks to nodes.

N1 N2 N3 N4 N5
VxWorks | VxWorks | RMOS32 Linux WinNT
VMIC INOVA Siemens PC PC
IpPC IpC PLC
BSL tasks * * * * *
Backbone slave slave slave master slave
FTM * * * * *
Operator *
Console
ESM * * *

The pilot automation application (functionl and function2) runs on nodes N1,
N2 and N3 of this heterogeneous hardware equipment on which an RTOS is installed.
All three RTOS nodes (N1, N2 and N3 in Table 1) are attached to I/O components on
the field (PU = Peripheral Units on Figure 6). In initial tests, input and output from/to
the field is simulated.

Synchronization signals, for the cyclic application execution, are generated by the
internal clock of one of the nodes (in a real set-up, they are obtained from an inde-
pendent, external device). In this setup, node N3 handles the synchronization signal;
in order to provide a backup solution in case of a fault on N3, synchronization signals
are also available at N1 and N3.

5.2 Instantiating DepAuDE on PSAS

The run-time components of the DepAuDE approach are integrated into the PSAS

pilot application (see Table 1). The fault containment region is an entire node, and not

a single task, as the involved RTOS does not provide any memory protection func-

tionality.

e A VxWorks resp. RMOS32 implementation of the BSL tasks run on the RTOS
nodes N1, N2, resp. N3; a Linux resp. WinNT version runs on the nodes N4 resp.
NS.

e An FTM used for detecting crashed or isolated nodes — is present on all nodes.

e The master backbone task, responsible for orchestrating the recovery strategies, is
allocated to N4.

e FEach of the three RTOS nodes N1, N2, N3 hosts an instance of the ASFA Execu-
tion Support Module. Each instance of the ESM is able to act as master (ESM_M, on
the master node) or slave (ESM_S, on the slave nodes). The role is chosen depend-
ing on the specific system configuration. All ESM_S make wup the
ESM_SLAVE_GROUP. The configuration with highest performance (see below) re-
quires ESM_M to be allocated to N3 and the ESM_S processes to run on N1 and N2.

The application tasks of the two automation functions (functionl and func-
tion2), among which there is no communication, can be allocated in different ways
to the RTOS nodes. Function2 consists of a single task, PARALLEL_TRS, while
functionl (automatic power resumption) consists of three tasks: two tasks
(BusBaR1 and BUSBAR2) handle low-level, I/O dependent, computations relative to
the MV lines attached to each bus bar; one task, STRAT, coordinates the whole func-
tion and performs no field I/O. There is no communication between the two BUSBAR
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tasks, while both communicate with STRAT. The basic constraint for allocating tasks
to nodes is that a task that controls a specific sensor or actuator should be allocated to
a processor that is attached to these I/O ports. As both functions of the pilot applica-
tion control the same set of field components (same transformers and switches), all
RTOS nodes are assumed to be connected to that portion of the field. In our setup,
node N2 provides better computing performance than N1, while N3 has the lowest
performance.

The start-up configuration is the optimal distribution of application tasks onto the
heterogeneous hardware. The best performing configuration, Config_0 in Table 2,
does not require off-node communication among the application tasks:

e no application task is allocated to N3, whose ESM acts as master and handles com-
munication with the operator console on N5;

e DPARALLEL_TRS runs on N1;

e BUSBARI, BUSBAR2, and STRAT are allocated to N2.

e Each application task has at least one standby replica task_Ri on a different target
node Ni (i=1..3).

Table 2. Different configurations to allocate active PSAS application tasks to target nodes.

N1 N2 N3
Config_0 PARALLEL_TRS STRAT, -
BUSBARL,
BUSBAR2
Config_1 CRASHED PARALLEL_TRS -
STRAT,
BUSBARL,
BUSBAR2
Config_ 2 PARALLEL_TRS CRASHED STRAT
BUSBARI1,
BUSBAR2
Config 3 STRAT, - CRASHED
BUSBARI1,
BUSBAR2

5.3 PSAS Recovery Strategy

In order to cope with temporary and permanent physical faults affecting the informa-
tion and communication infrastructure of the PSAS, an appropriate recovery strategy
has been designed and coded as a set of Ariel recovery scripts. It combines different
kinds of error detection mechanisms, error recovery and system reconfiguration: if a
node crashes, the system is reconfigured. If two nodes crash simultaneously, no re-
configuration is possible. The following scripts are examples of recovery actions.

(Example 1) If one of the slave target nodes (e.g., N1) crashes, the FTM detects this
event and notifies the backbone executing the following ARIEL code:

IF

[FAULTY NODE{N1} AND RUNNING NODE{N2} AND \
RUNNING NODE{N3} AND \

PHASE (TASK{ESM_M}) == {NEW_CYCLE_PH}]
THEN

ISOLATE NODE{N1}
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SEND {Config_1} TASK{ESM_MSG_M}

SEND {Config_1} GROUP{ESM_SLAVE_GROUP}
RESTART TASK{PARALLEL_TRS_R2}
FI

If the condition of the above script is fulfilled, application tasks are reconfigured as
Config_1 from Table 2. Config_1 maintains the full PSAS functionality by trans-
ferring Parallel TRS to N2, actually by activating its backup replica. To avoid
interference among recovery mechanisms, a condition on the current execution phase
of the ESM_M task (PHASE (TASK{ESM_M}) == {NEW_CYCLE_PH}) must be satisfied
in conjunction with the crash test. The ISOLATE NODE action corresponds to inform-
ing other nodes that they may not accept any message from the isolated peer -even if
it comes alive again- until the isolation is undone.

(Example 2) If a target node (e.g. N2) crashes during a different execution phase of
the master ESM, then this error is notified by the ESM_M to the backbone (through
RaiseEvent (RE_ESM error)), causing the execution of the following ARIEL
code:

IF [EVENT {RE_ESM_error}]
THEN

IF [FAULTY NODE{N2} AND RUNNING NODE{N3}]
THEN

ISOLATE NODE{N2}

SEND {Config_2} TASK{ESM_MSG_M}

SEND {Config_2} TASK{ESM_MSG_S1}

RESTART TASK{BUSBAR1_R3}, TASK{BUSBAR2_R3}, \
TASK{STRAT_R3}

RESTART TASK{PARALLEL_TRS_ R1}

FI
FI

Hence, the system is reconfigured as Config_2: the spare replicas of BUSBARI,
BUSBAR2 and STRAT are activated on N3.

(Example 3) In case of a fault on target node N3 (where ESM_M 1is running), the fol-
lowing ARIEL code is executed, triggered by one of the FTM’s that detected an error
and subsequently notified the backbone:

IF

[FAULTY NODE{N3} AND RUNNING NODE{N1} AND \
RUNNING NODE{N2} ]
THEN

ISOLATE NODE{N3}

SEND {Config_3} GROUP{ESM_SLAVE_GROUP}

SEND {BACKUP_MASTER} TASK{ESM MSG_S2}

STOP TASK{PARALLEL_TRS}

RESTART TASK{STRAT_R1}, TASK{BUSBARI_R1}, \
TASK{BUSBAR2_R1}
FI

Hence, the function of master ESM node is transferred to N2 and the application
tasks of N2 are moved to N1. As N1 cannot support both application functions simul-
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taneously, PARALLEL_TRS is disabled, thus proceeding to a graceful degradation of
the automation system (Config_3).

Other recovery strategies, such as restarting all tasks on a node after a transient
fault, or shutting down the system when reconfiguration is not possible, have also
been coded in ARIEL and implemented. We did not provide recovery strategies asso-
ciated with a crash of N4 or N5, because they are not RTOS nodes and they are not
concerned with the automation control function itself; so even if they crash, the appli-
cation is not endangered. In a real deployment they could be replicated or could
backup each other. Figure 7 shows the user interface of the pilot application demon-
strator.
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Fig. 7. User interface for application supervision and active task allocation.

The implementation effort required to integrate the DepAuDE BSL into the ASFA
design environment was limited (about 2400 lines of code for the RMOS and
VxWorks targets). The communication mechanism supplied by the DepAuDE BSL
provided transparent inter-process communication among ASFA application tasks.
The grouping of tasks revealed useful when implementing the standby replicas. Inter-
processor communication among application tasks strongly influences application
performance and reconfiguration time in case of faults. Therefore inter-processor data
flow should be avoided if possible, or at least minimised.

5.4 Stabilizing Memory

As a different example of a DepAuDE-FTM, a software module has been designed,
implementing so-called stabilizing memory [27], as a mechanism combining physical
with temporal redundancy (and with several protocols) to recover from transient faults
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affecting memory or computation, and preventing incorrect output to the field. With
respect to a pre-existing solution relying exclusively on dedicated hardware boards,
this software implementation of the stable memory module supports better maintain-
ability. For instance, it is possible to set parameters for the size of the stabilizing
memory, for the number of physically redundant copies, for the number of temporally
redundant copies, etc. The developer can also modify the allocation of the physically
distributed copies to the available resources. The configuration-and-recovery lan-
guage ARIEL sets all these configuration parameters as well as the recovery actions
to be taken in case an error is detected. The additional flexibility offered by these
recovery strategies allows for instance for reconfiguration by re-allocating the distrib-
uted copies to non-failed components in case that a fault occurred. The recovery
strategies are not hard-coded in the application code, but are described in ARIEL and
executed by the backbone that interacts with the modules. As the application interface
to the pre-existing dedicated board is identical to the one for software-based stabiliz-
ing memory module, the complexity for the designer is equivalent in both implemen-
tations.

The DepAuDE-based implementation of the stabilizing memory module meets the
real-time requirements of the application, which are in the range from 50 milliseconds
to 500 milliseconds. When deployed in an operational PSAS for testing, subject to the
electromagnetic interference from the opening and closing of breakers and switches,
no incorrect output was identified during the test-period, while the log-files indicated
that the stabilizing memory module functioned correctly and masked the introduced
errors.

6 Related Work and Conclusion

The configuration-and-recovery language ARIEL and the DepAuDE approach borrow
several ideas from existing research and implementations. For instance, the suitability
of libraries of software-implemented fault tolerance solutions to improve the depend-
ability of distributed applications has been shown in [8, 29, 30]. Besides, the middle-
ware approach towards fault tolerance gained much support recently [31, 32, 33]. The
concept of de-coupling the functional application aspects from the non-functional
ones concerning fault tolerance, is also present in the meta-object approach, where a
call to a method in an object-oriented application is trapped in order to transparently
implement some fault tolerance functionality [34, 35].

The presented approach combines the advantages of software-implemented fault
tolerance, via a library of functions, with the decoupling of the meta-object approach
(but without requiring object orientation) by specifying recovery actions as a sort of
ancillary application layer. In addition, the ARIEL language allows for a concise
description of distributed actions, especially for expressing recovery strategies.

An alternative strand of work has been performed in the framework of the Com-
mon Object Request Broker Architecture (CORBA), where specifications for fault-
tolerant CORBA [36] and real-time CORBA [37] have been issued, and several aca-
demic and commercial implementations of one of both specifications exist; other
implementations try to combine both specifications [38]. However, object-oriented
computing (and hence CORBA) was not compatible with our target applications that
were written in plain C-code, or in the ASFA design environment that produces C-
code as well. Also the TRIO approach was applied to CORBA applications [39].
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The DepAuDE approach is two-tiered, comprising middleware with a library of
fault tolerance mechanisms and a control backbone, and a configuration-and-recovery
language ARIEL. It integrates software-implemented FTM’s into distributed automa-
tion systems, exploiting the available hardware redundancy. Software-implemented
fault tolerance may need to be complemented or replaced by other approaches or
techniques on lower levels (hardware or operating system), for instance, to be able to
meet hard real-time requirements [40, 41], and/or by application-specific mecha-
nisms.

The DepAuDE approach is especially useful when the lack of flexibility that is in-
herent to dedicated hardware-based fault tolerance solutions (as often used for auto-
mation applications) makes their adoption not cost-effective in cases where similar
functionality has to be deployed in several sites, each characterized by a different
platform, configuration, environment, etc. The deployment of this DepAuDE architec-
ture on off-the-shelf, heterogeneous platforms allows different recovery scripts to be
integrated with the application. Given the generality of the methods and techniques
used, the designed solution is applicable to a wide class of process automation sys-
tems. Furthermore, the middleware can be reconfigured when the application re-
quirements change, or when environment parameters (such as inter-site bandwidth)
change; industrial experience on the Primary Substation Automation System confirms
that this adds to the flexibility and the maintainability of the automation application.

Further research is concentrating on collecting dependability data from the de-
ployed configurations and on the challenges posed by the inter-site connections, as
well as on a detailed quantitative and qualitative comparison with existing ap-
proaches.
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Abstract. Commercial off-the-shelf (COTS) software components are built to
be used as black boxes that cannot be modified. The specific context in which
these COTS components are employed is not known to their developers. When
integrating such COTS components into systems, which have high dependabil-
ity requirements, there may be mismatches between the failure assumptions of
these components and the rest of the system. For resolving these mismatches,
system integrators must rely on techniques that are external to the COTS soft-
ware components. In this paper, we combine the concepts of an idealised archi-
tectural component and protective wrappers to develop an architectural solution
that provides an effective and systematic way for building dependable software
systems from COTS software components.

1 Introduction

A commercial off-the-shelf (COTS) software component is usually provided as a
black box to be reused "as it is". Most of the time these components do not have a
rigorously written specification, hence there is no guarantee that their description is
correct (very often, it is ambiguous and incomplete). Moreover, these components
may have faults, and the specific context in which they will be used is not known
during their development. Once they are created, they can evolve over time through
different versions. When an integrator builds a system out of COTS components,
she/he can be forced to evolve the system whenever a new version of these COTS
components is released. These new versions can be sources of new faults. When inte-
grating such components into a system, solutions for meeting its overall dependability
requirements should be envisaged at the architectural level, independently of the par-
ticular COTS versions. These solutions should ensure that the system delivers the
service despite the presence of faults in the COTS component and how it interacts
with other system components. In this paper, we focus on COTS software compo-
nents that are integrated in a system at the application level and provide their services
to other components and, possibly, use services provided by them. We assume that
these application level software components are deployed in a reliable runtime envi-
ronment that may include other COTS software components at the infrastructure
level, such as operating systems, distribution middleware and component frameworks.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 144—-166, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Research into describing software architectures with respect to their dependability
properties has recently gained considerable attention [20,24,25]. In this paper, we
focus on the architectural description of fault-tolerant component-based systems that
provides an effective and systematic way for building dependable software systems
from COTS software components. For that, we combine the concepts of an idealised
architectural component [8], which is based on the idealised fault-tolerant component
[2], and protective wrappers [15], known to be the most general approach to develop-
ing dependable software systems based on COTS components. While in previous
work we have described the basis of the proposed approach [9,10], in this paper we
elaborate on that work by discussing guidelines for specifying and implementing
protective wrappers and by demonstrating our ideas using a case study.

The rest of the paper is organised as follows. In the next section, we briefly discuss
background work on architectural mismatches, wrapper protectors, and the C2 archi-
tectural style. Section 3 describes the architectural representation of idealised fault-
tolerant COTS, in terms of the idealised C2 component (iC2C), the idealised C2
COTS component (iCOTS), and the process of architecting fault-tolerant systems
using iCOTS components. The case study demonstrating the feasibility of the pro-
posed approach is presented in section 4. Related work on how to build dependable
software systems based on COTS components is discussed in section 5. Finally, sec-
tion 6 presents some concluding remarks and discusses future work.

2 Background

When integrating COTS components into a software system, the architect needs to
develop glue code [18] that links various components together and includes new ar-
chitectural elements, or adaptors, to resolve the different kinds of incompatibilities
that may exist. A protector is a special kind of adaptor that deals with incompatibili-
ties in the failure assumptions.

2.1 Architectural Mismatches and COTS Component Integration

Dealing with architectural mismatches [7] is one of the most difficult problems sys-
tem integrators face when developing systems from COTS components. An architec-
tural mismatch occurs when the assumptions that a component makes about another
component or the rest of the system (ROS) do not match. That is, the assumptions
associated with the service provided by the component are different from the assump-
tions associated with the services required by the component for behaving as specified
[13]. When building systems from existing components, it is inevitable that incom-
patibilities between the service delivered by the component and the service that the
ROS expects from that component give rise to such mismatches. These mismatches
are not exclusive to the functional attributes of the component; mismatches may also
include dependability attributes related, for example, to the component failure mode
assumptions or its safety integrity levels.

We view all incompatibilities between a COTS component and the ROS as archi-
tectural mismatches. This, for example, includes internal faults of a COTS component
that affect other system’s components or its environment, in which case the failure
assumptions of the component were wrong.
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2.2 COTS Component Protectors

Component wrapping is a well-known structuring technique that has been used in
several areas. In this paper, we use the term “wrapper” in a very broad sense, incorpo-
rating the concepts of wrappers, mediators, and bridges [6]. A wrapper is a special-
ised component inserted between a component and its environment to deal with the
flows of control and data going to and/or from the wrapped component. The need for
wrapping arises when (i) it is impossible or expensive to change the components
when reusing them as parts of a new system, or (ii) it is easier to add new features by
incorporating them into wrappers. Wrapping is a structured and a cost-effective solu-
tion to many problems in component-based software development. Wrappers can be
employed for improving quality properties of the components such as adding caching
and buffering, dealing with mismatches or simplifying the component interface. With
respect to dependability, wrappers are usually used for ensuring properties such as
security and transparent component replication.

A systematic approach has been proposed for using protective wrappers, known as
protectors, that can improve the overall system dependability [15]. This is achieved
by protecting both the system against erroneous behaviour of a COTS component, and
the COTS component against erroneous behaviour of the rest of the system (ROS). As
a protector has this dual role we call the interface between the COTS and the ROS the
protected interface. The protectors are viewed as redundant software that detects
errors or suspicious activity on a protected interface and executes appropriate recov-
ery.

The development of protectors occurs during the assembly stage of the develop-
ment process of a COTS-based system, as part of the system integration activities
[15]. The approach consists of rigorous specification of the protector functionality, in
terms of error detection and associated recovery actions, and in their integration into
the software architecture. The protector error detection capabilities are specified in the
form of acceptable behaviour constraints (ABCs) that ensure the normal behaviour of
the protected interface. The protector recovery actions are specified in the form of
exception handlers associated with the erroneous conditions that may arise in the
protected interface. The protector specification is based on a set of blueprints and
safety specifications that are produced during the earlier stages of the development
process. A blueprint is a documented entity that specifies the overall architecture and
external behaviour of a piece of software [3]. Safety specifications are derived from
the system's safety requirements [5], which focus on reducing the risk associated with
hazards and on limiting damage when an accident occurs. The general sources of
information to be used in developing both ABCs and possible actions to be under-
taken in response to their violations are the following:

1. The behaviour specification of COTS components as specified by the COTS's
developers. This specification is materialized in the form of a COTS blueprint that
is provided to the system designers as part of the COTS documentation.

2. The behaviour specification of a COTS component as specified by the system
designers. This specification is materialized in the form of a component blueprint
that is produced by the system designers during the specification phase of the sys-
tem's development process. The component blueprint and the COTS blueprint must
satisfy certain mutual constraints for the system design to be correct, but they will
not be identical. E.g., the system designer's description requires the COTS compo-
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nent to be able to react to a set of stimuli that is a subset of the set specified by the
COTS’s developers.

3. The description of the actual behaviour that the system designer expects from a
COTS component (not necessarily approving it) based on previous experiences,
i.e., he/she may know that it often fails in response to certain legal stimuli. The
system designers describe this behaviour in an annotated COTS blueprint.

4. The behaviour specified for the ROS. This specification is materialized in a system
blueprint.

5. The behaviour specification of the undesirable behaviour, especially unacceptable,
of the component and the rest of the system, respectively, the component safety
specifications and the system safety specifications. The system designer produces
these during the specification stage of the development process.

The sources of information above allow the developer to formulate a number of
statements describing the correct behaviour of the system (consisting in this case of
the COTS component and of the ROS). The statements are expressed as a set of asser-
tions on the states of input and output parameters. In addition to that, they may in-
clude assertions on the histories (sequences of calls) and assertions on the states of the
system components.

2.3 The C2 Architectural Style

The C2 architectural style is a component-based style that supports large grain reuse
and flexible system composition, emphasizing weak bindings between components
[26]. In this style, components of a system are completely unaware of each other, as
when one integrates various COTS components, which may have heterogeneous
styles and implementation languages. These components communicate only through
asynchronous messages mediated by connectors that are responsible for message
routing, broadcasting and filtering. Interface and architectural mismatches are dealt
with by means of wrappers that encapsulate each component.

In the C2 architectural style both components and connectors have a fop interface
and a bottom interface. Systems are composed in a layered style, where the top inter-
face of a component may be connected to the bottom interface of a connector and its
bottom interface may be connected to the top interface of another connector. Each
side of a connector may be connected to any number of components or connectors.

There are two types of messages in C2: requests and notifications. Requests flow
up through the system layers and notifications flow down. In response to a request, a
component may emit a notification back to the components below, through its bottom
interface. Upon receiving a notification, a component may react with the implicit
invocation of one of its operations.

While in this section we have introduced a background on protectors and iC2C, in
the next section we propose an architectural solution for turning COTS components
into idealised fault-tolerant COTS components (ICOTS) by adding protective wrap-
pers to them. Although in previous work we introduced the iCOTS concept [9, 10], in
this paper we provide a detailed description of the iCOTS concept, a systematic de-
scription of the engineering steps to be used when applying the proposed solution, and
a description of a case study used to evaluate this solution.
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3 Idealised Fault-Tolerant COTS Component

Modern large scale systems usually integrate COTS components which may act as
service providers and/or service users. Since, there is no control, or even full knowl-
edge, over the design, implementation and evolution of COTS components, the evolu-
tionary process of a COTS component should be considered as part of a complex
environment, physical and logical, that might directly affect the system components.
In order to build a dependable software system from untrustworthy COTS compo-
nents, the system should treat these components as a potential source of faults. The
overall software system should be able to support COTS components while prevent-
ing the propagation of errors. In other words, the system should be able to tolerate
faults that may reside or occur inside the COTS components, while not being able to
directly inspect or modify their internal states or behaviour.

In this paper we present the concept of an idealised fault-tolerant COTS compo-
nent, which is an architectural solution that encapsulates a COTS component adding
fault tolerance capabilities to allow it to be integrated in a larger system. These fault
tolerant capabilities are related to the activities associated with error processing, that
is, error detection and error recovery. The idealised fault-tolerant COTS component is
a specialization of the idealised C2 Component (iC2C) [8] that is briefly described in
the following section.

3.1 The Idealised C2 Component (iC2C)

The idealised C2 component (iC2C) is equivalent, in terms of behaviour and struc-
ture, to the idealised fault-tolerant component [2]; it was proposed to allow structuring
of software architectures compliant with the C2 architectural style [26]. The C2 style
was chosen for its orientation towards independent components that do not communi-
cate directly. This makes it easier for the system developers to isolate critical compo-
nents from the ROS.

Service requests and normal responses of an idealised fault-tolerant component are
mapped as requests and notifications in the C2 architectural style. Interface and fail-
ure exceptions of an idealised fault-tolerant component are considered to be subtypes
of notifications. In order to minimize the impact of fault tolerance provisions on the
system complexity, we have decoupled the normal activity and abnormal activity
parts of the idealised component. This has lead us to developing an overall structure
for the iC2C that has two distinct components and three connectors, as shown in Fig-
ure 1.

The iC2C NormalActivity component implements the normal behaviour, and is re-
sponsible for error detection during normal operation and for signalling the interface
and internal exceptions. The iC2C AbnormalActivity component is responsible for
error recovery and for signalling the failure exceptions. For consistency, the signalling
of an internal exception by an idealised fault-tolerant component is viewed as a sub-
type of notification, and, the “return to normal”, flowing in the opposite direction, is
viewed as a request. During error recovery, the AbnormalActivity component may
also emit requests and receive notifications, which are not shown in Figure 1.
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Fig. 1. Idealised C2 Component (iC2C).

The iC2C connectors are specialized reusable C2 connectors, which have the fol-

lowing roles:

1.

The iC2C_bottom connector connects the iC2C with the lower components of a
C2 configuration and serializes the requests received. Once a request is accepted, it
queues new requests that are received until completion of the first request. When a
request is completed, a notification is sent back, which may be a normal response,
an interface exception or a failure exception.

. The iC2C_internal connector controls message flow inside the iC2C, selecting the

destination of each message received based on its originator, the message type and
the operational state of the iC2C;

. The iC2C_top connector connects the iC2C with the upper components of a C2

configuration.
The overall structure defined for the idealised C2 component is fully compliant

with the component rules of the C2 architectural style. This allows an iC2C to be
integrated into any C2 configuration and to interact with components of a larger sys-
tem. When this interaction establishes a chain of iC2C components, the external ex-
ceptions raised by a component can be handled by a lower level component (in the C2
sense of “upper” and “lower”) allowing hierarchical structuring.
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3.2 Guidelines for Turning COTS into iC2C

In this section we show how the development of protectors can be included in the
development process of a COTS-based software system. Typically, a COTS-based
development process can be divided into six stages [4]: requirements, specification,
provisioning, assembly (or integration), test and deployment. The requirements stage
aims to identify the system’s requirements. During the specification stage the system
is decomposed in a set of components with specific responsibilities that interact to
fulfil the system requirements. These components are instantiated during the provi-
sioning stage. During this stage the system integrator decides if a component can be
instantiated by an existing ‘off-the-shelf” component, herein called a COTS instance,
or if it will require an implementation effort, in which case it is called an in-house
instance. During the assembly stage the system designer integrates COTS and in-
house instances to build the whole system. This integration effort includes the devel-
opment of glue code necessary to connect the various components, which include the
specification and implementation of protectors. During the test stage the integrated
system is tested and corrections may be made to ascertain that it fulfils its require-
ments and conforms to its specification. During the deployment stage the final system
is installed in the user's environment.

The presented guidelines are applied to the provisioning and assembly stages of the
development process. We assume that the following artefacts, as described in Section
2.2, have already been produced: (i) a system blueprint describing the initial software
architecture and the system's safety specifications; and (ii) a set of component’s blue-
prints specifying the components' interfaces and their safety specifications.

3.2.1 Steps for the Provisioning Stage

Step 1. Develop a basic test plan for the component. This test plan should be based
on the expected operational profile [11] of the component in the system being
developed.

Step 2. List candidate COTS components. One should obtain a list of candidate
COTS software components that could be used to instantiate the provided inter-
faces specified in the component's blueprint.

For each candidate COTS component, execute steps 3 to 6, as below.

Step 3. Consolidate COTS blueprint. One should obtain from the COTS vendor (or
developer) the following information, which are consolidated in the COTS blue-
print.

a) The specification of the COTS provided interfaces, which is commonly re-
ferred to as the COTS API (Application Programming Interface).

b) The specification of the COTS required interfaces, which is commonly re-
ferred as the COTS System Requirements.

¢) Information about known design faults in the COTS, which is usually found in
sections called ‘Known Bugs and Problems’.

d) Any information that may give a “grey-box” view of the COTS, with selected
details visible only [14]. Usually, this information may be found in technical
articles and white papers from the COTS developers.

Step 4. Test the COTS. One should test the COTS instance applying the basic test
plan previously developed. The results obtained from these tests should be
documented with information about:
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a) The subset of the COTS interfaces (provided and required) activated during
the tests.

b) The input domains covered by the tests.

¢) The erroneous conditions detected and the observed COTS behaviour under
those conditions.

d) Discrepancies between the behaviour specified in the COTS blueprint and its
actual observed behaviour.

Step 5. Enhance test coverage. One should revise the test plan and repeat the testing
procedure until adequate test coverage is attained. Test coverage influences reli-
ability, as higher test coverage is more likely to remove a greater number of
software faults, leading to a lower failure rate and higher reliability [19]. The fi-
nal tests should detect all known design faults in the COTS that can be activated
under the component’s expected operational profile. The test plan should also in-
clude test cases based on the “grey-box” view of the COTS.

Step 6. Produce the annotated COTS blueprint. The annotated COTS blueprint con-
solidates the information obtained about the COTS actual behaviour. This anno-
tated COTS blueprint is based on the COTS blueprint, the system’s safety speci-
fications and the results of the final tests and should include:

a) Detailed specifications of the actual behaviour of the interfaces that were ac-
tivated during the tests, under both normal and erroneous inputs.

b) Specification of potentially dangerous conditions associated with the inter-
faces that were not activated during the tests.

¢) Additional information that may be available from previous use of the same
COTS instance.

Step 7. Select COTS instance. If there are two or more candidate COTS instances
being considered, select the one that fits best in the system. This selection is
based on the information contained in the system blueprint and the various anno-
tated COTS blueprints. For this selection, it may be necessary to develop alter-
nate versions of the system blueprint adapted to limitations and requirements
specific to each COTS instance. The result of this step is a revised system’s
blueprint with the version of the software architecture that includes the selected
COTS instance wrapped by a protector (to be developed during the assembly
stage).

Step 8. Decide COTS integration. At this point, it should be decided between the
system integration using the selected COTS instance or, alternatively, using a
new component to be developed in-house.

3.2.2 Steps for the Assembly Stage

Step 9. Classify erroneous conditions. One should define a set of generalised errone-
ous conditions that may arise in the protected interface. The erroneous (or dan-
gerous) conditions specified in the annotated COTS blueprint (Step 6) are ana-
lyzed in view of the system’s safety specification and classified according to
how and in what extent they may affect the system’s dependability requirements.
For each resulting class it is defined a generalised exceptional condition.

Step 10. Specify acceptable behaviour constraints (ABCs) associated to the erroneous
conditions. This specification is based on the information contained in the anno-
tated COTS blueprint. The ABCs may include assertions on:
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a) The domain of parameters and results of the requests that flow between the
COTS instance and the ROS.

b) The history of messages exchanged through the interface.

c¢) Portions of the internal state of system’s components that can be inspected by
calling side-effect-free functions.

Step 11. Specify the desired system’s exceptional behaviour. This exceptional behav-
iour defines the error recovery goals, which may depend on the type and severity
of the errors detected. The main source of this specification is the system’s safety
specifications

Step 12. Allocate error recovery responsibilities. The system’s exceptional behaviour
specified in the preceding step is decomposed in a set of recovery actions as-
signed to specific components in the software architecture. Some of these re-
sponsibilities will be allocated to the protector associated to the selected COTS
instance (Step 7). These recovery actions are also specified during this step.

Step 13. Refine the software architecture. This refinement decomposes the compo-
nents involved with error processing (Step 11) into new architectural elements
that will be responsible for error processing.

Step 14. Implement error detectors. The specified ABCs (Step 10) are implemented
as the executable assertions encapsulated in two error detectors that act as mes-
sage filters. The first error detector intercepts and monitors the service requests
that flow from the ROS to the COTS and the corresponding results that flow
back to the ROS. The second error detector intercepts and monitors the service
requests that flow from the COTS to the ROS and the corresponding results that
flow back to the COTS. The error detector intercepts these messages and verifies
their associated assertions before delivering the message. When an ABC viola-
tion is detected the error detector raises an exception of a specific type associated
with this ABC. The exception raised contains the pending message that, in this
case, is not delivered to its recipient. Messages that do not cause an ABC viola-
tion are delivered to their recipients without change.

Step 15. Implement error handlers. The specified recovery actions (Step 12) are im-
plemented in error handlers associated with the various exception types. These
error handlers can be attached to the respective components of the architecture.
This placement depends on the scope of the recovery action, which may vary
from a single component instance to the whole system.

Step 16. Integrate the protectors. During this step, the COTS instances are integrated
with their associated error detectors (Step 14) and errors handlers (Step 15) as
specified by the refined software architecture (Step 13). The result of this step is
a set of COTS instances in the form of iC2C.

Step 17. Integrate the system. During this step, the COTS instances are integrated
with the in-house instances to produce the final system.

The integration of COTS instances in the form of iC2C into a C2 architectural con-
figuration will be the topic of the next section. Such architectural configuration will
contain iC2Cs for structuring in-house instances, and idealised C2 COTS component
(ACOTS) for structuring COTS instances and their respective protective wrappers.
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3.3 Idealised C2 COTS (iCOTS) Overall Architecture

A protective wrapper for a COTS software component is a special type of application-
specific fault-tolerance capability. To be effective, the design of fault-tolerance capa-
bilities must be concerned with architectural issues, such as process distribution and
communication mode, that impact the overall system dependability. Although the C2
architectural style is specially suited for integrating COTS components into a larger
system, its rules on topology and communication are not adequate for incorporating
fault tolerance mechanisms into C2 software architectures, especially the mechanisms
used for error detection and fault containment [8]. The idealised C2 fault-tolerant
component (iC2C) architectural solution (section 3.1) overcomes these problems
leveraging the C2 architectural style to allow such COTS software components to be
integrated in dependable systems.

The idealised C2 COTS component (iICOTS) is a specialization of the iC2C that
employs protective wrappers for encapsulating a COTS component. In our approach,
the COTS component is connected to two specialized connectors acting as error de-
tectors (Figure 2) to compose the NormalActivity component of the iCOTS. These
detectors are responsible for verifying that the messages that flow to/from the COTS
being wrapped do not violate the acceptable behaviour constraints specified for that
system.

I C2¢ Top 1

NormalActivity

| IC2C_internal |

AbnormalActivity

| iCZCTbottom ' ]
Fig. 2. Idealised C2 COTS (iCOTS) Overall Structure.

The lower_detector inspects incoming requests and outgoing responses (C2 noti-
fications) from/to the COTS clients while the upper_detector inspects outgoing
requests and incoming responses to/from other components providing services to the
COTS. In the context of the overall diagram, the iC2C_bottom connector connects
the iCOTS with the lower components of a C2 configuration, and serializes the re-
quests received. The iC2C_internal connector controls message flow inside the
iCOTS. The iC2C_top connector connects the iCOTS with the upper components of
a C2 configuration.

When a constraint violation is detected, the detector sends an exception notifica-
tion, which will be handled by the AbnormalActivity component, following the rules
defined for the iC2C. Any of these detectors may be decomposed in a set of special
purpose error detectors that, in their turn, are wrapped by a pair of connectors. For
example, Figure 3 shows an upper_detector decomposed into a number of error
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Fig. 4. Decomposition of the AbnormalActivity.

detectors. The detector_bottom coordinates error detection, and the detector_top
connects the whole detector either to the COTS or to the iC2C top_connector.

The AbnormalActivity component is responsible for both error diagnosis and error
recovery. Depending on the complexity of these tasks, it may be convenient to de-
compose it into more specialized components for error diagnosis and a set of error
handlers, as shown in Figure 4. In this design, the ErrorDiagnosis component is able
to react directly to exceptions raised by the NormalActivity component and send
notifications to activate the ErrorHandlers or, alternatively, to stand as a service
provider of requests sent by the ErrorHandlers.

4 Case Study

In this section, we present a case study that demonstrates the applicability of the
iCOTS architectural solution when dealing with mismatches in the failure assump-
tions of COTS software components.

4.1 Problem Statement

Anderson et. al. [1] present the results of a case study in protective wrapper develop-
ment [15], in which a Simulink model of a steam boiler system is used together with
an off-the-shelf PID (Proportional, Integral and Derivative) controller. The protective
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wrappers are developed to allow detection and recovery from typical errors caused by
unavailability of signals, violations of limitations, and oscillations.

The boiler system comprises the following components: the physical boiler, the
control system and the rest of the system (ROS). In turn, the control system consists
of PID controllers, which are the COTS components, and the ROS consisting of:

1. Sensors - these are “smart” sensors that monitor variables providing input to the
PID controllers: the drum level, the steam flow, the steam pressure, the gas concen-
trations and the coal feeder rate.

2. Actuators - these devices control a heating burner that can be ON/OFF, and adjust
inlet/outlet valves in response to outputs from the PID controllers: the feed water
flow, the coal feeder rate and the air flow.

3. Boiler Controller - this device allows to enter the configuration set-points for the
system: the steam load and the coal quality, which must be set up in advance by the
operators.

The Simulink model represents the control system as three PID controllers dealing
with the feed water flow, the coal feeder rate and the air flow. These three controllers
output three variables: feed water flow (F_wf), coal feeder rate (C_fr) and air flow
(Air_f), respectively; these three variables, together with two configuration set-points
(coal quality and steam load) constitute the parameters which determine the behaviour
of the boiler system. There are also several internal variables generated by the smart
sensors. Some of these, together with the configuration set-points, provide the inputs
to the PID controllers, in particular: bus pressure set-point (P_ref), O, set-point
(02_ref), drum level (D_I), steam flow (S_f), steam pressure/drum (P_d), steam
pressure/bus (P_b), O, concentration at economizer (O2eco), CO concentration at
economizer (Coeco), and NOx concentration at economizer (Noxeco).

4.2 The Provisioning Stage

In this case study, we assume that the provisioning stage has been completed with the
selection of a COTS PID Controller instance, as mentioned in Step 7 (Select COTS
instance) of Section 3.2.1 (Steps for the Provisioning Stage). Anderson et. al. [1]
summarise the available information describing the correct COTS component behav-
iour to be used in developing the protective wrappers. This document play the role of
the annotated COTS blueprint mentioned in Step 6 (Produce the annotated COTS
blueprint). Figure 5 shows the initial software architecture that is part of the system
blueprint (Section 3.2). This architecture, which is based on the C2 architectural style,
is organized in four layers: (i) the BoilerController component; (ii) the WaterFlow-
Controller and CoalFeederController; (iii) the AirFlowController, which has as
input the CoalFeederRate from the CoalFeederController; and (iv) the sensors
and actuators required by the system. Table 1 specifies the operations provided by
some key components that appear in Figure 5.

4.3 The Assembly Stage

The following paragraphs illustrate the assembly stage, starting from Step 9 of Sec-
tion 3.2.2 (Steps for the Assembly Stage).
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Fig. 5. C2 Configuration for the Boiler System.

Table 1. List of Operations.

Operation Provider Component
readDrumLevel() : D_|I Drum Level Sensor
readSteamFlow() : S_f Steam Flow Sensor
readBusPressure() : P_b Steam Pressure Bus Sensor
readO2Concentration() : O2eco O, Concentration Sensor
setFeedWaterFlow(F_wf) Feed Water Flow Actuator
setCoalFeedRate(C_fr) Cool Feeder Rate Actuator

Air Flow Controller
setAirFlow(Air_f) Air Flow Actuator
setConfiguration(P_ref, O2_ref) Coal Feeder Controller

Air Flow Controller

Step 9. Define a set of generalised erroneous conditions that may arise in the pro-
tected interface. Three types of such erroneous conditions are considered: (i) un-
availability of inputs/outputs to/from the PID controllers; (ii) violation of speci-
fications of monitored variables; and (iii) oscillations in monitored variables.

Step 10. Specify acceptable behaviour constraints (ABCs) associated to the errone-
ous conditions. These ABCs are summarized in the second column of Table 2
(ABC to be checked).

Step 11. Specify the desired system’s exceptional behaviour. Depending on the sever-
ity of the errors and on the specific characteristics of the system, two types of
recovery are used in the case study: raising an alarm and safe stop.

Step 12. Allocate error recovery responsibilities. The AirFlowController, Water-
FlowController and CoalFeederController components are responsible for er-
ror detection (ABCs violations). The BoilerController component is responsible
for error recovery, which may be either to sound an alarm or to shut down the
system, depending on the exception type.
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Step 13. Refine the software architecture. The proposed solution applies the concepts
of iCOTS and iC2C for structuring four components. The AirFlowController,
WaterFlowController and CoalFeederController components are structured
as iCOTS components that encapsulate a COTS instance (the COTS PID con-
troller) wrapped by a protector. The BoilerController component is structured as
an iC2C, to be provided as an in-house instance. Next we describe how we can
build an iCOTS AirFlowController encapsulating a COTS PID controller
wrapped by a protector. This solution equally applies to the WaterFlowControl-
ler and CoalFeederController components.

Table 2. Error Detection Specifications.

Message Type ABC to be checked Exceptional Notification

Lower Detector

0<=02 ref<=0.1 InvalidConfigurationSetpoint
Request setConfiguration | corresponding notification must be | PIDTimeout
(P_ref, 02_ref) | received within a specified time

interval
0<=C fr<=1 InvalidCoalFeederRate
Request setCoalFeeder | check_oscillate(Air_f) CoalFeederRateOscillating

(C_fr)

corresponding notification must be | PIDTimeout
received within a specified time

interval
Upper Detector
0<=Air f<=0.1 InvalidAirFlowRate
Request setAirFlow(Air_f) | check_oscillate(Air_f) AirFlowRateOscillating

corresponding notification must be | AirFlowActuatorTimeout
received within a specified time
interval

Notification from | 0 <= O2eco <=1 InvalidO2Concentration
readO02Concentration()

Table 3. Summary of Exceptional Notifications.

Exception Notification Generic Exception Type
PIDTimeout NoResponse
AirFlowActuatorTimeout (unavailability of inputs/ outputs to/from the PIDController)
InvalidConfigurationSetpoint*
InvalidCoalFeederRate* OutOfRange
InvalidO2Concentration (violation of specifications of monitored variables)
InvalidAirFlowRate
CoalFeederRateOscillating Oscillation
AirFlowRateOscillating (oscillations in monitored variables)
* Interface exceptions.
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Fig. 6. Decomposition of the AirFlowController.

Figure 6 shows the internal structure of the iCOTS for the AirFlowController,
based on the patterns shown in Figures 2 and 3. This solution equally applies to the
WaterFlowController and CoalFeederController components.

The COTS PID controller is wrapped by a pair of error detectors (upper_detector
and lower_detector) and inserted into an iC2C as its NormalActivity component.
Both detectors use OscillatorChecker, which is responsible for checking whether
oscillating variables revert to a stable state before a maximum number of oscillations.
Table 2 specifies, for each detector: the message types to be inspected, their corre-
sponding assertions that guarantee the acceptable behaviour constraints (Section 2.2),
and the type of the exception notification that should be generated when a constraint
is violated. Table 3 summarises these exception types, grouped by their generalised
types. Two of these exception types are interface exceptions that are sent directly to
the next lower level in the architectural configuration. The other exception types are
internal exceptions, to be handled by the AFCErrorHandler. Thus, the AFCError-
Handler propagates internal exceptions as failure exceptions of the generic type of
the corresponding internal exception, using the mapping shown in Table 3. A PID-
Timeout exception, for example, will generate a NoResponse failure exception.

The BoilerController component is responsible for:

1. Configuring the boiler system, sending setConfiguration requests when appropri-
ate.

2. Handling interface exceptions of type InvalidConfigurationSetpoint, which may
be raised in response of a setConfiguration request.

3. Handling failure exceptions of type NoResponse, OutOfRange or Oscillation,
which may be raised by the three controllers (WaterFlowController, Coal-
FeederController, AirFlowController).
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The BoilerController component was structured as an iC2C to cope with fault-
tolerance responsibilities, which are captured by items (2) and (3) above, in addition
to its main functional responsibility, which is captured by item (1) above.

Figure 7 shows the resulting fault-tolerant architecture for this system, which is de-
rived from the overall architectural configuration for the boiler system (Figure 5).

Feed WaterFlow | | Coal Feeder Air Flow
Actuator Actuator Actuator
Drum Level Flow Steam Pressure 02 Concentration
Sensor Sensor Bus Sensor Sensor
Layerd |_ ] :
[ : conng : ]

PID3 Controller
(COTS)

[ afc_intemal |
|

AFC
Ermor Handler

Boiler Controller
Nomal Activity

be_intenal

BC
Error Handler

Fig. 7. Resulting Configuration for the Boiler System.
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Each of its three controllers is structured as idealised C2 COTS (iCOTS) and the
BoilerController as an idealised C2 component (iC2C). It is assumed that the sensors
and actuators, as well as the connectors, do not fail. Figure 8 illustrates the flow of
messages between the various components involved when a PIDTimeout exception
occurs, after the BoilerController fails to configure the AirFlowController, which
contains the COTS PID3Controller. When the AirFlowController bottom connector
(afcld_bottom) detects that the AirFlowController is not responding, it raises an
exception to AFCErrorHandler. Since AFCErrorHandler cannot cope with this
exception type, it raises another exception to the BCErrorHandler that shuts down
the whole system.

Step 14. Implement error detectors. During this and the following steps it was used an
objected-oriented framework that provides a generic implementation for the key
abstractions of the iC2C and iCOTS structuring concepts. Using this framework,
the iCOTS lower and upper detectors are implemented as subclasses of, respec-
tively, LowerDetectorAbst and UpperDetectorAbst. Figure 9 shows the main
parts of the AfcLowerDetector class that implements the lower error detector
associated with the AirFlowController component. In this code sample, the
setConfiguration() and setCoalFeedRate() methods intercept the requests
sent to the AirFlowController and check their associated ABCs, based on the
specification shown in Table 2. When an assertion is violated an exception is
raised by means of the raiseException() method, which is implemented by the
abstract classes. Accepted requests are delivered to the AirFlowController that
is connected to the wrappedNormal interface.

Step 15. Implement error handlers. Using the framework aforementioneted, the error
handlers are implented as subclasses of AbnormalActivityAbst. Figure 10
shows the AFCErrorHandler class that implements the error handler associated
with the AirFlowController. In this code sample, the handle() method is called
when a failure exception is raised by one of the error detectors that wrap the
AirFlowController. The exceptions raised are re-signalled with a more generic
exception type according to the specifications shown in Table 3.

Step 16. Integrate the protectors. The following code snippet creates a component afc
that encapsulates the AirFlowController and its associated error detectors and
error handler, according to the iCOTS structuring. This new component is an
iC2C instance composed by the basic AirFlowController wrapped by the two er-
ror detectors, acting as the iC2C normal activity component, and the error han-
dler acting as the iC2C abnormal activity component.

Icomponent afc=new iC2C( new AfcWrappedNormal
( new AirFlowController (),
new AfcLowerDetector (),
new AfcUpperDetector() ),
new AFCErrorHandler () );

Step 17. Integrate the system. The integration of the various components and connec-
tors that are composed into the system is coded in the main() method of a
StartUp class, based on the configuration shown in Figure7. The code snippet
bellow illustrates this method body with: (i) the instantiation of component bc as
an iC2C composed by the BoilerController component and its associated error
handler; (ii) the instantiation of connector conn1; and (iii) the connection be-
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Fig. 8. UML Sequence Diagram for a PIDTimeout Exception.

tween the top interface of component bc and the bottom interface of connector
conni.
IComponent bc=new iC2C
(new BoilerController (), new BCErrorHandler());
IConnector cl=new Connl () ;
bc.connectTop (cl) ;

The resulting system was tested in a simulated environment that allowed us to in-
ject different faults in the system. The final system passed all tests successfully. The
system behaved as specified even in the presence of faults, aborting the erroneous
operations and either stopping the system or activating an alarm.

A limitation of the case study is that it is based on a simulation of a boiler system,
which does not allow an objective performance analysis. During execution time, the
main overhead associated to a protector occurs when a service requested passes
through a protected interface. This overhead is proportional to the number and com-
plexity of the assertions encapsulated in the protectors. Assuming that this complexity
should be much lower than the complexity of the services provided by the COTS, we
may infer that the performance impact of the protective wrappers will be low. An
ongoing experimental work in the DOTS! project is confirming this. The protector
associated with the air flow controller, comprising its two error detectors with the
eight ABCs and the associated error handler, required about a hundred lines of code.
This additional code is added to the system in three new classes, which does not re-
quire any changes in the class that implements the base AirFlowController. An ongo-
ing work is applying the proposed approach in a real world system and to more com-
plex COTS software components.

5 Related Work

This section compares our approach with several relevant existing proposals. The
main comparison criteria are the types of the components (application-level or mid-
dleware/OS level), fault tolerance (error detection and recovery) provided, type of the
redundancy, the information used for developing error detection and recovery, phases
of the life cycle (at which they are applied).

! Diversity with Off-The-Shelf Components Project, http://www.csr.ncl.ac.uk/dots/
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public class AfcLowerDetector extends LowerDetectorAbst
implements IConnector, IAirFlowController {
private IAirFlowController wrappedNormal;
private OscillatorChecker oscillatorChecker;
public void setConfiguration
(double P_ref, double 02_ref) {
if (02_ref<0 || 02_ref>0.1)
raiseException
(new InvalidConfigurationSetpoint (02_ref)) ;
try {wrappedNormal.setConfiguration (P_ref, 02_ref);
} catch (TimeoutException e) {

raiseException
(new PIDTimeout ("setConfiguration()"));
} catch (AbortException e) { aborted(); }

}
public void setCoalFeedRate (double C _fr) {
if (C_fr<0 || C_fr>1)
raiseException (new InvalidCoalFeederRate(C_fr));
if (oscillatorChecker.check_oscillate(C_fr))
raiseException
(new CoalFeederRateOscillating(C_fr));
try {
wrappedNormal .setCoalFeedRate (C_fr) ;
} catch (TimeoutException e) {

raiseException
(new PIDTimeout ("setCoalFeedRate()"));
} catch (AbortException e) { aborted(); }

Fig. 9. Implementation of the AirFlowController’s lower detector.

public class AFCErrorHandler
extends AbnormalActivityAbst implements IComponent {
public void handle (Exception exception) {
try { throw exception; 1}
catch (PIDTimeout e) {
throw new NoResponse (e) ;
} catch (AirFlowActuatorTimeout e) {
throw new NoResponse (e) ;
} catch (InvalidO2Concentration e) {
throw new OutOfRange (e) ;
} catch (InvalidAirFlowRate e) {
throw new OutOfRange (e) ;
} catch (CoalFeederRateOscillating e) {
throw new Oscillation(e);
} catch (AirFlowRateOscillating e) {
throw new Oscillation (e) ;
} catch (Exception e) {
throw new FailureException(e); }

Fig. 10. Implementation of the AirFlowController’s error handler.
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Ballista [12] works with POSIX systems coming from several providers. The ap-
proach works under a strong assumption that the normal specification of the compo-
nent is available, from which error detectors can be specified. In addition to this, the
results of fault injection are used for the specification of error detectors. A layer be-
tween the applications and the operating system (OS), intercepting all OS calls as well
as the outgoing results, implements this error detection. The recovery provided by this
approach is very basic (blocking the erroneous calls) and is not application-specific.

A very interesting approach to developing protective wrappers for a COTS mi-
crokernel is discussed in [23]. The idea is to specify the correct behaviour of a mi-
crokernel and to make the protective wrapper check all functional calls (similar to
Ballista, this approach cannot be applied for application-level COTS components that
lack a complete and correct specification of the component’s behaviour). Reflective
features are employed for accessing the internal state of the microkernel to improve
the error detection capability. In addition, the results of fault injection are used in the
design of wrappers for catching those calls that have been found to cause errors of the
particular microkernel implementation. A recent work [16] shows how recovery
wrappers can be developed within this framework to allow for recovery after transient
hardware faults, which is mainly based on redoing the recent operation.

Unfortunately these two approaches do not offer any assistance in developing fault
tolerant system architectures. The Simplex framework (the best summary of this work
performed in mid 90’s can be found in [21]) proposes an architectural solution to
dealing with the faults of the application-level COTS components. The idea is to
employ two versions of the same component: one of them is the COTS component
itself and another one is a specially-developed unit implementing some basic func-
tions. The second unit is assumed to be bug free as it implements very simple algo-
rithms. The authors call this analytical redundancy. The two units together form a
safety unit in which only externally observable events of the COTS component are
dealt with. The system architect is to implement a set of consistency constraints on the
inputs to the COTS component and the outputs from it, as well as on the states of the
device under control. This approach is oriented towards developing fault tolerant
architectures of control systems. The disadvantage of this approach is that it is not
recursive as it treats the whole control software as one unit and provides fault toler-
ance at only this level.

Rakic et. al. [17] offer a software connector-based approach to increasing the de-
pendability of systems with components that evolve over time. The idea is to employ
the new and the (several if available) old versions of a component to improve the
overall system dependability. The authors put forward the idea of using a specialised
multi-version connector allowing the system architect to specify the component au-
thority for different operations: a version designated as authoritative will be consid-
ered nominally correct with respect to a given operation. The connector will propa-
gate only the results from an authoritative version to the ROS and at the same time,
log the results of all the multi-versioned components' invocations and compares them
to the results produced by the authoritative version. This solution is mainly suitable
for systems in which COTS components are to be upgraded (under the assumption
that the interface of the old and new components remain unchanged) so there are
several versions of a component in place.
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6 Conclusions and Future Work

When building dependable systems from existing components, guarantees cannot be
given on the system behaviour, if at least guarantees are not provided on the behav-
iour of its individual components. Since such guarantees are difficult to be obtained
for individual COTS components, architectural means have to be devised for the pro-
vision of the necessary guarantees at the system level. The paper proposes an archi-
tectural solution to transform COTS components into idealised fault-tolerant COTS
components by adding protective wrappers to them. We demonstrate the feasibility of
the proposed approach using the steam boiler system case study, where its controllers
are built reusing unreliable COTS components. Although we recognize that the pro-
posed approach can result in incorporating repetitive checks into the integrated sys-
tem, this is an unavoidable outcome considering the lack of guarantees provided by
COTS components. For example, it might be the case that a COTS component has
internal assertions checking the validity of an input parameter that is also checked by
its protector, or other protectors associated with other COTS components. However,
there are situations in which the system integrator can take care of this by coordinat-
ing development of fault tolerance means associated with individual components.

The protective wrappers are integrated in the architectural configuration as a set of
new architectural elements that are dependent of a runtime environment, which is
assumed to be reliable. The proposed approach also does not consider direct interac-
tions between the COTS software component and human users. This implies that the
proposed approach may not be effective for protecting COTS software components
that either: (i) provide infrastructure services, such as operating systems, distribution
middleware and component frameworks; or (ii) interacts intensively with human us-
ers, such as word processors.

The effectiveness of the proposed approach depends on the system designer’s abil-
ity to anticipate the COTS behaviour when integrating it into a specific system, e.g.
using the COTS usage profile. An approach for anticipating undesirable behaviour
and, thus, increasing the protector’s coverage factor for error detection is to perform
integration tests of the COTS within the system being developed, prior to the specifi-
cation of the protectors. These testing activities are the harder aspect in the develop-
ment of the protectors, and they cannot be avoided. Our future work includes evaluat-
ing tools for automating these tests, which could be integrated in the protector’s
development process.

Although a single architectural style was used in the case study, software compo-
nents in the C2 architectural style can be nevertheless integrated into configurations
of other architectural styles of the independent components family [22], such as cli-
ent/server and broker styles. This allows the idealised fault tolerant COTS (iCOTS)
concept to be applied as a general solution in composing dependable systems from
unreliable COTS components.
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Abstract. Nowadays, many critical services are provided by complex
distributed systems which are the result of the reuse and integration of
a large number of components. Given their multi-context nature, these
components are, in general, not designed to achieve high dependability
by themselves, thus their behavior with respect to faults can be the most
disparate. Nevertheless, it is paramount for these kinds of systems to be
able to survive failures of individual components, as well as attacks and
intrusions, although with degraded functionalities. To provide control ca-
pabilities over unanticipated events, we focus on fault handling strategies,
particularly on system’s reconfiguration. The paper describes a frame-
work which provides fault tolerance of components based applications by
detecting failures through monitoring and by recovering through system
reconfiguration. The framework is based on Lira, an agent distributed in-
frastructure for remote control and reconfiguration, and a decision maker
for selecting suitable new configurations. Lira allows for monitoring and
reconfiguration at components and applications level, while decisions are
taken following the feedbacks provided by the evaluation of statistical
Petri net models.

1 Introduction

Dependability is becoming a crucial requirement of current computer and in-
formation systems, and it is foreseeable that its importance will increase in the
future at a fast pace. We are witnessing the construction of complex distributed
systems, for example in the telecommunication or financial domain, which are
the result of the integration of a large number of low—cost, relatively unstable
COTS (Commercial Off-The—-Shelf) components, as well as of previously isolated
legacy systems. The resulting systems are being used to provide services which
have become critical in our everyday life. Since COTS and legacy components
are not designed to achieve high dependability by themselves, their behavior
with respect to faults can be the most disparate. Thus, it is paramount for these
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kinds of systems to be able to survive failures of individual components, as well
as attacks and intrusions, although with degraded functionalities.

The management of non functional properties in heterogeneous, complex
component-based systems raises many issues to the application developers.
Firstly, the management of such properties is difficult when the source code of
the components is not available (black box components), since the developer has
the limitation of using only the component’s public API. Secondly, the heteroge-
neous environment, where components often implement different error detection
and recovery techniques, without any or poor coordination among them, makes
the composition of the non-functional properties a very difficult task. Moreover,
a distributed application is exposed to communication and coordination failures,
as well as to hardware or operating systems ones, that cannot be managed at
component level but only at application level.

In order to provide fault tolerance of distributed component based applica-
tions, the system developer is forced to implement mechanisms which take into
account the fault tolerance policies implemented by the different components
within the system, and add the necessary coordination support for the man-
agement of fault tolerance at application level. Even if the creation of ad hoc
solutions is possible and still very popular, some innovative approaches to face
this problem have been recently proposed [1,2].

In this paper we present a methodology and a framework for fault tolerance
provision in distributed applications, created by assembling COTS and legacy
components together with ad hoc application dependent components. The ap-
proach is based on monitoring the managed application to detect failures at
component and operating system level, and on using dynamic reconfiguration
for error recovery and/or for maintaining the system in a certain desirable state.

How to reconfigure the system is decided at run time, following a set of
pre-specified reconfiguration policies. The decision process is performed by us-
ing online evaluation of a stochastic dependability model which represents the
whole system. Such modeling activity depends on the specified policy, on the re-
quirements of the application and on the system status at reconfiguration time.
In order to represent the topology of the managed application, which may change
dynamically, the model is created at run time by assembling a set of sub—models
(building blocks). Before the evaluation, these sub—models are opportunely in-
stantiated to represent the single parts of the system (such as components, hosts
and connectors) and initialized with information collected at run time. When
multiple reconfigurations are eligible, it seems reasonable in the context of fault
tolerance provision to prefer the one that minimizes the error proneness of the
resulting system.

The effectiveness of a reconfiguration policy depends on an accurate diagnosis
of the nature of the unanticipated event, namely whether a hard, physical fault
is affecting the system, or environmental adverse conditions are causing a soft
fault which will naturally disappear in some time. However, it is out of the scope
of this paper to address diagnosis issues, and we concentrate on reconfiguration
only. Our proposed framework for fault tolerance provision is based on Lira, an
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infrastructure which monitors the system status and implements the reconfigu-
ration strategy, enriched with a model based Decision Maker, which decides the
most rewarding new reconfiguration for the managed application.

The paper is organized as follows. Section 2 introduces the reconfiguration
based approach used for fault tolerance provision, while Section 3 describes the
proposed framework. Sections 3.1 and 3.3 detail the different parts of the frame-
work, with particular attention to the Lira reconfiguration infrastructure and
the model based decision making process. Section 4 presents an illustrative ex-
ample to show how the framework works, and Section 5 overviews related work.
Finally, Section 6 summarizes the contribution of the paper.

2 A Reconfiguration Based Approach to Fault Tolerance

In the proposed approach the dynamic reconfiguration plays a central role: the
managed system is reconfigured as a reaction to a specified event (for exam-
ple, a detected failure) or as an optimization operation. A reconfiguration can
be defined as “any change in the configuration of a software application” [3,
4]. Depending on where these changes occur, different kinds of reconfigura-
tion are defined: a component level reconfiguration is defined as any change in
the configuration parameters of single components, also called component re—
parameterization, while an architectural level reconfiguration is any change in
the application topology in terms of number and locations of software compo-
nents [5-8].

The actuation of both kinds of reconfigurations should be performed in a co-
ordinated way: if the components are self-contained and loosely coupled, a com-
ponent level reconfiguration usually does not impact other components within
the system; on the contrary, if there are many dependencies among components,
or in the case of architectural reconfigurations which involve several components,
a coordinator is necessary for a correct actuation of the reconfiguration process.
The coordinator is in charge of considering both dependencies among compo-
nents and architectural constraints in terms of application topology, in order to
maintain the consistency within the system during and after the reconfiguration.

Many approaches to reconfiguration usually rely on a coordinator to manage
the reconfiguration logics, and on a distributed framework for the reconfigura-
tion actuation. Referring to Figure 1, the dependability aspects addressed in this
paper are the selection (after a decision process) and actuation of a reconfigu-
ration, while the detection of failures and diagnosis is left to specialized tools
integrated in the reconfiguration infrastructure.

Our approach is divided in two phases: the instrumentation phase and the
execution phase. The first one is performed before the deployment of the man-
aged application and is in charge of instrumenting the framework with respect
to the specific application. During this phase, the developer, looking at the man-
aged application, identifies the critical events (e.g., the components failures) for
which system reconfiguration is required, together with the related information
that need to be monitored and collected. For each identified critical event, the
developer specifies a set of alternative reconfiguration processes, to overcome
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the event’s effects. As an example of reconfiguration process, the developer may
define the activation of a component on a different host, the re-connection of a
client from its current server to another one, etc. It is important to notice that
the definition of the reconfiguration processes depends on the reconfiguration ca-
pabilities of the involved components; the components are usually black boxes,
thus allowing for reconfiguration only through their public APIs.

The second phase, instead, is performed after the deployment of the managed

application, and represents the strategy used by the framework to provide fault
tolerance on the managed application. During the execution phase the following
operations are performed:

— Monitoring of the managed system: monitoring is necessary to collect

information about the state of both components and deployment environ-
ment, and to detect the critical events within the system. Depending on the
components, the critical events can be also notified by a tool which performs
error detection and diagnosis.

Decision process: as areaction to one or more critical events, the system is
reconfigured to restore its correct behavior. The decision process, performed
by the Decision Maker, faces the problem of choosing the new configura-
tion for the managed system, trying to take the most rewarding decision
with respect to the detected failure and the current application state. In
the presented approach the new configuration is chosen taking into account
the feedbacks provided by the online evaluation of stochastic dependabil-
ity models: in particular, the best one is the configuration which maximizes
the health state of the system, as represented by a health function defined
following the characteristics of the managed application.
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— Reconfiguration actuation: once the new configuration is selected, a
reconfiguration process places the managed system in that configuration.
In this phase, the system which performs the reconfiguration must address
several issues, such as the consistency of application data during the recon-
figuration process, or the restoration of a correct state. Also in this case,
the capability of ensuring consistency during the reconfiguration depends
on the ability of the single application components to manage their internal
state and, overall, on the degree of control provided to the developer for such
management.

3 A Framework for Fault Tolerance Provision

This section describes the framework which implements the approach previ-
ously described. The framework is based on Lira [9-11], an infrastructure for
component based application reconfiguration, enriched with decision making ca-
pabilities that allow the choice of the reconfiguration which better fits the actual
state of the managed application. In the following, the different parts of the
framework, and how they implement the proposed approach are described.

3.1 The Lira Infrastructure

Lira (Lightweight Infrastructure for Reconfiguring Applications) is an infras-
tructure to perform remote monitoring and reconfiguration at component and
application level. Lira is inspired to the Network Management [12] in terms of
reconfiguration model and basic architecture. The reconfiguration model of the
Network Management is quite simple: a network device, such as a router or a
switch, exports some reconfiguration variables through an Agent, which is im-
plemented by the device’s producer. These variables exported by the agent are
defined in the MIB (Management Information Base) and can be modified using
the set and get messages of SNMP (Simple Network Management Protocol) [12].

Using the same idea, in order to manage reconfiguration of software appli-
cations, software components play the role of the network devices: a component
parameter that may be reconfigured is exported by an agent as a variable, or
as a function. Following the architecture of SNMP, Lira specifies three architec-
tural elements: (i) the Agent, that represents the reconfiguration capabilities of
the managed software components, exporting the reconfigurable variables and
functions; (ii) the MIB that contains the list of those variables and functions;
and (iii) the Management Protocol, that allows the communication among
the agents.

The Lira agents may be implemented either by the component developer,
or by the application assembler: in the last case, the agents can export also
functions that implement more complex reconfiguration activities, or variables
that export the result of a monitoring activity performed by the agent on the
managed component.

The agents can be hierarchically composed: so, it is possible to define agents
managing a sub—system exactly like single components, thus allowing an easier



172 Stefano Porcarelli et al.

management of the reconfiguration at architectural level. The main advantage of
having a hierarchy of agents is the possibility of hiding the reconfiguration com-
plexity behind the definition of a specialized higher level agent. Moreover, this
definition favours the scalability of the reconfiguration service, because a recon-
figuration at application level is implemented like a reconfiguration at component
level. According to this hierarchical structure, in fact, an agent has manager
capabilities on the system portion under its own control, while it is a simple
actuator with respect to the higher level agents.

A Lira agent is a program that runs on its own thread of control, therefore
it is indipendent from the managed components and hosts.

There are four kinds of agents specialized in different tasks. The Compo-
nent Agents (CompAgents) are associated to the software components, they
monitor the state of the component and implement the reconfiguration logics.
The agent—component communication is component dependent: if a component
is implemented in Java and distributed as a .jar file, the communication is imple-
mented through shared memory. To avoid synchronization problems, the compo-
nent must provide atomic access to the shared state. If the component provides
reconfiguration capabilities through ad hoc protocols, the agent is tailored to
perform this kind of communication.

The CompAgent manages the life-cycle of the component by exporting the
functions start, stop, suspend, resume and shutdown. The function shutdown
stops the component and kills the agent. For monitoring purpose, the CompA-
gent exports the predefined read—only variable STATUS, which maintains the
current state of the component (started, stopped, suspended). Like every agent,
the CompAgent is able to notify the value of a variable to its manager, addressed
by the variable NOTIFYTO: these variables are defined in every CompAgent
MIB.

Host Agents run on the hosts where components and agents are deployed.
They represent not only the run time support necessary for the installation and
activation of both agents and components, by exporting in their MIB the func-
tions nstall, uninstall, activate, deactivate, but they also allow the monitoring
and reconfiguration of the software resources available on the host at operat-
ing system level. In fact, by exporting variables and functions associated to the
managed resources, the Host Agents allow the reconfiguration of the environ-
ment where the application is deployed. As well as the managed host resources,
the Host Agent maintains the lists of both installed and activated components,
making them available to the manager by exporting in the MIB the variables
ACTIVE_AGENTS and INSTALLED_AGENTS.

The Application Agent is a higher level agent which controls a set of
components and hosts through the associated agents. This agent manages a sub—
system as an atomic component, hiding the complexity of reconfiguration and
increasing the infrastructure scalability. The application agent which controls the
whole system is called Manager. Figure 2 shows the different kinds of agents.

The higher level agents may be programmed by using an interpreted lan-
guage: the Lira Reconfiguration Language [9], which provides a set of commands
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for the explicit management of reconfiguration on component based applications.
The language allows the definition of proactive and reactive actions: the first ones
are continuously performed with a delay expressed in milliseconds, while the lat-
ter ones are performed when a specified notification is received by the agent. The
reconfigurations performed on the managed components are specified in terms
of remote setting of the exported variables or remote call of exported functions.
A detailed description of the Lira Reconfiguration Language can be found in [9].

The Management Protocol is inspired to SNMP, with some necessary
modifications and extensions. Each message is either a request or a response, as
shown in Table 1:

Table 1. Management Protocol messages

request response
SET (var_name, var_value) |ACK(msg_text)
GET (var_name) REPLY (var_name, var_val)
CALL(func_name, par_list)| RETURN (ret_value)

Requests are sent by higher level agents to lower level ones and responses are
sent backwards. There is one additional message, which is sent from agents to
communicate an alert at upper level (even in the absence of any request):

NOTIFY (variable_name, variable_value, agent_name)

Finally, the MIB provides the list of variables and functions exported by
the agent which can be remotely managed. It represents the agreement that
allows agents to communicate in a consistent way, exactly like it happens in
the network management. Note that also the predefined variables and functions
that characterize the different agents (for example, the variable STATUS or the
function stop in the CompAgent) are defined in the MIB, as detailed in [13].

3.2 Lira and the Proposed Approach

With respect to the previously defined approach, Lira provides the necessary
infrastructural support for system monitoring and reconfiguration actuation.
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In addition, it implements through the agents the interfaces with the external
tools used within the framework, such as those for failures detection and for the
stochastic models evaluation.

During the instrumentation phase, the developer creates the lower level (com-
ponent and host) agents by specializing the Java classes of the Lira package. In
particular, the host agents must specialize the functions for installation and ac-
tivation of the components, making them working with the current component
based application. Moreover, by using the Lira APIs, the developer defines the
variables and functions for remote control and reconfiguration, that will be ex-
ported in the agent MIBs. Finally, the agents are programmed to perform local
monitoring on the component, and to notify the manager when a critical event
(such as a failure) is detected.

The Lira Manager (or Application Agent) implements the monitoring poli-
cies, usually specified as a set of proactive actions, the reconfiguration policies,
usually implemented as a set of reactive actions performed when a particular
event is received, and the reconfiguration processes, specified as functions imple-
mented using the commands of the Lira Reconfiguration Language. For example:

proactive actions
begin
stateMonitor: every 10000 do
begin
string healthState;
healthState := read(Al, HEALTH_STATE);
if (healthState = "down")
then restartNode(N1);
endif;
end
end

specifies a monitoring activity in which, every 10000 milliseconds, the Manager
checks the value of the variable HEALTH_STATE exported by the agent Al: if its
value is down, the node N1 managed by the agent Al is considered to be not
working. In such a case, N1 is restarted, calling the local function restartNode.
Note that this function can be exported by this agent (actually working as
an application agent), making the restartNode reconfiguration available to the
higher level agents.

In the example just presented, a single reconfiguration process (restarting the
node) is specified. In our framework, instead, more sophisticated situations are
accounted for, where the occurrence of a single or of a combination of critical
events may trigger a number of possible reconfiguration processes, each one
implemented by a Lira function. Then, the most rewarding one is selected after
a decision process, and put in place by the Manager.

3.3 Decision Maker: General Issues

The decision maker (DM) takes decisions about system’s reconfiguration, adopt-
ing a model-based analysis support to better fulfill this task. In presenting the
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decision maker subsystem, we outline the main aspects characterizing the overall
decision process methodology as well as the involved critical issues.

Hierarchical Approach. Decisions can be taken at any level of the agents hi-
erarchy as proposed by Lira and, consequently, the power of the reconfiguration
is different. Resorting to a hierarchical approach brings benefits under several
aspects, among which: i) facilitating the construction of models; ii) speeding up
their solution; iii) favoring scalability; iv) mastering complexity (by handling
smaller models through hiding, at one hierarchical level, some modeling details
of the lower one). At each level, details on the architecture and on the status of
components at lower levels are not meaningful, and only aggregated information
is used. Therefore, information of the detailed model at one level is aggregated
in an abstract model and used at a higher level. Important issues are how to
abstract all the relevant information of one level to the upper one and how to
compose the derived abstract models. In our framework the first, bottom level
is that of a Component Agent. At this level, the Decision Maker can only au-
tonomously decide to perform preventive maintenance, to prevent or at least
postpone the occurrence of failures. An example of preventive maintenance is
“software rejuvenation” [14]: software is periodically stopped and restarted in
order to refresh its internal state. The second level concerns the Application
Agent; the DM’s reconfiguration capabilities span all software and hardware
resources under its responsibility which encompass several hosts, and installa-
tion/activation of new components is allowed. At the highest level there is a
Manager agent, which has a “global” vision of the whole system (by composing
models representing such subsystems); therefore the DM at this level has the
ability to perform an overall reconfiguration.

Composability. To be as general as possible, the overall model (at each level of
the hierarchy) is achieved as the integration of small pieces of models (building
blocks) to favor their composability. We define composability as the capability to
select and assemble models of components in various combinations into a model
of the whole system to satisfy specific user requirements [15]. Interoperability
is defined as the ability of different models, connected in a distributed system,
to collaboratively model a common scenario in order to satisfy specific user
requirements. For us, the requirement is to make “good” decisions (in the sense
explained later on); models of components are combined into a model of the
whole system in a modular fashion and the solution is carried out on the overall
model [16]. Interoperability among models in a distributed environment is not
considered at this stage of the work.
For the sake of model composability, we are pursuing the following goals:

— To have a different building block model for each different type of com-
ponents in the system. All these building blocks can be used as a pool of
templates,

— For each component, to automatically (by the decision making software)
instantiate an appropriate model from these templates, and

— At a given hierarchical level, to automatically link them together (by rules
which are application dependent), thus defining the overall model.
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Goodness of a Decision. The way to make decisions may be different, de-
pending upon the referred hierarchical level. First of all it has to be defined how
to judge the goodness of a decision: actually, the meaning of “good” decision
strictly depends on the application domain and so cannot be stated in a general
way. However, criteria to discriminate among decisions have to be well-stated
since they drive the modeling as well as the decision process. The factors which
contribute to make an appropriate decision are the rewards and the costs asso-
ciated to a decision and its temporal scope. Indeed, costs/benefits balance has
to be determined along all the interval from the time a reconfiguration is put
in place to the next reconfiguration action. The solution of the overall model
has to be carried out rather quickly to be usable. This is an open issue and, if
not properly solved, will surely be a limiting factor to the practical utility of
the on-line method. In general, to be effective, the time to reach the solution
(Tpecision) and to put it in place (Tactuation) has to be much shorter than the
mean time between the occurrence of successive events requiring a reconfigura-
tion action (Tnextrec). The parameter Tyeztree may depend on the expected
mean time to failure of system components, and on how severe the occurred
failure is perceived by the application. Indeed, some failures may require system
reconfiguration, while others may not. In general, the criterion for decision tak-
ing is a reward function which should account for several factors, including the
time to take a decision, how critical is the situation to deal with, and the costs
in terms of CPU time.

Suitability of the Modeling Approaches. An important issue in dependabil-
ity modeling is the dependency existing among the system components, through
which the state of one component is influenced or correlated to the state of oth-
ers [17]. If it is possible to assume stochastic independence among failure and
repair processes of components, the new reconfiguration scheme can be simply
evaluated by means of combinatorial models, like fault tree. In case the failure of
a component may affect other related components, state-space models are nec-
essary. Since independence of failure events may be assumed only in restricted
system scenarios, state-space models are more adequate approaches to model-
based analysis in the general case. Therefore, in the proposed framework, each
component is modeled with a simple Petri net which describes its forecasted
behavior given its initial state. These models are put together and solved by the
DM on the basis of the information collected from the subordinated agents.

Dynamic Solution. Another important issue to be considered is the dimension
of the decision state-space problem. Considering systems which are the result of
the integration of a large number of components, as we do in this work, it could
be not feasible to evaluate and store offline all possible decision solutions for
each case it may happen. These cases are determined by the combination of
external environmental factors and internal status of the system (which are not
predictable in advance or too many to be satisfactorily managed [18]) and by the
topology of the system architecture which can vary along time. In this scenario,
online decision making solutions have to be pursued. Although appealing, the
online solution shows a number of challenging problems which require substantial
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investigations. Models of components have to be derived online and combined to
get the model of the whole system. Thus, compositional rules and the resulting
complexity of the combined model solution (both in terms of CPU time and in
capability of automatic tools to solve such models) appear to be the most critical
problems which need to be properly tackled to promote the applicability of this
dynamic approach to reconfiguration.

3.4 Decision Maker: How It Works

In our approach a building block model is associated with each component. A
simplified Stochastic Petri Net like model representing a generic building block
model is shown in Figure 3. Error propagation effects can be taken into account
by this model: e.g. a failure of a component may affect the status of another one.
The model of Figure 3 represents only the possible states of a component, omit-
ting all the details (which are implementation dependent) about the definition of
the transitions from one state to another (which possibly depend on the status
of other components). A token in the place Up means that the component is
properly working. A token in one of places D1... Dn means that the component
is working in a degraded manner (e.g., in the case the component is hit by a
transient fault which reduces its functionalities). The places Forash, FValue, and
Fpyzantine ' represent the possible ways a component may fail [19]. Start repre-
sents the initial state of a component involved in a reconfiguration, to indicate,
e.g, that the component is performing installation, restarting, or attempting to
connect to another one to be fully operative.

Fig. 3. General building block model

At each level of the decision making hierarchy, the DM has knowledge of the
behavior of each system unit visible at the one-step lower level, in terms of the
state of the corresponding building block model(s). To make an example, at the
manager agent level, the DM has knowledge of the behavior of each component in

I It makes sense having a FByzantine state only if the component is within a distributed
environment and interacts with two or more components.
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the system, each one seen as single system unit; in turn, at application agent level,
the DM has knowledge of the behavior of each host involved in that application,
again each one seen as a single system unit, and so on.

According to the depicted hierarchical reconfiguration process, when an event
triggering a reconfiguration action at a certain level occurs, the DM at that
level attempts the reconfiguration, if possible. In case it cannot manage the
reconfiguration, it notifies the upper level DM about both the detected problem
and its health status. In turn, the upper level DM receiving such request to
trigger a reconfiguration, uses such health status information, together with
those of the other system units under its control. After taking the decision on
reconfiguration at a certain level, the decision is sent to the lower level agents
which act as actuators on the controlled portion of the system. Therefore, upon
the occurrence of a component failure, the initial states of each host and/or
component is retrieved by the application agent by means of its subordinate host
and/or component agents. Therefore, the states of any controlled component
(provided by Lira) is used as input for the appropriate decision maker in the
hierarchy. The building block models are then linked together through predefined
compositional rules to originate the overall model capturing the system view at
such hierarchical level. These compositional rules are applied online to each
model component and possibly depend upon the marking of other components,
the current topology of the system, and the topology of the system after a
reconfiguration.

The information on the topology of the controlled network is stored in a data
structure shared between the (application or manager) agent and the decision
maker attached to it. The agent uses this information to put in place reconfigura-
tions, while the decision maker uses it to build the online models for forecasting
the health status of hosts and/or components participating to a given reconfig-
uration, and to compare different reconfiguration options. Since the topology of
the network can change dynamically as consequence of faults or of a reconfigura-
tion action, new pieces of Petri Nets, representing an host or component, can be
changed/removed/added and linked to the overall model. Moreover, statistical
dependencies among the different pieces of the overall model and their dynamic
changes are captured.

As automatic tool for models resolution, we are using DEEM (DEpendabil-
ity Evaluation of Multiple-phased systems) [20] which is a dependability model-
ing and evaluation tool specifically tailored for Multiple-phased systems (MPS).
MPS are systems whose operational life can be partitioned in a set of disjoint
periods, called “phases”. DEEM relies upon Deterministic and Stochastic Petri
Nets (DSPN) [21] as a modeling tool and on Markov Regenerative Processes
(MRGP) for the analytical model solution. The analytical solution tool is suit-
able for decision-making purposes where predictability of the time to decision
and of the accuracy of the solution are needed. Actually, the problem of recon-
figuring a system can be seen as partitioned in multiple phases, as many as the
steps needed for a given reconfiguration policy (e.g. reinstall and restart of a
component, opening a new connection between two components).
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In accordance with the models structure in DEEM, the model of the whole
system is associated with a phase net model (PhN). The PhN synchronizes all the
steps involved in the reconfiguration: it is composed by deterministic activities
which fire sequentially whenever an event associated to a reconfiguration policy
happens (see Figure 4). In the PhN only one token circulates and, in general,
there exist as many different PhNs as the number of reconfiguration policies.

Stepl StepN

@HIH ........ HIHQ

toStep2 toStepN

Fig. 4. General phase net model

Suppose for example that a unit has to be restarted. Initially the component is
in state Start (see Figure 3), and, upon the firing of the transition of the phase
net indicating the expiration of the restart time, the state of the component
moves from Start to Up, or to one of the degraded states, or even to one of the
failure states. Thus, decisions are affected by the following factors:

— The current topology of the system;

— The topology of the system after a reconfiguration has been undertaken;
— The steps provided for a reconfiguration policy;

— The current state of each host and/or component;

— The forecasted state of each host and component.

The DM decides the new reconfiguration by solving the overall model and gives
back as output (to Lira) the best reconfiguration action. It is in charge of the
Decision Maker to solve such overall composed model as quickly as possible to
take appropriate decisions online identifying the most rewarding reconfiguration
action among a pool of pre—defined options.

After taking the decision on reconfiguration at a certain level, the decision is
sent to the lower level agents which act as actuators on the controlled portion
of the system. Obviously, the correctness of the decisions depends on both the
accuracy of the models and on its input parameters.

Since both the model-based evaluation and the reconfiguration processes de-
pends on the specific application, the description on how the Decision Maker
works cannot go in more details. In order to demonstrate how the proposed
framework actually works, we introduce in the next Section a simple, but effec-
tive example, showing the different steps of the intended methodology.

4 A Simple Example: Path Availability
in a Communication Network

A simple, but meaningful, scenario is the case of distributed computing where
two peer—to—peer clients on the network are communicating. To prevent service
interruption, it is necessary to provide an adequate level of paths redundancy
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among the clients involved in the communication. The network topology we
assume consists of six hosts physically (wired) connected as shown in Figure 5a.
For management purpose, we consider the network divided in two subnetworks
Net; and Nety, which contain the hosts {H;, Ho} and {Hs, H4} respectively.
The hosts Hs and Hg, where the clients are deployed, are not included in the
managed network.

Fig. 5. Hosts physical connection (a) and the logical net (b)

Table 2. Available paths

| Path | Route |
1 |a-Ni—c¢Ns3—1
2 ale *C*Ng 7d7N2 7efN47g
3 b—V: 2 —e—N, 4—g
4 |b—Nao—d-Ns—f

A logical communication network composed by logical nodes connected
through logical channels is installed on the managed hosts. The nodes N7, No,
N3, N4 connected through the channels a, b, ¢, d, e, f, g are deployed on the sub-
network Nety, as shown in Figure 5b. These channels provide different choices
for establishing the communication among the clients, as listed in Table 2.

As said before, the application is managed by the Lira infrastructure: each
host H; is controlled by a Host Agent H A;, each subnetwork Net; is controlled
by an Application Agent AA;, while the whole network is controlled by the
Manager. The hosts Hs and Hg are considered outside the network, so they are
not controlled by host agents.

The logical network is also controlled by the Lira agents. The Component
Agents A; control the logical nodes N;, and they are managed by AA;. AA;
may decide to perform a reconfiguration if it has the necessary information,
while it has to ask the general Manager when a global reconfiguration is needed
and the local information is not enough. Figure 6 details the Lira management
infrastructure.

During the instrumentation phase, the agents A; and HA; are programmed
to export the enumerated variable HEALTH_STATE, which can assume the val-
ues Up, Degraded, and Down, corresponding to the health state of the managed
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Fig. 6. Lira infrastructure for the controlled network

component or host. When this variable is Down, the agent is programmed to no-
tify the Application Agent, which will trigger the decision process. The decision
process consists in building the models representing the possible new configura-
tions, in evaluating them using DEEM, and in deciding which reconfiguration
must be performed to repair the system. During the decision process, only the
reconfigurations that place the system in a consistent state are considered and
evaluated: the Lira agents are in charge of controlling the application consistency
during and after the reconfiguration. It is important to notice that also the costs
of each reconfiguration process are considered during the decision process, to
increase the accuracy of the taken decision.

For the proposed example, the paths redundancy can be used to improve the
overall availability of the logical network. The goal of the framework is to keep at
least two paths available between the clients involved in the communication. For
the sake of simplicity, we consider that the manifestation of both a hardware fault
(such as a wired connection’s interruption or a damage in the physical machine)
and a software fault (at operating system, application and logical communication
level) has a fail-stop semantics, that is the component stops working.

4.1 Measure of Interest and Assumptions

We are interested in monitoring paths availability, so for a path to be avail-
able, all the nodes and links in the corresponding route must be available. Note
that failures of a particular link or node may result in unavailability of more
than one path. For example, if node N3 fails, paths 1, 2, and 4 become un-
available. To evaluate which of these strategies is the most rewarding we define
the “Probability of Failure” of the system as the probability that not even one
path exists between the two clients involved in the communication. We analyze
this measure both as instant-of-time and as interval-of-time, as function of the
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time to evaluate which reconfiguration has the lower probability of failure and
the lower mean time to failure, respectively. Actually, the instant-of-time mea-
sure gives only a point-wise perception of the failure probability representing
the distribution function of the failure probability. The interval-of-time measure
weights point-wise values over a time interval giving an indication of the mean
time to failure. Usually, neither one alone shows a satisfactory indicator and it
is interesting to evaluate both of them.

We pursue an analytical transient analysis. The effectiveness of a reconfig-
uration strategy is studied during an interval of time starting from time Ty to
TNextrec- 1o represents the time at which a failure occurs and the system starts
a reaction. TNegtree is the “temporal scope” of the reconfiguration and is an
application dependent parameter. Actually, it is useless to test a reconfiguration
option after time TneztRec-

The framework is instantiated for this case study under the following as-
sumptions:

— Failures occurrence follows an exponential distribution while the time to
reinstall, restart or connecting to components follows a deterministic one;

— TNextree 1s at least approximatively known;

- TReconf (that iS, TDecision + TActuation) is much less than TNeztRec (TReconf
<< TNethec)-

— No additional failures occur during the interval of time from Ty to Trecon -
Actually, this assumption is realistic when Trecons << TNewtRec-

4.2 Performing Reconfigurations

Reconfigurations can be triggered both at AppAgent and Manager Agent levels
by their associated Decision Makers. Decisions are taken when a lower level agent
notifies that its controlled component is failed. Moreover, to prevent failures of
the agent itself, higher level agents proactively ask to the controlled agents for
the value HEALTH_STATE with a frequency T' << TNewtRec-

As an example of reconfiguration at the AppAgent level, let’s suppose that
the node N3 is starting to work in a degraded manner: the associated agent As
notifies the variable HEALTH_STATE with the value Degraded. AA; receives the
NOTIFY message, and it checks the path availability on the controlled network.
Three reconfiguration options are here considered. First, accepting to continue
working with node N3 in a degraded state; this will be referred as “Reduced”
later on. A second one is to restart Ns; in this case, the redundancy in terms of
paths is temporarily reduced (see Figure 5). This will be referred as “Restart”.
The third can be to activate a new node N5 on the host Hy, and to connect it
to the client and to the nodes N; and Ny, creating new paths. It will be referred
as “SetUp”.

Obviously the different solutions have different costs in terms of probability
of failure, which is the only metric considered in this example to take decisions.
It is responsibility of the DM to select the best one.
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4.3 Component Building Blocks and Phase Net

The components of the case study can be grouped in two categories: links and
nodes. Thus, the corresponding building block models are defined (shown in Fig-
ure 7.a and Figure 7.b, respectively). They are quite similar. Each link and node
have associated a corresponding Petri net model where only one token circu-
lates. Let’s start describing the model of a link, that can be easily generalized to
explain that of a component. After an initial possible recovery or set up phase,
a generic link X is supposed to be only in state Up or Down (i.e. a token can be
in place Obj X _Up or ObjX _Do, respectively). When the exponential transition
Obj X _UpToDo fires, the link X fails.

(a) (b) ObjY_UpToDo
ObjX_UpToDo

o

ObjX_Do ObjY_UpToDe opiy_peTopo

O ObjY_| p/rD \OijyD N\ YObiY_Do
A

ObjX_StToUp ~ ObjX_StToDa__

N onjy_stroup N ObiY_stTobe % objy_siToDo

T 6013”_5(

f ObjX_St

(©)

Starte Reinstalled Restarted Connected EndMission
— O—1——0O—1—-O—1=0

Reinstall Restart Connect Steady

Fig. 7. Building blocks for links (a) and nodes (b), and general phase net model (c)

Place Obj X _St may hold a token only for a while at initial time Tj. A token
is in this place if link X, as consequence of system reconfiguration, has to be
newly setup or restarted because of a previous failure. From place ObjX _St,
a token may move in places Obj X _Up or ObjX_Do through the instantaneous
transitions Obj X _StToUp or Obj X _StToDo, to represent the transition of the
link X in state Up or Down, respectively. This allows accounting for a probability
of success/failure of the set-up of a new link or of the recovery operation of an old
link. Moreover, the time to complete set-up or recovery, through instantaneous
transitions Obj X _StToUp or Obj X _StToDo, depends on the kind of operation.
Actually, such transitions are enabled by the Phase Net which emphasizes the
length of possible phases following a reconfiguration.

Components are modelled similarly to links. A generic component is shown
in Figure 7.b. The only difference is that the possible states of a component
include also “Degraded”. Thus, place ObjY _De has been added, together with
the exponential transitions ObjY _DeToDo and ObjY -UpToDe and the instan-
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taneous transition ObjY _StToDe to connect such place to the rest of the net.
This model works analogously to the model of a link, with the difference that a
node in the “Up” state goes through “Degraded” before becoming “Down”.

A possible Phase Net is shown in Figure 7.c, where a token in place Started
sequentially moves to place Reinstalled, Restarted, Connected, and then in
place EndMission.

These DSPN models are specified through the Stochastic Reward Net (SRN)
formalism [22]. Beside the general characteristics of SRN, this formalism pro-
vides enabling functions and rate/probability functions® which allow to decide,
in a marking-dependent fashion, both when a transition is enabled and the
rate/probability associated with the firing of such transition. This way, the evo-
lution of a submodel can be dependent on the marking of another one, without
explicit and visible links among them. Moreover, the SRN formalism considers
the specification and evaluation of the measure of interest as an integral part of
the model: reward rates are associated to the states of the models. From this
point of view, the tool DEEM we are using allows, also, to i) embed variable
parameters in the rate/probability functions, ii) specify the measure of interest
in terms of complex reward functions, and iii) to solve the model at varying
value of some values of the user-defined variable parameters and/or the time at
which the solution is carried out.

In order to clarify how the proposed modeling approach works, Figure 8
shows the overall composed model instantiated for the “Restart” strategy. Simi-
lar considerations hold for the other strategies. The model of Figure 8 is achieved
by combining together the models of links and components (on the basis of their
respective building block models shown in Figure 7), according to the network
topology of Figure 5b and the “Restart” strategy.

The “Restart” strategy prescribes that the faulty node N3 be restarted. In
Figure 8 the initial marking of each submodel is indicated by a “1” in the cor-
responding place. Initially a token is in place Reinstalled of the Phase Net
(actually the component to be restated is already installed). The initial state
of all components (apart the faulty node N5 and the links ¢, d, and f con-
nected to it) are initially set according to their HEALTH _STATE variables
(monitored by Lira). The initial marking of node N3 and its connected links
are ObjN3_St and ObjX _St (for X = ¢, d, and f), respectively. The instan-
taneous transitions ObjN3_StToUp, ObjN3_StToDe, and ObjN3_StToDo for
node N3 are enabled only after the firing of the transition Restart of the Phase
net Model. This synchronization among the involved models is achieved by as-
sociating to these transitions the enabling functions “MARK (Reistalled)==0"
(the function MARK (Place_Name) returns the marking of place Place_Name).
Similar considerations hold for the instantaneous transitions Obj X _StToUp and
ObjX _StToDe (for X = ¢, d, and f). The probability functions of these transi-
tions have to be assigned taking into account that the sum of the probabilities
associated to all instantaneous activities connected to the same place have to

2 Rate functions are associated to timed transitions, while probability functions to
instantaneous transitions.
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Fig. 8. Overall model for the “Restart” reconfiguration

be one. In the proposed simple example, numerical values have been associated
to these probabilities (see Section on setting for numerical evaluation later on).
However more complex marking-dependent expression can be assigned, if appro-
priate.

Notice that the whole model is composed by a set of submodels whose struc-
ture is known in advance. In this way, given the building block templates, a set of
interdependence rules (which can be derived from the topology of the system or
explicitly defined) and the relevant dependability parameters (such as the failure
rates and the probabilities involved in the building blocks), the overall model is
built automatically by the decision maker and solved by the tool DEEM.

The measure of interest “failure probability” previously introduced is also
simply defined and evaluated upon the Petri net model. For example, the failure
probability of path 1 of Table 2 is specified as in the following expression:

(1-MARK (Obja_StToDo)) * (1-MARK (ObjN,_StToDo)) *
(1-MARK (Objc_StToDo)) * (1-MARK(ObjN3_StToDo)) *
(1-MARK(Objf-StToDo)).

where each factor represents the probability that the corresponding link or node
is operative. In this example, a relatively simple figure of merit has been iden-
tified for the analysis. However, the SRN formalism is powerful enough to allow
defining and evaluating also performability measures, where dependability fac-
tors can be weighted with performance factors and costs.

4.4 Numerical Evaluation

In this Section, the settings for the numerical evaluation and the obtained results
are shown. The failure rates of the system components (assuming they are in
state “Up”) are listed in Table 3, in terms of models transition rates.
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Table 3. Default parameters

|Parameter | Value | Comments |
Observation time interval TneztRrec|(1200 min.) 20 hours -

Rate of transition ObjY _UpToDe 1e-05 1/min. for Y = N1, N2, N3, N4
Rate of transition ObjY _DeToDo le-04 1/min. for Y = N1, N2, N3, N4
Rate of transition ObjY _-UpToDo 1e-06 1/min. for Y = N1, Na, N3, N4
Rate of transition Obj X _UpToDo 1e-05 1/min. for X =a,b,c,d,e f, g

Table 4. Strategy “Restart”

|Parameter | Value |
Component restart time Trestart 0.1 min.
Probability that N3 restart is successful p_RestUp_-N3 0.75
Probability that N3 restart is partially successful p_RestDe_N3| 0.15
Probability that N3 restart fails p_RestDo_N3 0.10

Table 5. Strategy “Set-up”

| Parameter | Value | Comments
Component reinstall time Treinstall 0.1 min. -
Component connection time Tconnect 0.05 min. -

Prob. N3 reinstall is successful p_-ReinUp_N3 0.90 -

Prob. N3 reinstall is partially successful p_ReinDe_N3 0.08 -

Prob. N3 reinstall fails p_ReinDo_N3 0.02 -

Prob. the new link connection is successful p_ConnUp_X| 0.95 |for X =c, d, f
Prob. the new link connection fails p_ConnDo_X 0.05 |for X =¢, d, f

As consequence of a failure affecting node N3 the three possible reconfigura-
tions “Reduced”, “Restart” and “Set-up” have been evaluated considering the
values listed in Table 3, Table 4 and Table 5, respectively. The overall model is
almost the same for all the three cases: they change only for their initial marking,
enabling conditions and the values of some parameters, as shown in the Tables.

Figure 9 shows the comparison among the different strategies in terms of the
failure probability. The instant-of-time measure of the failure probability is the
unreliability of the system. The case when all components are “Up” is referred as
“Perfect” in the Figure and it represents a lower bound for the failure probability.
It is interesting to observe that at varying of time the best strategy changes: the
strategy that minimizes the failure probability is initially the “Reduced” strategy
(up to 4 hours), and, then, the best one becomes “SetUp”. This suggests that
the choice of the “best” reconfiguration depends also on the mission time for the
system, as dictated by the application.

5 Related Work

Recently, several approaches and frameworks to manage non functional proper-
ties in component based applications have been proposed in the literature.



A Framework for Reconfiguration-Based Fault-Tolerance 187

Failure Probability

0.001 T T T T T T T T T T T T T T T T T T T
0.0001 ¢ o v'v,,,v.v,;,z;;;—;;-;:vvsn
i ,-vv'""' . P o
1e-05 »v""rvrvv ./00‘.. e R *e*S
v v .1". ,0000"”.‘ .
1e-06 v PESOURRS E
g et
° ? ¥
@ 1e-07 + o & E
T * o
D:L 1e-08 ¢ ¢/’ E
1e-09 ¢ 1
1e-10 § Perfect —=— -
Reduced -—e-—
1e-11 Restart v 7
1e_1 2 1 1 1 1 1 1 1 SeltUAp 1 ‘l

12345678 91011121314151617181920
Time [hours]

Fig. 9. Comparison among different choices

In [2], Knight et al. present Willow, an architecture for enhancing survivabil-
ity of critical information systems. Willow is designed to detect local and complex
faults by means of monitoring features, and to react to the failures by dynami-
cally reconfiguring the managed system. The broad and complete management of
reconfiguration in terms of component dependencies, conflicting policies, global
data and state consistency, makes Willow a suitable framework for survivability
provision of large scale distributed applications. However, the Willow framework
results quite heavy and appropriate for applications composed by hundreds of
thousands components. For usual distributed systems, where components are in
the order of tens, this framework can be too expensive to instrument and deploy,
and many of its functionalities may remain unused.

In [1, 23] Garlan et al. present an approach to dependability and performance
management based on monitoring, interpretation and reconfiguration, where the
Software Architecture plays a central role. The Software Architecture of the man-
aged system is specified in terms of components and connectors using Acme [24].
Then, the architectural model is enriched by using the runtime information pro-
vided by the gauges and finally it is evaluated by using AcmeStudio. If the current
architecture violates the specified constraints, it is dynamically modified by the
framework. In order to react to the detected failures, a set of repair strategies are
associated to a constraint violation, while a set of tactics is carried out to actu-
ally repair the managed system. The tactics rely on some adaptation operators,
defined by the developer within the framework taking into account the actual
reconfiguration capabilities of the managed components. This last approach is
very similar to our reconfiguration based approach: in fact, the abstraction of
data performed by the gauges is provided in Lira by a hierarchy of agents, while
the repair strategies and tactics are defined using the reconfiguration operators
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provided by the Lira Reconfiguration Language. In Lira, the higher level agents
must be programmed to explicitely manage the architectural constraints, a task
performed in [1] by the AcmeStudio tool by simply defining the architectural
family in Acme ADL. In general, the instrumentation phases of both approaches
depend on the complexity of the managed applications: for systems where the
types of components are limited in number and the architecture is not extremely
complex, the framework proposed in this paper should be instrumented quicker
than the other.

With respect to the decision making process, both the approaches proposed
in [1] and in [2] do not provide a way to choose the new system configuration
specifically created for the optimization of dependability properties, namely fault
tolerance. The choice of the tactics in [1] and the postures in [2] which place the
system in a new configuration are not driven by dependability concerns: in fact,
they are just chosen among a set of the possible ones which repair the system. In
our approach, instead, among the possible reconfigurations it is chosen the one
that places the system in a more healthy state, taking into account the feedbacks
provided by the evaluation of Stochastic Timed Petri Nets built at run time to
represent the current topology and state of the managed systems.

6 Conclusions

This work has proposed a framework for reconfiguration-based fault tolerance
in distributed systems. It integrates Lira, a light-weight infrastructure for recon-
figuring applications, with a model-based Decision Maker. On the basis of the
monitoring activity carried on by the Lira agents, the Decision Maker performs
system reconfiguration in presence of components malfunctions. It resorts to an
on-line evaluation of the different available reconfiguration strategies in order to
select the most profitable one, in accordance with some predefined optimization
criteria. Building block models for the different typology of system components
(namely, node and link), capturing the correct/faulty behavior of the compo-
nents they are associated to, are instantiated on line and connected to reflect
the current system configuration.

Since the evaluation process and the system reconfiguration are application
dependent, the methodology is firstly described in a very general way, then it is
detailed using a simple case study. Managing the communication between two
clients in a peer—to—peer network, we have shown how the system is monitored
and reconfigured to maintain the communication capabilities, and overall how
the framework is able to take online decisions by dynamically setting up and
solving stochastic models from available general building blocks.

Applying reconfigurations which adapt to evolving systems structures is
highly attractive nowadays, and methodologies pursuing such objective are there-
fore very appealing. The work we have presented constitutes a relevant initial
step in this direction. However, at the current stage of definition, a number of
open issue and possibly limiting factors are left unresolved, and further inves-
tigations are necessary. The identification of appropriate compositional rules to
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dynamically build up the overall system model, of the criteria to base the re-
configuration selection process on and, primarily, of the necessary features to
manage the complexity of the model solution in order to make the on-line eval-
uation a feasible approach, are among the most challenging problems still under
investigations.

In addition, to provide an effective means to fault tolerance in critical sys-
tems, the Lira infrastructure itself has to be made fault—tolerant. Another pos-
sible research direction is to improve error diagnosis capabilities of each agent,
to better calibrate system reconfiguration.
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Abstract. The most important non-functional requirements for an SQL server
are performance and dependability. This paper argues, based on empirical re-
sults from our on-going research with diverse SQL servers, in favour of diverse
redundancy as a way of improving both. We show evidence that current data
replication solutions are insufficient to protect against the range of faults docu-
mented for database servers; outline possible fault-tolerant architectures using
diverse servers; discuss the design problems involved; and offer evidence of the
potential for performance improvement through diverse redundancy.

1 Introduction

‘Do not put all eggs in the same basket’, “Two heads are better than one’ summarise
the intuitive human belief about the value of redundancy and diversity as a means of
reducing the risk of failure. We are more likely to trust the results of our complex
calculation if a colleague has arrived independently at the same result. In this regard,
Charles Babbage was probably the first person to advocate using two computers -
although by computer he meant a person [1].

In many cases, e.g. in team games, people with diverse, complementary abilities
signify a way of improving the overall team performance. Every football team in the
world would benefit from having an exceptional player such as Ronaldo'. A good
team is one in which there is a balance of defenders, midfielders and attackers be-
cause the game consists of defending, play making and, of course, scoring. Therefore,
ateam of 11 Ronaldos has little chance of making a good team.

High performance of computing systems is often as important as the correctness of
the results produced. When a system performs various tasks, optimising the perform-
ance with respect to only one of them is insufficient; good response time must be
achieved on different tasks, similarly to how a good team provides a balanced per-
formance in defence, midfield and attack. When both performance and dependability
are taken into account, there is often a trade-off between the two. The balance chosen
will depend on the priorities set for the system. In some cases, improving performance
has a higher priority for users than improving dependability. For instance, a timely,

! At the time of writing the Brazilian footballer Ronaldo is recognised as one of the best for-
wards in the world.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 191-214, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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only approximately correct response is sometimes more desirable than one that is
absolutely correct but late.

The value of redundancy and diversity as a means of tolerating faults in computing
systems has long been recognised. Replication of hardware is often seen as an ade-
quate mechanism for tolerating random’ hardware faults. If hardware is very com-
plex, however, e.g. VLSI chips, and hence design faults are likely, then diverse re-
dundancy is used as a protection against hardware design faults [2]. For software
faults as well, non-diverse replication will fail to detect, or recover from, all those
failures that do not produce obvious symptoms like crashes, or that occur in identical
ways on all the copies of a replicated system, and at each retry of the same operations.
For these kinds of failures, diverse redundancy (often referred to as ‘design diversity’)
is required. The assumptions about the failure modes of the system to be protected
dictate the choice between diverse and non-diverse replication.

Diverse redundancy has been known for almost 30 years [3] and is a thoroughly
studied subject [4]. Many implementations of the idea exist, for instance recovery
blocks [3], N-version programming [5] and self-checking modular redundancy [6].

Over the years, diverse redundancy has found its way to various industrial applica-
tions [7]. Its adoption, however, has been much more limited than the adoption of
non-diverse replication. The main reason has been the cost of developing several
versions of software to the same specification. Also, system integration with diverse
versions poses additional design problems, compared to non-diverse replication [8],
(41, [9].

The first obstacle — the cost of bespoke development of the versions - has been to a
large extent eliminated in many areas due to the success of standard products in vari-
ous industries and the resulting growth in the market for off-the-shelf components.
For many categories of applications software from different vendors, compliant with a
particular standard specification, has become an affordable commodity and can be
acquired off-the-shelf?. Deploying several diverse off-the-shelf components (or com-
plete software solutions) in a fault-tolerant configuration is now an affordable option
for system integrators who need to improve service dependability.

In this paper we take a concrete example of a type of system for which replication
can be (and indeed has been) used — SQL servers’. We investigate whether design
diversity is useful in this domain from the perspectives of dependability and perform-
ance.

Many vendors offer support for fault-tolerance in the form of server ‘fail-over’, i.e.
solutions with replicated servers, which cope with crashes of individual servers by
redistributing the load to the remaining available servers. Despite the relatively long
history of database replication [10], effort on standardisation in the area has only
started recently [11]. Fail-over delivers some improvement over non-replicated serv-
ers although limited effectiveness has been observed in some cases [12]. Fail-over can

2 The difference between commercial-off-the-shelf (COTS) and just off-the-shelf (e.g. free-
ware or open-source software) is not important for our discussion despite the possible huge
difference in cost. Even if the user is to pay thousands for a COTS product, e.g. a commercial
SQL server, this is a tiny fraction of the development cost of the product.

Although many prefer relational Databases Management System (RDBMS), we instead use
the term SQL server to emphasise that Structured Query Language (SQL) will be used by the
clients to interact with the RDBMS.
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be used as a recovery strategy irrespective of the type of failure (not necessarily “fail-
stop” [13]). However its known implementations assume crash failures, as they de-
pend on detecting a crash for triggering recovery.

The rest of the paper is organised as follows. In Section 2 we summarise the results
of a study on fault diversity of four SQL servers [14] which run against the common
assumptions that SQL servers fail-stop and failures can be tolerated simply by roll-
back and retry. In Section 3, we study the architectural implications of moving from
non-diverse replication with several replicas of the same SQL server to using diverse
SQL servers, and discuss the main design problems that this implies. We also demon-
strate the potential for diversity to deliver performance advantages and compensate
for the overhead created by replication, and in Section 4 we present preliminary em-
pirical results suggesting that these improvements can indeed be realised with at least
two existing servers. This appears to be a new dimension of the usefulness of design
diversity, not recognised before. In Section 5 we review some recent results on data
replication. In Section 6 we discuss some general implications of our results. Finally,
in Section 7 some conclusions are presented together with several open questions
worth addressing in the future.

2 A Study of Faults in Four SQL Servers

Whether SQL servers require diversity to achieve fault tolerance depends on how
likely they are to fail in ways that would not be tolerated by non-diverse replication.
There is little published evidence about this. First, we must consider detection: some
failures (e.g. crashes) are easily detected even in a non-diverse setting. A study using
fault injection [15] found that 2% of the bugs of Postgres95 server violated the fail-
stop property (i.e., they were not detected before corrupting the state of the database)
even when using the transaction mechanism of Postgres95. 2% is a high percentage
for applications with high reliability requirements. The other question is about recov-
ery. Jim Gray [16] observed that many software-caused failures were tolerated by
non-diverse replication. They were caused by apparently non-deterministic bugs
(“Heisenbugs’), which only cause failures under circumstances that are difficult to
reproduce. These failures are not replicated when the same input sequence is repeated
after a rollback, or applied to two copies of the same software. However, a recent
study of fault reports about three open-source applications (including MySQL) [17]
found that only a small fraction of faults (5-14%) were triggered by transient condi-
tions (probable Heisenbugs).

We have recently addressed these issues via a study on fault diversity in SQL serv-
ers. We collected 181 reports of known bugs reported for two open-source SQL serv-
ers (PostgreSQL 7.0 and Interbase 6.0*) and two commercial SQL servers (Microsoft
SQL 7.0 and Oracle 8.0.5). The results of the study are described in detail in [14].
Here we concentrate on the aspects relevant to our discussion.

4 Made available as an open-source product under this name by Borland Inc. in 2000. The
company reverted to closed development for subsequent releases. The product continues to
be maintained as an open source development under a different name - “Firebird”.
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2.1 SQL Servers Cannot Be Assumed to ‘Fail-Stop’

Table 1 summarises the results of the study. The bugs are classified according to the
characteristics of the failures they cause, as different failure types require different
recovery mechanisms:

Engine Crash failures: crashes or halts of the core engine.

Incorrect Result failures: not engine crashes, but incorrect outputs: the outputs do not
conform to the server’s specification or to the SQL standard.

Performance failures: the output is correct, but observed to carry an unacceptable
time penalty for the particular input.

Other failures.

Table 1. A summary of the study with reported bugs for 4 SQL servers. The first 6 rows repre-
sent the observations after running the bug scripts. Each shaded column represents the results of
running bug scripts on the server for which the bugs were reported, while the non-shaded col-
umns represent the results of running the scripts on the other three servers. The last 6 rows
represent a classification of the observed failures.
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We also classified the failures according to their detectability by a client of the da-
tabase servers:
Self-Evident failures: engine crash failures, cases in which the server signals an inter-
nal failure as an exception (error message) and performance failures.
Non-Self-Evident failures: incorrect result failures, without server exceptions within
an accepted time delay.

[14] shows that the fraction of reported faults causing crash failures varies across
servers from 13% (MS SQL) to 21% (Oracle and PostgreSQL). These are small per-
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centages, despite crashes being easy to detect and thus likely to get reported [14].
More than 50% of the faults cause failures with incorrect but seemingly legal results,
i.e. a client application will not normally detect them. In other words, an assumption
that either a server will process a query correctly or the problem will be detected is
flatly wrong. Any replication scheme that tolerates server crashes only does not pro-
vide any guarantee against these failures — the incorrect results may be simply repli-
cated. Although our results do not show how likely non-self-evident failures are - the
percentages above are based on fault counts - the evidence in [14] seems overwhelm-
ing against assuming (until actual failure counts are available) that ‘fail-stop’ failures
are the main concern to be resolved by replication.

2.2 Potential of Design Diversity for Detecting/Diagnosing Failures

Table 2 gives another view on the reported bugs of the 4 SQL servers: what would
happen if 1-out-of-2 fault-tolerant SQL servers were built using these 4 SQL servers.

Table 2. Potential of diverse pairs of servers for tolerating the effects of the reported bugs in
our sample. /B stands for Interbase, PG for PostgreSQL, OR for Oracle and MS for MS SQL.

B One out of two e
Number Failure servers failing Both servers failing
. Observed
Pairs of of bug (in at N Detectable
servers seripts Self- on- Non- Non-
run least one evident Self- Detectable | Self-
server) evident evident Se}f-
evident
IB + PG 62 43 17 25 1 0 0
IB + OR 62 29 8 21 0 0 0
1B + MS 69 35 11 21 2 1 0
PG + OR 64 30 13 16 0 0 1
PG + MS 76 46 18 21 1 6 0
OR + MS 71 14 7 7 0 0 0

What we want to find out is how many of the coincident failures are detectable in
the 2-version systems. We define:

Detectable failures: Self-Evident failures or those where servers return different in-
correct results (the comparison algorithm must be written to allow for possible differ-
ences in the representation of correct results). All failures affecting only one out of
two (or up to n-1 out of n) versions are detectable.

Non-Detectable failures: the two (or more) servers return identical incorrect results.

Replication with identical servers would only detect the self-evident failures: crash
failures, failures reported by the server itself and poor performance failures. For all
four servers, less than 50% of faults cause such failures. Instead, with diverse pairs of
servers many of the failures are detectable. All the possible two-version fault-tolerant
configurations detect the failures caused by at least 94% of the faults.
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3 Architecture of a Fault-Tolerant Diverse SQL Server

3.1 General Scheme

Studying replication protocols is not the focus of this paper. Data replication is a well-
understood subject [10]. A recent study compared various replication protocols in
terms of their performance and the feasibility of their implementation [18]. One of the
oldest replication protocols, ‘Read once write all available (ROWAA)’ [10] comes
out as the best protocol for a very wide range of scenarios. In ROWAA, read opera-
tions are on just one copy of the database (e.g. the one that is physically nearest to the
client) while write operations must be replicated on all nodes. An important perform-
ance optimisation for the updates is executing the update statements only once and
propagating the updates to the other nodes [10]. This may lead to a very significant
improvement; with up to a fivefold reduction in execution time of the update state-
ments [19], [20]. However, these schemes would not tolerate non-self-evident failures
that cause incorrect updates or return incorrect results by select queries. For the for-
mer, incorrect updates would be propagated to the other replicas and for the latter,
incorrect results would be returned to the client. This deficiency can be overcome by
building a fault-tolerant server node (“FT-node”) from two or more diverse SQL
servers, wrapped together with a “middleware” layer to appear to each client as a
single SQL server and to each of the SQL servers as a set of clients, as shown in
Fig. 1.

Middleware

—»

Clientn < SQL Server 2

Client 1 4_I SQL Server 1
>
f—

Fig. 1. Fault-tolerant server node (FT-node) with two or more diverse SQL servers (in this case
two: SQL Server 1 and SQL Server 2). The middleware “hides” the servers from the clients (/
to n) for which the data storage appears as a single SQL server.

Some design considerations about this architecture follow.

The middleware must ensure connectivity with the clients and the multiple servers.
The connectivity between the clients and the middleware can implement a ““standard”
API, e.g. IDBC/ODBC, or some proprietary API. The middleware communicates
with the servers using any one of the connectivity solutions available for the chosen
servers (with server independent API, e.g. JDBC/ODBC, or the server proprietary
API).

The rest of Section 3 deals with other design issues in this fault-tolerant design:

— synchronisation between the servers to guarantee data consistency between them;
— support for fault-tolerance for realistic modes of failure via mechanisms for:
— error detection;
— error containment;
— state recovery
— “replica determinism”: dealing with aspects of server behaviour which would cause
inconsistencies between database replicas even with identical sequences of queries;
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— translation of the SQL queries coming from the client to be “understood” by di-
verse SQL servers which use different “dialects” of the SQL syntax;

— “data diversity”: the potential for improving fault tolerance through expressing
(sequences of) client queries in alternative, logically equivalent ways;

— performance effects of diversity, which depending on the details of the chosen
fault-tolerance scheme may be negative or positive.

3.2 Fault Tolerance Strategies

This basic architecture can be used for various forms of fault-tolerance, with different
trade-offs between degree of replication, fault tolerance and performance [21].
We can discuss separately various aspects of fault tolerance:

— Failure detection and containment. Self-evident server failures are detected as in a
non-diverse server, via server error messages (i.e. via the existing error detection
mechanisms inside the servers), and time-outs for crash and performance failures.
Diversity gives the additional capability of detecting non-self-evident failures by
comparing the outputs of the different servers. In a FT-node with 3 or more diverse
versions, majority voting can be used to choose a result and thus mask the failure
to the clients, and identify the failed version which may need a recovery action to
correct its state. With a 2-diverse FT-node, if the two servers give different results,
the middleware cannot decide which server is in error: it needs to invoke some
form of manual or automated recovery. The middleware will present the failure to
the client as a delay in response (due to the time needed for recovery), or as a self-
evident failure (crash - a “fail-silent” FT-node; or an error message - a “self-
checking” FT-node). The voting/comparison algorithm will need to allow for
“cosmetic” differences between equivalent correct results, like padding characters
in character strings or different numbers of digits in the representations of floating
point numbers.

— Error recovery. As just described, diversity allows for more refined diagnosis
(identification of the failed server). This improves availability: the middleware can
selectively direct recovery actions at the server diagnosed as having failed, while
letting the other server(s) continue to provide the service. State recovery of the da-
tabase can be obtained in the following ways:

— via standard backward error recovery, which will be effective if the failures are
due to Heisenbugs. To command backward error recovery, the middleware may
use the standard database transaction mechanisms: aborting the failed transac-
tion and replaying its queries may produce a correct execution. Alternatively or
additionally, checkpointing [22] can be used. At regular intervals, the states of
the servers are saved (by database “backup” commands: e.g., in PostgreSQL the
pg_dump command). After a failure, the database is restored to the state before
the last checkpoint and the sequence of (all or just update) queries since then is
replayed to it;

— additionally, diversity offers ways of recovering from Bohrbug-caused failures,
by essentially copying the database state of a correct server into the failed one
(similarly to [23]). Since the formats of the database files differ between the
servers, the middleware would need to query the correct server[s] for their data-
base contents and command the failed server to write them into the correspond-
ing records in its database, similar to what is proposed in [11]. This would be
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expensive, perhaps to be completed off-line, but a designer can use multi-level
recovery, in which the first step is to correct only those records that have been
found erroneous on read queries.

To increase the level of data replication a possibility is to integrate our FT-node
scheme with standard forms of replication, like ROWAA, possibly with the optimisa-
tion of writes [10]. One could integrate these strategies into our proposed middleware,
or for simplicity choose a layered implementation (possibly at a cost in terms of per-
formance) in which our fault-tolerant nodes are used as server nodes in a standard
ROWAA protocol. However, a layered architecture using, say, 2-diverse FT-nodes
may require more servers for tolerating a given number of server failures.

3.3 Data Consistency Between Diverse SQL Servers

Data consistency in database replication is usually defined in terms of 1-copy serialis-
ability between the transaction histories executed on the various nodes [10]. In practi-
cal implementations this is affected by:

— the order of delivery of queries to the replicas
— the order in which the servers execute the queries, which in turn is affected by:
— the execution plans created for the queries
— the execution of the plans by the execution engines of the servers, which are
normally non-deterministic and may differ between the servers, in particular
with the concurrency control mechanism implemented.

Normally, consistency relies on “totally ordered” [24] delivery of the queries by re-
liable multicast protocols. For the optimised schemes of data replication, e.g.
ROWAA, only the updates are delivered in total order to all the nodes. Diverse data
replication would also rely on the total ordering of messages.

In terms of execution of the queries the difference between non-diverse and diverse
replication is in the execution plans, which will be the same for replicas of the same
SQL server, but may differ significantly between diverse SQL servers. This may
result in significantly different times to process the queries. If many queries are exe-
cuted concurrently, identical execution plans across replicas do not guarantee the
same order of execution, due to for example multithreading. The allocation of CPU
time to threads is inherently non-deterministic. In other words, non-determinism must
be dealt with in both non-diverse and diverse replication schemes. The phenomenon
of inconsistent behaviour between replicas that receive equivalent (from some view-
point) sequences of requests is not limited to database servers [25] and there are well
known architectural solutions for dealing with it [26]. Empirically [27], we repeatedly
observed data inconsistency even with replication of the same SQL server.

To achieve data consistency, i.e. a 1-copy serialisable history [10] across replicas,
the concurrent execution of modifying transactions needs to be restricted. Two ex-
treme possible scenarios can be exploited to deal with non-determinism in SQL serv-
ers, and apply to both non-diverse and diverse SQL servers:

— non-determinism does not affect the combined result of executing concurrent
transactions: for instance, the transactions do not “clash”. No concurrent transac-
tions attempt modifications of the same data. If this is the case, all possible sub-
histories, which may result from various orders of executing the transactions con-
currently, are identical and thus 1-copy serialisability across all the replicas (no
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matter whether diverse or non-diverse) will be guaranteed despite the possibly dif-
ferent orders of execution of the transactions by the different servers;

— non-determinism is eliminated with respect to the modifying transactions by exe-
cuting them one at a time. Again, 1-copy serialisability is achieved [27]. This re-
gime of serialisability may be limited to within each individual database, thus al-
lowing concurrency between modifying transactions executed on different
databases.

Combinations of these two are possible: concurrent transactions are allowed to
execute concurrently, but if a “clash” is detected, all transactions involved in the clash
are rolled back and then serialised according to some total order [24].

3.4 Differences in Features and SQL “Dialects” Between SQL Servers

3.4.1 Missing and Proprietary Features
With two SQL standards (SQL-92 and SQL-99 (SQL 3)) and several different levels
of compliance to these, it is not surprising that SQL servers implement many different
variants of SQL. Most of the servers with significant user bases guarantee SQL-92
Entry Level of compliance or higher. SQL-92 Entry Level covers the basic types of
queries and allows in many cases the developers to write code which requires no
modification when ported to a different SQL server. However some very widely used
queries are not part of the Entry Level, e.g. the various built-in JOIN operators [28].
Triggers and stored procedures [29] are another example of very useful functionality,
used in many business databases, which are not part of SQL-92 (surprisingly they are
not yet supported in MySQL, one of the most widely used SQL servers).

In addition vendors may introduce proprietary extensions in their products. For ex-
ample Microsoft intends to incorporate .NET in “Yukon”, their new SQL server [30].

3.4.2 Differences in Dialects for Common Features

In addition to the missing and proprietary features, there are differences even in the
dialect of the SQL that is common among servers. For instance the example below
shows differences in the syntax for outer joins between the SQL dialects of three
servers which we used in experiments with diverse SQL servers [27] (Oracle uses a
non-standard syntax for outer joins):

ORACLE 8.0.5
select items.number
from items, orders
where items.number = orders.item number (+)
group by items.number
having items.number < 20000
order by items.number desc

MS SQL 7.0 and INTERBASE 6.0
select items.number
from items
left outer join orders on items.number =
orders.item_number
group by items.number
having items.number < 20000
order by items.number desc
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Although the difference in the syntax is marginal, Oracle 8.0.5 will not parse the
standard syntax. Significant differences exist between the syntax of other SQL con-
structs, e.g. stored procedures and triggers. For instance, Oracle’s support for SQLJ
for stored procedures differs slightly from the standard syntax.

3.4.3 Reconciling the Differences Between Dialects and Features of SQL Servers
Standardisation is unlikely to resolve the existing differences between the SQL dia-
lects in the foreseeable future, although there have been attempts to improve interop-
erability by standardising “persistent modules” [29] (also called “stored procedures”
in most major SQL servers or “functions” in PostgreSQL). However, some vendors
still undermine standardisation by adding proprietary extensions in their products.

To use replication with diverse SQL servers, the differences between the servers
must be reconciled. Two possibilities are:

— requiring the client applications to use the SQL sub-set which is common to all the
SQL servers in the FT-node, and reconciling the differences between the dialects
by implementing “translators” that translate the syntax used by the client applica-
tions to the syntax understood by the respective servers. Such “translators” can be-
come part of the replication middleware (Fig 1). One may:

— require the client applications to use ANSI SQL to work with the middleware,
which will contain translators for all SQL dialects used in the FT-node;

— allow the clients to use the SQL dialect of their choice (e.g. the dialect of a spe-
cific SQL server or ANSI SQL), to allow legacy applications written for a spe-
cific SQL server to be “ported” and run with diverse replication.

— expressing some of the missing SQL features through equivalent transformation of
the client query to query(ies) supported by the SQL servers used in the FT-node
(see 3.6).

In either case, translation between the dialects of the SQL servers is needed.
Translation is certainly feasible. Surprisingly, though, we could not find off-the-shelf
tools to assist with the translation even though “porting” database schema from one
SQL server product to another is a common practice.

3.5 Replica Determinism: The Example of DDL Support

The differences between SQL servers also affect the Data Definition Language
(DDL), i.e., the part of SQL that deals with the metadata (schema) of a database. The
DDL does not require special attention with non-diverse replication: the same DDL
statement is just copied to all replicas. We outline here an aspect of using DDL which
may lead to data inconsistency: auto numeric fields.

SQL servers allow the clients to simplify the generation of unique numeric values
by defining a data type, which is under the direct control of the server. These unique
values are typically used for generating keys (primary and secondary) without too
much overhead on the client side: the client does not need to explicitly provide values
for these fields when inserting a new record. Implementations of this feature differ
between servers (Identity() function in MS SQL, generators in Interbase, etc.), but this
is not a serious problem. The real problem is that the different servers specify differ-
ent behaviours of this feature when a transaction is aborted within which unique num-
bers were generated. In some servers, the values generated in a transaction that was
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rolled back are “lost” and will never appear in the fields of committed data. Other
servers keep track of these “unused” values and generate them again in some later
transactions, which will be committed. This difference affects data consistency across
different SQL servers. The inconsistencies thus created must be handled explicitly, by
the middleware [27], or by the client applications by not using auto fields at all.

This is just one case of diversity causing violations of replica determinism [31];
others may exist, depending on the specific combination of diverse servers.

3.6 Data Diversity

Although diversity can dramatically improve error detection rates it does not make
them 100%, e.g. our study found four bugs causing identical non-self-evident failures
in two servers.

To improve the situation, one could use the mechanism called “data diversity” by
Ammann and Knight [32] (who studied it in a different context). The simplest exam-
ple of the idea in [32] would refer to computation of a continuous function of a con-
tinuous parameter. The values of the function computed for two close values of the
parameter are also close to each other. Thus, failures in the form of dramatic jumps of
the function on close values of the parameter can not only be detected but also cor-
rected by computing a “pseudo correct” value. This is done by trying slightly different
values of the parameter until a value of the function is calculated which is close to the
one before the failure. This was found [32] to be an effective way of masking failures,
i.e. delivering fault-tolerance. Data diversity thus can help not only with error detec-
tion but with recovery as well, and thus to tolerate some failures due to design faults
without the cost of design diversity.

Data diversity seems applicable to SQL servers because most queries can be “re-
phrased” into different, but logically equivalent [sequences of] queries. There are
cases where a particular query causes a failure in a server but a re-phrased version of
the same query does not. Examples of such queries often appear in bug reports as
“workarounds”. The example below is a bug script for PostgreSQL v7.0.0, producing
a non-self-evident failure (incorrect result) by returning one row instead of six.

create table employee (name varchar (10) not null, age
integer, salary float, deptname varchar (10), manager
varchar (10), primary key (name)) ;

The following data exists in the table:

Name Age Salary Deptname Manager
Mike 28 1500.00 Shoe Edna
Sally 42 877.50 Toy Ted
Georgia 22 Book

Ted 2615.73 Toy Malcolm
Edna 39 2000.00 Shoe Malcolm
Malcolm 50 2750.00 Admin

CREATE VIEW avg_int AS SELECT AVG(salary) AS avg_sal
FROM employee;

CREATE VIEW average AS SELECT employee.name, em-
ployee.salary, avg_int.avg_sal, (salary-avg_sal) as
sal_diff FROM employee, avg_int;
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SELECT * FROM average;

Mike | 1500 | 1948.646 | -448.646

A workaround exists which is based on using a TEMP (temporary) table instead of
a view (in this case to hold the average salaries). The same table schema definition
and data given above are used together with the code below, and then the result is
correct.

/* This is the temporary table*/
SELECT AVG(salary) AS avg_sal INTO TEMP TABLE avg_int
FROM employee;

/* This view is same as above. */

CREATE VIEW average AS SELECT employee.name, em-
ployee.salary, avg_int.avg_sal, (salary-avg_sal) as
sal_diff FROM employee, avg_int;

SELECT * FROM average;

name | salary | avg_sal | sal diff
———————— e s T
Mike 1500 1948.646 -448.646
Sally 877.5 1948.646 -1071.146
Georgia 1948.646
Ted 2615.73 1948.646 667.084
Edna 2000 1948.646 51.354
Malcolm 2750 1948.646 801.354
(6 rows)

Data diversity could be implemented via an algorithm in the middleware that re-
phrases queries according to predefined rules. For instance, one such rule could be to
break-up all complex nested SELECT queries so that the inner part of the query is
saved in a temporary table, and the outer part then uses the temporary table to gener-
ate the final result>.

Data diversity can be used with or without design diversity. In the case of databases
it would be attractive alone as it would for instance allow applications to use the full
set of features of an SQL server, including the proprietary ones. Architectural
schemes using data diversity are similar to those using design diversity. For instance,
Amman and Knight in [32] describe two schemes, which they call “retry block™ and
“n-copy programming”’, which can also be used for SQL servers. The “retry block” is
based on backward recovery. A query is only re-phrased if either the server “fail-
stops” or its output fails an acceptance test. In “n-copy programming”, a copy of the
query as issued by the client is sent to one of the servers and re-phrased variant[s] are
sent to the others; their results are voted to mask failures. The techniques for error
detection and state recovery would also be similar to the design diversity case (Sec-
tion 3.2). In the “retry block” scheme (backward error recovery), applied to one of

3> Re-phrasing algorithms can also be part of the translators for the different SQL dialects. A
complex statement which can be directly executed with some servers but not others may
need to be re-phrased as a logically equivalent sequence of simpler statements for the latter.
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the servers, a failed transaction would be rolled back, and the rephrased queries exe-
cuted from the rolled-back state thus obtained. In the “n-copy programming” scheme,
the state of a server diagnosed to be correct would be copied to the faulty server (for-
ward error recovery). Another possibility is not to use “re-phrasing” unless diverse
replicas produce different outputs with no majority. Then, the middleware could abort
the transaction and replay the queries, after “re-phrasing” them, to all or some of the
servers. Fig. 2 shows, at a high level, an example of architecture using both data di-
versity and design diversity with SQL servers. This example assumes a combination
of “N-version programming” and “n-copy programming”, with a single voter in the
middleware.

A
e ,
1 —— . R1 A
A, Middleware
R2 A
< R3 A |
e PostgreSQL 2
R4

Fig. 2. A possible design for a fault-tolerant server using diverse SQL servers and data diver-
sity. The original query (A) is sent to the pair {Interbase 1, PostgreSQL 1}, the re-phrased
query (A ) is sent to the pair {Interbase 2, PostgreSQL 2}. The middleware compares/votes the
results in one of the ways described in Section 3.2 for solutions without data diversity.

A designer would choose a combination of design diversity and data diversity as a
trade-off between the conflicting requirements of dependability, performance and
cost. At one extreme, combining both design and data diversity and re-phrasing all
those queries for which re-phrasing is possible would give the maximum potential for
failure detection, but with high cost.

3.7 Performance of Diverse-Replicated SQL Servers

Database replication with diverse SQL servers improves dependability, as discussed
in the previous sections. What are its implications for system performance? In Fig. 3
we sketch a timing diagram of the sequence of events associated with a query being
processed by an FT-node which includes two diverse SQL servers.

Processing every query will involve some synchronisation overhead. To “validate”
the results of executing each query, the middleware should wait for responses from
both servers, check if the two responses are identical and, in case they differ, initiate
recovery. We will use the term “pessimistic” for this regime of operation. If the re-
sponse times are close, the overhead due to differences in the performance of the
servers (shown in the diagram as dashed boxes) will be low. If the difference is sig-
nificant, then this overhead may become significant. If one of the servers is the slower
one on all queries, this slower server dictates the pace of processing. The service
offered by the FT node will be as fast as the service from a non-replicated node im-
plemented with the slower server, provided the extra overhead due to the middleware
is negligible compared to the processing time of the slower server. If, however, the
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Fig. 3. Timing diagram with two diverse servers and middleware running in pessimistic regime.
The meaning of the arrows is: I — the client sends a query to the middleware; 2 — the middle-
ware translates the request to the dialects of the servers and sends the resulting queries, or
sequences of queries, to the respective servers; 3 — the faster response is received by the mid-
dleware; 4 — the slower response is received by the middleware; 5 — the middleware adjudicates
the two responses; 6 — the middleware sends the result back to the client or if none exists initi-
ates recovery or signals a failure.
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Fig. 4. Timing diagram with two diverse servers and middleware running in optimistic regime.
The meaning of the arrows is: I — the client sends a query to the middleware, 2 — the middle-
ware translates the request to the dialects of the servers and sends the resulting queries, or
sequences of queries, to the respective servers; 3 — the fastest response is received by the mid-
dleware; 4 - the middleware sends the response to the client.

slower response may come from either server, the service provided by the FT-node
will be slower than if a non-replicated node with the slower server was used. This
slow-down due to the pessimistic regime is the cost of the extra dependability assur-
ance.

Many see performance (e.g. the server’s response time) as the most important non-
functional requirement of SQL servers. Is diversity always a bad news for those for
whom performance is more important than dependability? Fig. 4 depicts a scenario,
referred to as the “optimistic” regime. For this regime the only function of the mid-
dleware is to translate the client requests, send them to the servers and as soon as the
first response is received, return it back to the client.

Therefore, if the client is prepared to accept a higher risk of incorrect responses di-
versity can, in principle, improve performance compared with non-diverse solutions.



On Designing Dependable Services with Diverse Off-the-Shelf SQL Servers 205

How does the optimistic regime compare in terms of performance (e.g. response
time) with the two diverse servers used? If one of the servers is faster on every query,
diversity with the optimistic regime does not provide any improvement compared
with the faster server. If, however, the faster response comes from different servers
depending on the query, then the optimistic regime will give a faster service than the
faster of the two servers (provided the overhead of the middleware is not too high
compared with the response times of the servers).

The faster response for a query may come from either server (as shown in Fig. 4).
A similar effect is observed when accepting the faster response between those of two
or more identical servers. Similarly, in mirrored disk configurations one can take
advantage of the random difference between the physical disks’ response times to
reduce the average response time on reads [33]. What changes with diverse servers is
that they may systematically differ in their response times for different types of trans-
actions/queries, yielding a greater performance gain. The next section shows experi-
mental evidence of this effect.

4 Increasing Performance via Diversity

4.1 Performance Measures of Diverse SQL Servers

We conducted an empirical study to assess the performance effects of the pessimistic
and optimistic regimes using two open-source SQL servers, PostgreSQL 7.2.4 and
Interbase 6.0 (licenses for commercial SQL servers constrain the users’ rights to pub-
lish performance related results).

For this study, we used a client implementing the TPC-C industry-standard bench-
mark for on-line transaction processing [34]. TPC-C defines 5 types of transactions:
New-Order, Payment, Order-Status, Delivery and Stock-Level and sets the probability
of execution of each. The specified measure of throughput is the number of New-
Order transactions completed per minute (while all five types of transactions are
executing). The benchmark provides for performance comparisons of SQL servers
from different vendors, with different hardware configurations and operating systems.

We used several identical machines with different operating systems: Intel Pentium
4 (1.4 GHz), 640MB RAMBUS RAM, Microsoft Windows 2000 Professional for the
client(s) and the Interbase servers, Linux Red Hat 6.0 for the PostgreSQL servers. The
servers ran on four machines: 2 replicas of Interbase and two replicas of PostgreSQL.
Before the measurement sessions, the databases on all four servers were populated as
specified by the standard.

The client, implemented in Java, used JDBC drivers to connect to the servers. We
ran two experiments with different loads on the servers:

Experiment I: A single TPC-C client for each server;

Experiment 2: 10 TPC-C clients for each server, each client using one of 10 TPC-C
databases managed by the same server, so that we could measure the servers’ per-
formance under increased load while preserving 1-copy serialisability.

Our objective of the study was not just to repeat the benchmark tests for these
servers, but also to get preliminary indications about the performance of an FT-node
using diverse servers, compared to one using identical servers and to a single server.
Our measurements were more detailed than the ones required by the TPC-C standard.
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We recorded the response times for each individual transaction, for each server. We
were specifically interested in comparing two architectures:

— two diverse servers concurrently process the same stream of transactions (Fig. 1)
translated into their respective SQL dialects: the smallest possible configuration
with diverse redundancy.

— a reference, non-diverse architecture in which two identical servers concurrently
process the same stream of transactions.

All four servers were run concurrently, receiving the same stream of transactions
from the test harness, which produced four copies of each transaction/query. The
overhead that the test harness introduces (mainly due to using multi-threading for
communication with the different SQL servers) is the same with and without design
diversity.

Instead of translating the queries into the SQL dialects of the two servers on the
fly, the queries were hard-coded in the test harness. The comparison between the two
architectures is based on the transaction response times, neglecting all extra over-
heads that the FT-node’s middleware would introduce. This simplification may
somewhat distort the results, but also allows us to compare the potential of the two
architectures, and to look at possible trade-offs between dependability and perform-
ance, without the effects of the detailed implementation of the middleware.

We compare the performance of the two servers with each other and with the two
regimes, pessimistic (Fig. 3) and optimistic (Fig. 4). The performance measure we
calculated for the pessimistic regime represents the upper bound of the response time
for this particular mix of transactions while performance measure for the optimistic
regime represents the lower bound.

We used the following measures of interest:

— mean transaction response times for all five transaction types (Fig. 5)
— mean response times per transaction of each type (Fig. 6).

With two identical SQL servers (last two server pairs in Fig. 5), the difference be-
tween the mean times is minimal, within 10%. The mean times under the optimistic
and pessimistic regimes of operation remain very close (differences of <10% for In-
terbase and <15% for PostgreSQL). Interbase is the faster server, being almost twice
as fast as PostgreSQL, for this set of transactions.

When we combine two diverse SQL servers we get a very different picture. Now
the optimistic regime can deliver dramatically better performance than the faster
server, Interbase. The mean response time is almost 3 times shorter than for Interbase
alone (compare the first two bars for the first four pairs). When the pessimistic regime
is used, the value of the mean response time is larger than the respective value of the
slower server, PostgreSQL, but the slow down is within 40% of PostgreSQL’s mean
response time - the cost of the improved dependability assurance.

In order to understand why a diverse pair is so different from a non-diverse pair we
looked at the individual transaction types. The mean response times of the five trans-
action types individually are shown in Fig. 6. The figure indicates that the servers
“complement” each other in the sense that when Interbase is slow (on average) to
process one type of transaction PostgreSQL is fast (New-Order and Stock-Level) and
vice versa (Payment, Order-Status and Delivery). This illustrates why a diverse pair
outperforms a non-diverse one so much when the optimistic regime is used, and why
it is worse than the slower server when the pessimistic regime is used (Fig. 5).
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Fig. 5. Mean response time for all five transaction types over 10,000 transactions for two repli-
cas of Interbase 6.0 and two of PostgreSQL 7.2.4. The X-axis lists the servers grouped as pairs
(Server 1 and Server 2). Each server may be of type Interbase (IB) or PostgreSQL (PG). For
each of the 6 server pairs the vertical bars show: — the mean response times of the individual
servers and the mean response times calculated for the two regimes of operation of an FT-node
(optimistic and pessimistic).
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Fig. 6. Mean response times by two replicas of Interbase 6.0 and PostgreSQL 7.2.4 for all five
transactions. The X-axis lists the transaction types (New-Order, Payment, Order-Status, Deliv-
ery and Stock-Level). The Y-axis gives the values of the mean response time in milliseconds for
each of the servers (IB1, IB2, PG and PG2) for a particular transaction type.
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Fig. 7. Response times for the New-Order and Payment transactions. Every dot in the plots
represents the response times of two servers for an instance of the respective transaction type.
If the times were close to each other most of the dots would be concentrated around the unit
slope (observed for the pairs of identical servers, IB1 vs IB2 and PG1 vs PG2). If the dots are
mostly below the slope, Interbase is slower (as with the New-Order). If the dots are concen-
trated above the unit slope — PostgreSQL is slower (as with the Payment). Similar results were
obtained for the other three diverse server pairs.

In addition to the mean execution times, we have calculated the percentage of the
faster responses coming from either Interbase or PostgreSQL for each transaction. For
three transaction types the situation is clear-cut. Interbase is always the faster server
for Order-Status and Delivery transactions, while PostgreSQL is always the faster for
Stock-Level transactions. For New-Order and Payment transactions instead, the server
that is faster on average does not provide the faster response for each individual trans-
action. Consider the pair {IB1, PG1}. For New-Order transaction, PG1 is faster than
IB1 on 81.2% of the transactions but slower on 15.6% (3.2% of the response times
were equal). The situation is reversed for Payment transactions: 77.2% of the faster
responses come from IB1, 15.3% from PG1. This fluctuation is further revealed in
Fig. 7. Both observations confirm that diverse servers under the optimistic regime
would have performed better (for this transaction mix and load) than a pair of identi-
cal servers.

This pattern of the two SQL servers “complementing” each other was also ob-
served in Experiment 2 under increased load with 10 TPC-C clients. During this ex-
periment the servers were “stretched” so much that the virtual memories of the ma-
chines were exhausted. Similarly to the observations of Experiment I, when two
identical servers are used the difference between the mean response times is minimal,
within 10%, and the difference between the mean response times of the optimistic and
pessimistic regime remain less than 10% for both servers. Again Interbase is the faster
server.

The mean response times when two diverse servers are considered under the opti-
mistic regime are around four times shorter than for Interbase alone. Under the pessi-
mistic regime, the mean response time is of course larger than the value of the slower
server (on average), PostgreSQL, but the slow down is within 60% of PostgreSQL’s
mean response time (it was 40% in Experiment I, when a single client was used).
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4.2 Design Solutions for the Optimistic Regime

Under the optimistic regime, diversity offers better performance than each of the
diverse SQL servers used. Various design solutions are possible, with different trade-
offs between dependability and performance. We discuss two in more detail, for an
FT-node with two or more servers:

Non fault-tolerant solution: For each query, the middleware forwards the first re-
sponse to the client and discards all later responses. The performance gain depends on
whether, by the time the middleware relays a query to the servers, all servers have
finished processing the previous query®. If the slowest server is still processing the
previous query, there are two options:

— the middleware waits until the slowest server completes (aborting the query is not
an option because it will compromise data consistency); this delay may seriously
limit the performance gain given by the optimistic regime;

— the middleware forwards each query, of a transaction, immediately to those servers
that are done processing the previous one, but buffers it for servers that are not. If
the middleware only behaves like this within transactions, while on commits of
transactions it, inevitably, waits for the slowest server, 1-copy serialisability is pre-
served.

The transport delays and the client’s own processing delays are the two key factors,
which decide how much time will be gained using the optimistic regime. The trans-
port delays are implementation-specific and likely to be significant in multi-tier sys-
tems. Similarly, the client’s own delay is application specific. For interactive applica-
tions, it is very likely to be significant.

Fault-tolerant solution: The middleware optimistically forwards the first response to
the client, and keeps a copy to compare with later responses when they arrive. If they
differ, it initiates recovery. This is easily accomplished within a transaction: the trans-
action is rolled back, and the client is notified just as for any other transaction roll-
back decided by a server. This optimistic fault-tolerant scheme will be almost as fast
as discarding the late responses, except in the presumably rare case of discrepancy
between the servers' responses. The previous considerations about the impact of
transport delays and of the client’s processing delays still apply.

5 Related Work

Replicated databases are common, but most designs are not suitable for diverse re-
dundancy. We have referred in the previous section to some of the standard solutions
[10], [11], [19], [22] and [20].

Recent surveys exist of the mechanisms for eager replication of databases [35], and
for the replication mechanisms (mainly lazy replication) implemented in various SQL

6 This happens if the sum of the transport delay to deliver the fastest response to the client, the
client’s own processing time to produce the next query, and the transport delay to deliver the
next query to the middleware is longer than the extra time needed by the slower server to
complete query processing. In this case, both (or all) servers will be ready to take the next
query and the race between them will start over.
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servers [36]. The Pronto protocol [37] attempts to reduce the negative effects of lazy
replication using ideas typical for eager replication. One of its selling points is that it
can be used with off-the-shelf SQL servers, but it is unclear whether this includes
diverse servers. A potential problem is the need to broadcast the SQL statement from
the primary to the replicas. The syntax of SQL statements varies between SQL serv-
ers, as discussed in Section 3.

A relevant discussion of the various ways of implementing database replication
with off-the-shelf SQL servers is in [38]. Three forms are discussed, treating the SQL
servers as black, white or grey boxes. All commercial vendors of SQL servers use the
white-box approach, where a suite necessary for replication is added to the code of the
non-replicated server. The black-box and the grey-box approaches are implemented in
the form of middleware on top of the existing SQL servers. The black-box approach,
like the design solutions discussed here, uses the standard interfaces of the servers and
its main advantage is applicability to a wide range of servers. The grey-box approach,
implemented in [39] and [40], assumes that the servers provide services specifically to
assist replication.

Comparisons of various replication protocols from the point of view of their per-
formance and feasibility are presented in [18], [19].

The problem of on-line recovery is scrutinised in [41] and [24] and cost-effective
solutions are proposed.

6 Discussion

The fault diversity figures (presented in Section 2) point to a serious potential gain in
reliability from using a fault tolerant SQL server built from two or more off-the-shelf
servers. There are limitations to what can be speculated from the bug reports alone,
because these do not address the frequency of the failures caused. The actual failure
reports would be more informative, especially if the vendors used automatic failure
reporting mechanisms. An even better analysis could be obtained if these mechanisms
gave indications about the users’ usage profile as proposed in [42]. However such
detailed dependability information is difficult to obtain from the vendors. Based on
the evidence of fault diversity presented in Section 2, using a diverse fault-tolerant
server would already appear a reasonable and relatively cheap precautionary decision
(even without good predictions of its effects) for a user that had: serious concerns
about dependability (e.g., interruptions of service or undetected incorrect data being
stored are very costly); client applications using mostly the core features common to
multiple off-the-shelf products (for instance a user who required portability of appli-
cations); modest throughput requirements for database updates which make it easy to
accept the synchronisation delays of a fault-tolerant server.

We have provided a more detailed discussion of the fault diversity results in [14].

Data diversity has been proposed as a possibility to detect failures that would oth-
erwise be un-detectable in some diverse server replication settings. We have provided
examples of this in Section 3.6. The possible benefits of this approach could be its
relatively lower cost (especially if OTS re-phrasing software becomes available) in
comparison with design diversity, and also that it can be used with or without design
diversity allowing for various cost-dependability trade-offs.
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In Section 4 we presented the results from our experiments on the performance of
two open-source SQL servers. We estimated the likely performance effect of diversity
under optimistic and pessimistic regime of operation.

The Quality of service provided by a database server can be defined to include both
performance and dependability. Clients with conflicting needs may benefit from de-
sign diversity according to their own priorities because an FT-node can apply differ-
ent regimes for different databases or different clients. When performance is top pri-
ority the optimistic regime can be used, possibly even in the non-fault-tolerant
variation, which discards the slower responses. In many practical cases this is likely to
produce significant improvement. At the other end of the spectrum, when dependabil-
ity is top priority, the pessimistic regime with a fully featured middleware for fault-
tolerance will provide significantly improved dependability assurance. Several inter-
mediate solutions are possible with different trade-offs between performance and
dependability. The optimistic regime can be used together with functionality for fault-
tolerance using the responses from all servers as discussed in Section 4.2.

7 Conclusions

Most users of SQL servers see performance as the most critical requirement. Depend-
ability, although important, is often assumed not to be a problem, and users who seek
to improve it are apparently satisfied with redundant solutions meant to tolerate crash
failures only.

We have argued that non-diverse replication is a limited solution, since many
server failures are non-self-evident and cannot be tolerated by non-diverse replication.
We have shown evidence of this problem from our “fault diversity” measurements.
To provide extended protection against non-self-evident failures, we have argued in
favour of using diverse SQL servers and outlined a range of possible architectural
solutions.

We have presented some encouraging empirical results which suggest that diver-
sity can improve the performance of a fault-tolerant server. To the best of our knowl-
edge, similar results have not been reported before. This possibility is due to the fact
that different SQL server may “complement” each other, as we have established em-
pirically for Interbase and PostgreSQL: one of the server is systematically faster in
processing some types of transactions while the other server is faster processing other
types of transactions. This is similar to the intuitive idea of forming teams of indi-
viduals who have different skills, which is an accepted view in various areas. Diver-
sity can improve both aspects of the service provided by the SQL servers, dependabil-
ity and performance.

We have outlined some design problems in implementing middleware for diverse
SQL servers. However, the technical benefits of having such a solution for data repli-
cation could be significant. There remain open questions worth studying in the future:

— the work on fault diversity can be extended by finding out whether the same pro-
portion of crash/non-crash failures will be observed with later versions of the serv-
ers, or even including other servers e.g. DB2, MySQL, etc.

— evidence of actual failure diversity (or lack thereof) in actual use is also to be
sought. We are currently running experiments to assess statistically the actual reli-
ability gains. We have so far run a few million queries on a configuration with
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three off-the-shelf SQL servers (Interbase, Oracle and MSSQL), with various loads
without failures. We plan to continue these experiments for more complete test
loads

demonstrating the feasibility of automatic translation of SQL queries from, say
ANSI/ISO SQL syntax to the SQL dialect implemented by the deployed SQL serv-
ers.

empirical evaluation of whether the “optimistic” regime, discussed in Section 4, is
practicable for a range of widely used clients;

implementing configurable middleware, deployable on diverse SQL servers, to
allow the clients to request quality of service in line with their specific require-
ments for performance and dependability, is a possibility for future work
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A Model and a Design Approach
to Building QoS Adaptive Systems
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Abstract. This chapter addresses the task of building Internet-based service
provisioning systems where the quality of services (QoS) provided should not
be perturbed due to changes in execution environments and user requirements.
Specifically, it presents a system architecture and identifies a model appropriate
for developing distributed programs that would implement the system. The
model abstracts the network performance and dependability guarantees typi-
cally offered by the Internet service providers and is termed the probabilistic
asynchronous model. The protocols for this model are shown to be derivable
from those developed for the well-known classical models, namely: the syn-
chronous and the asynchronous models. A protocol for reliable broadcast is de-
rived from a synchronous protocol, together with QoS management algorithms.
The system architecture prescribes the role of QoS management algorithms to
be: feasibility evaluation on QoS requests from the end users, and adapting sys-
tem protocols in response to changes in the environments.

1 Introduction

A software architecture is typically described in terms of components (a component
characterises a unit of computation), connectors (a connector characterises a unit of
interaction), and a configuration (that describes the composition of a set of compo-
nents via connectors). Services provided by a component are used by other compo-
nents via connectors. Components and connectors can be either primitive or complex.
A complex connector is a connector that is built from a set of connectors and compo-
nents. A complex connector can be seen as the middleware that comprises a set of
services for hosting components and their interoperation (e.g., CORBA). We examine
here some fundamental issues on how middleware (from now on referred to as sys-
tem) can be designed to host components capable of providing services to users that
demand specified levels of Quality of Service (QoS) such as availability and timeli-
ness.

A system’s ability to maintain the QoS level desired by a user can be perturbed by
several factors. An example can be a new user requesting services with some speci-
fied QoS or an existing user issuing dynamically a request for an enhanced level of
QoS. In these occasions, the system has to be able to evaluate if the request can be
met without jeopardising the QoS commitments already in force for other users. Thus,
it should essentially evaluate the feasibility of QoS provisioning and, where and if
possible, adapt itself when QoS perturbs are encountered. In essence, it needs to be
QoS adaptive in nature. The adaptation can range from adjusting the operational pa-
rameters (e.g., reducing the level of redundancy) to, at the extreme end, deploying
additional resources such as computational capacity, bandwidth and storage.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 215-238, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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There are many QoS attributes that can be generally associated with a system; /a-
tency, throughput, and reliability are common ones and will be the focus of this chap-
ter. Intuitively, the end-to-end QoS (e.g., latency) offered at the system level, and seen
by the end user, is an aggregation (of some sort) over the QoS offered by the various
subsystems that make up the system. A subsystem provides certain services to other
(consumer) subsystems, by making use of the services provided to it by some other
(producer) subsystems. (The end-user is the ultimate consumer.) When a consumer
subsystem requests an enhanced QoS requirement, a QoS adaptive subsystem either
adapts its operations to accommodate the request or evaluates the enhanced QoS
which one or more producer subsystems need to provide if the consumer request has
to be satisfied. The request cannot be met if a producer subsystem cannot support the
enhanced QoS. At the bottom-end of this producer-consumer chain are the subsys-
tems that directly manage the resources themselves: communication subsystems (CS),
operating systems (OS) and storage systems (SS).

It is thus obvious that building a QoS adaptive system requires that it must be fea-
sible to dynamically evaluate the QoS guarantees which the resourceful subsystems —
CS, OS and SS - can offer for a given set of higher level requirements. Of these three
resourceful subsystems, the service providers normally own computational resources,
operating systems and storage systems. Furthermore, the techniques for evaluating
latency, throughput and failure rates of OS (real-time OS in particular) and SS under a
given operational environment are well known. However, the situation will be differ-
ent with the CS if it operates on a best-effort basis over the Internet. In such an envi-
ronment, the application related message traffic needs to compete for bandwidth and
survive router congestions, and the CS cannot therefore offer meaningful QoS guaran-
tees. This means that there must be means to reserve bandwidth and accord priority to
traffic flows so that the CS can also be QoS aware. The task of building an Internet
based, QoS adaptive system thus becomes solving a design problem which involves

i. formulating a model, specifically a network communication model, that accu-
rately characterises an environment that is realisable in practice as well as sup-
portive of building a QoS adaptive system; and,

ii. generating a design solution that consists of logical modules which are structured
as per an architecture and implemented by protocols whose performance can be
influenced as per some algorithms in order to achieve QoS adaptation.

The contributions of this chapter are to address in detail each of these aspects,
namely, the model, the architecture, and the protocols and algorithms. Approaches to
distributed system designs have thus far assumed two broad classes of computational
and communication models: synchronous and asynchronous. In the synchronous
model, processing and communication delays are bounded by known constants. Con-
sidering the synchronous model requires that the resources be adequately provided for
a system load anticipated at the design time and that the run-time load never exceeds,
nor be ever allowed to exceed, what has been anticipated. It is shown to be appropri-
ate for designing hard real time systems embedded in well-characterised environ-
ments (e.g., MARS system [22]). For our purposes, this would mean that the service
provider owns and controls all resources (including the network) and the system
blocks new service requests if there is an apparent risk that the load may exceed an
assumed threshold. Such a system will be uneconomical to run in the service provi-
sioning context and cannot scale beyond the private network onto the Internet.
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Best-effort traffic over the Internet, as mentioned earlier, involves contention for
bandwidth and surviving congestion in en-route routers. It is therefore not possible to
derive bounds on message communication delays. Moreover, a school of opinion in
the literature advocates that the Internet traffic pattern is accurately captured only by
self-similar processes [25]. As per self-similar network traffic, arrivals are concen-
trated (i.e., occur in batches) irrespective of the smallness of granularity of the obser-
vation time. This aspect runs counter to the notion of processes being rescaled in time
so that the resulting coarsified processes lose dependence and take on the properties
of an independent and identically distributed (i.i.d.) sequence of random variables.
Consequently, self-similar processes are not amenable to a tractable analysis neces-
sary for deriving probabilistic distributions of latency and throughput. The underlying
cause for this difficulty is the breakdown of Markovian assumptions, and also the lack
of moments (e.g., an infinite mean) of a self-similar process.

These observations led researchers to considering the second model, the asynchro-
nous model, wherein the delays are finite but no assumption can be made on the abil-
ity to deduce delay bounds or delay distribution. A system design based on the asyn-
chronous model can therefore guarantee only eventual correctness, leaving QoS
considerations as an after-thought.

We believe that the QoS provisioning, like many dependability attributes (like se-
curity), should not be achieved effectively as an add-on feature, but rather should be
made a core objective of the design process. This then makes the availability of a
QoS-aware and scaleable CS, an essential requirement. Developments in network
service provisioning indicate that Internet Service Providers (ISPs) help meet this
requirement. ISPs offer to their customers QoS guarantees on the end-to-end network
performance based on elegant resource management models for the Internet (see [15]
for example). For example, the AT&T managed Internet service — a leading ISP —
offers 99.99% network availability, a monthly average latency of 60 milliseconds
(within the US), and a packet loss rate of less than 0.7%. We will therefore assume
that the CS of the QoS adaptive system to be built is provided by an ISP together with
well-defined network performance guarantees.

Note that the QoS guarantees offered by the ISPs (even to the high-end users) are
not deterministic, as regarded within the synchronous model; rather they are probabil-
istic in nature. Note also that when the network is not guaranteed to be 100% loss-less
and 100% available, a message may have to retransmitted and may therefore take an
arbitrary amount of time — a feature of the asynchronous model.

Section 2 will focus on presenting a model that characterises the environment con-
sidered for building a QoS adaptive system, the system architecture as per which the
subsystems get structured and interact, and the subsystem architecture identifying the
internal structure of a subsystem and the requirements which the protocols and algo-
rithms of a subsystem need to meet. Our computation and communication model will
be termed the probabilistic asynchronous model, and will include an abstract repre-
sentation of the QoS guarantees offered by the ISPs. We also compare and contrast
our model against other known models. The system architecture presented next will
echo the principles of design composability [22]: an efficient and modular construc-
tion of a QoS adaptive system requires that its subsystems are built to be QoS adap-
tive as well. The subsystem architecture that follows will identify the following re-
quirements: the probabilistic asynchronous protocols of a subsystem must be designed
with configurable parameters; and, they should be associated with algorithms with
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which the protocol parameters can be appropriately set in order that the subsystem can
maintain the desired QoS level.

The next three sections are devoted to convincing the reader that our proposed ap-
proach to building a QoS adaptive system is feasible and realistic. To this end, we
consider the task of building a QoS adaptive group communication (middleware)
system. We show that the probabilistic asynchronous protocols with configurable
parameters can be derived for various subsystems from the rich set of protocols de-
veloped for asynchronous and synchronous models in Sections 3 and 4, respectively.
In section 3, we consider protocols for various subsystems, such as reliable multicast
[3, 18] consensus, non-blocking atomic commit [16], and indicate how their deriva-
tion can be done. Section 4 focuses on one particular subsystem (reliable multicast)
and presents a complete derivation of a protocol for the probabilistic asynchronous
model from a synchronous protocol. Section 5 presents the derivation of algorithms,
or more specifically a set of expressions, for setting the parameters of the protocol
derived in Section 4. Section 6 examines the related work in the literature, and identi-
fies many directions for future research; Section 7 concludes the chapter.

2 The Model and a Design Framework

2.1 Probabilistic Asynchronous (PA) Model

The system is made up of nodes that communicate using the communication subsys-
tem (CS). A node or any process hosted within it functions correctly until and unless
it crashes. A node (or a process) that does not crash is said to be correct. To present
the probabilistic asynchronous model, PA model for short, we will assume a global
clock which is not accessible to processes.

Processing Delays: Within a correct node, any task that is scheduled to be executed at
time t, will be executed at t + T where T is a random variable with some known distri-
bution.

Storage Delays: When a correct process initiates a storage request (for storing or
retrieving of data) at time t, the request will be correctly processed at t + G, where G is
a random variable with some known distribution.

Transmission Delays: If a correct process i sends a message m to another correct

process j at time t, then

e m is delivered to j (i.e., m arrives at the buffer of j) with some probability 1-g (m
may be lost in transmission with probability g).

e if m is not lost, it is delivered at t + & where 6 is a random variable with some
known distribution.

If the distributions of T, ¢, and d are uniform with some known mean and ¢ = 0,
then the PA model refers to the well-known synchronous model which permits upper
bounds on T, ¢, and & to be determined with certainty; a violation of this bound is to
be regarded as a failure of either the sending node or the receiving node. Thus, the
synchronous model is a special case of the PA model. This means that any PA proto-
col designed for any given delay distribution and for a non-zero ¢ should run correctly
in a synchronous system when the delay distribution is uniform and g = 0. Con-
versely, if a problem is unsolvable in a synchronous system, then it cannot be solved
in the PA model.
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The asynchronous model considers the bounds on the delays &, 6, and 0 to be fi-
nite; neither the bounds nor the delay distributions can be known with certainty. For
example, any bound on delays, however judiciously deduced, is vulnerable to being
violated with unknown probabilities. The PA model, on the other hand, assigns prob-
abilities or coverage to quantification of delay bounds. The PA model also differs in
two ways from the two deterministic models over the treatment of message/packet
loss. First, the losses are considered to be independent, though in reality they are
likely to be correlated. This is abstracted for two reasons: it leads to a tractable per-
formance analysis and the loss probability guaranteed by commercial ISPs is usually
very small (about 1%).

Suppose that process i sends message m to process j a finite number of times, say k
times, there is a small probability (g¥) that m is not delivered to j. Whereas, in the
synchronous and the asynchronous models, the probability of a transmission failure
with k, k> 1, attempts is assumed to be nil for some finite k. This assumption is often
referred to as the bounded degree omission failures, and implies an underlying as-
sumption that the losses are transient in nature and do not affect a flow between a
given pair of processes permanently. The bound k is regarded to be known and un-
known in the synchronous and asynchronous models respectively. Furthermore, in
these deterministic models, it is usual to abstract the redundant transmissions neces-
sary to mask losses within the ‘send’ operation and to denote the over-all end-to-end
transmission delay as 8. The ‘send’ operation in the PA model however refers to a
single, non-redundant transmission. Thus, if g* in the PA model is taken to be zero for
some k and the delay distributions be unknown and with finite support, then the PA
model becomes the asynchronous model. Table 1 summarises these observations on k
and 0.

The timed asynchronous (TA) model [10] assumes a fail-aware service on top of
an asynchronous CS. This service discards messages delivered by the asynchronous
CS, if the messages are delayed by more than a threshold which is a fail-aware service
parameter. Consequently, the CS of the TA model becomes much similar to that of
the synchronous model (see Table 1) except for a non-zero loss probability that can be
much higher than g of the PA model due to the filtering by the fail-aware service.

Table 1. Relative Comparison of the Models.

MODELS Synchronous Asynchronous Timed Probabilistically
PARAMETERS Asynchronous Asynchronous
Bound on Known Finite and Finite and Random variable
successive Unknown Unknown on [0, o]
transmission
losses, k
End-to-end Has a known Has a finite and Has a known Random variable
delay for bound unknown bound bound, if on [0, o] with
a ‘sent’ message not known distribu-
message, & lostnor dis- | tion, if message

carded by fail- | not lost
aware
Processing and Have known Have finite and | Have finite and | Random vari-
Storage de- bounds unknown unknown ables on [0, o]
lays, m and © bounds bounds with known
distribution
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2.2 A Framework for Building a QoS Adaptive System

The model characterises the behaviour of subsystems CS, OS and SS which manage
respectively the capacity to communicate, process and store information. These sub-
systems are collectively denoted as S in figure 1. For a QoS adaptive system to be
feasible, S, must export a QoS management interface in addition to the traditional
service interface. Using this interface, a higher-level subsystem S, can request S,
whether a specified distribution for each of the delay variables (r, 6, 8) and a speci-
fied loss probability (g) can be supported; this in turn would help determine whether a
given set of requirements on processing, storage and bandwidth capacities addition-
ally needed to support an end user requirement can be met. If the request for a speci-
fied distribution for each of the delay variables cannot be supported, S, may respond

with the delay distributions which it can currently support.
Each subsystem S;, i = 1, will have two components: service component (service;)
and QoS management component (gos;).

e service; implements a specified service tolerating at most ¢ node crashes;
e gos; evaluates the delay and throughput distributions of service; as a function of
such distributions offered by service, ;. (The throughput offered by S, is (1-g)

times the message sending rate, if a buffered message is received by the destination
process instantly.) gos, will also take into account the overhead that service, would

incur given the size of input from the higher level.

Service + QoS Request )

QoS On Offer (ii)
(iii)
Accept Offered QoS
Service
Service
V) (iv) Request
Application A qosa Application Layer
service, qosy Subsystem S,
service,.| qOSn1 Subsystem S,
service, qos) Subsystem S
service (CS, OS, SS) qosy Resourceful
Subsystems Sy

Fig. 1. Structure of a Fault-tolerant QoS Adaptive System.
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At the top of the stack are the application (A) and its QoS manager (gos,). When a

user submits a request with the required (probabilistic) delay and throughput guaran-
tees (interaction (i) in figure 1), the application QoS manager gos, computes and

passes down the QoS guarantees expected of S, to gos,. The gos, computes the guar-
antees expected of S, so that the guarantees required by gos, can be met. The guar-
antees expected of S, are passed down to gos,_ ;.

The QoS feasibility evaluation thus travels down to S, which computes if it can

maintain the necessary mean and the variance of delay distributions for the overall
resource requirement. If it is possible, then the user request will be accepted; else, S,

returns the mean and variance it can sustain and the reverse computations are made by
successive gos; upwards (interaction (ii) in the figure). The user is then informed of

the QoS guarantees the system can offer.

Structure of a Subsystem
Suppose that a user request is accepted for a set of given QoS metrics. Each gos, , 1 =
1, records the QoS requirements that service; needs to meet (interaction (iii) in Figure

1). The service request is submitted to the application whose execution invokes vari-
ous service, (interaction (iv) in Figure 1). The (fault-tolerant) protocols and programs

that implement a service; must be designed with configurable parameters (which can
be regarded as ‘QoS control knobs’). The gos; needs to set appropriate values for
these parameters so that the service, can meet its QoS obligations to service,,, (inter-

action (vi) in Figure 2). This parameter setting and the feasibility analyses carried out
prior to accepting the user request will require that gos; be equipped with algorithms
to evaluate the performance of service, in terms of these parameters. Specifically, gos,
should be able to evaluate the QoS metrics offered by service; for a given set of pa-
rameter values (e.g., latency for a given level of redundancy) and vice versa, and also
derive the parameter values from the QoS guarantees from service, ; below (e.g., the
level of redundancy for a given loss probability) and vice versa. The necessary algo-
rithms are contained in a module called the gos evaluator within gos;, denoted in
figure 2 as qosE..

Developing algorithms for gosE; to evaluate the QoS metrics offered by service, for
a given set of parameter values (and vice versa), will involve stochastic modelling and
predicting the performance of service,. Tractable performance predictions often war-
rant approximations to be taken and we would propose that such approximations tend
to underestimate the actual performance. This means that service; will tend to perform
better than predicted by gosE., offering a better QoS to service,,, than gos,,, is
expecting. The system will thus have an inherent tendency not to fail on the end-to-
end QoS promised to the user.

It is possible that the QoS guarantees agreed by the ISP are violated for a pro-
longed period. These violations can lead to various higher level subsystems being
unable to meet their QoS obligations. So, a requirement for each gos, is to monitor the

QoS offered by service, | to service;, and attempt to re-adapt the protocols of service,
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so that service; still maintains its QoS guarantees to service,,,. The monitoring module
of gos;, denoted in figure 2 as gosM;, monitors service, | (interaction (vii) in figure 2)
and extracts QoS metrics which are passed to gosE; (interaction viii). When the
discrepancy between the assumed and reported metrics is beyond a threshold, gosE,
attempts to re-set the appropriate protocol parameters of service,.

<—1+— qosEi,, <1—— qosM,, Subsystem S;,,
_________ 7
(vi) (viii)
service; <+ qosE;, <—1— qosM, Subsystem S;
T (vii)

Fig. 2. The Structure of a Subsystem.

In summary, the protocols and programs of service; must be designed with parame-
ters that can be used to influence the performance of service;; qosE; must contain

algorithms or expressions characterising the relationship between the choice of pa-
rameters and the resulting QoS metrics of service;; and, gosM; must contain algo-

rithms to monitor the services provided by service, | to service;, and to determine the
QoS metrics of service, ;. In the next two sections, we will address the first issue of

developing protocols for building a QoS adaptive middleware system. Specifically,
we will indicate that the PA model middleware protocols with configurable parame-
ters can be derived from the rich set of synchronous and asynchronous middleware
protocols in the literature. The last two issues will be addressed in Section 5.

3 QoS Enabled Middleware Protocol Derivation

We have earlier noted that the classical synchronous model is a special case of the PA
model, with an implication that any problem that is unsolvable in the former is also
not solvable in the PA model. We will therefore restrict our protocol derivation efforts
to the domain of middleware services available in a synchronous, fault-tolerant sys-
tem. We have also noted that the PA model with assumptions on ¢ and finite support
distributions becomes a special case of the asynchronous model. Thus, the PA mid-
dleware service protocols can, in theory, be derived from the (deterministic) asyn-
chronous protocols, if the latter do exist for a given service. In this section, we will
describe how protocol derivation can be accomplished. To this end, we will first focus
on the timing aspects of a service specification in the synchronous, asynchronous and
PA models. It is fair to claim that the synchronous model specification of a given
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service, when expressed in the asynchronous and PA models, can differ only in the
timing aspects and all other aspects must remain the same. This claim will be ex-
plained and be exemplified shortly.

Among the asynchronous protocols published in the literature, we will make use of
the ones based on failure detectors, FD for short [5], as they conveniently separate the
time-related issues from time-free ones. The former are abstracted within FDs, leav-
ing the protocols themselves time-free and deterministic. This separation of temporal
concerns allows an appropriate FD-based protocol to be used in the PA model rela-
tively unchanged, provided that the required failure detector is implemented in the PA
model. We identify three useful failure detectors for our purpose and propose their
PA implementation. Thus, deriving a PA service protocol amounts to choosing an
appropriate FD-based asynchronous protocol and implementing that FD.

3.1 Models and Service Specifications

It is not unusual to state synchronous service specifications with reference to nodes’
clocks which are assumed to be synchronised within some known bound €. A node’s
synchronised clock is the local approximation of a global time base; in what follows,
we will assume that if nodes’ clocks are assumed to be synchronised in a specifica-
tion, then clocks are perfectly synchronised, i.e., € = 0. In other words, the synchro-
nous specifications we consider have time expressed with reference to a global (and
reliable) time base.

The timing aspect of a synchronous service specification usually runs as follows: if
a specified event happens at one process at time t, then another (specified) event must
occur at a correct process at t’, t” <t + A, where A is a known constant. In the asyn-
chronous specification of the same service, Ais finite but unknown: the second
(specified) event must occur at a correct process eventually. In the PA model, A is
bounded by D with probability r, that can be estimated in advance. Below we present
the specifications of four well-known middlware services in the three models; the
timing aspects shown within brackets in normal, bold, and underlined fonts refer to
the synchronous, asynchronous, and PA models, respectively.

Clock Synchronisation Service

A clock is said to be correct if its host node is correct and its running rate does not
differ from that of the global reference clock by an amount whose magnitude is
bounded by a small known constant K. At any global time t,

e Precision: The absolute difference between the readings of any two correct clocks
will be within €, (where € is a small known constant) (where ¢ is finite but un-
known) (where € is bounded by E with probability 7 that can be estimated in ad-
vance), and N

e Accuracy: The absolute difference between the reading of a correct clock and that
of the global reference clock will be within B, (where B is a small, known con-
stant) (where f is finite but unknown) (where B is bounded by B with probabil-
ity rp, that can be estimated in advance).
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Atomic Commit Service

Among a set of n > 2 processes that are known to each other, one process is desig-
nated as the General [26] and others as Lieutenants (which are only crash prone). The
General is to broadcast a value at time t (that is known to the Lieutenants) (that is
unknown to the Lieutenants) (that is known to the Lieutenants with a certainty that
can be estimated in advance).

e Termination: every correct process decides at t + A (where A is a known constant)
(where A is finite but unknown) (where A is bounded by D with probability ry
that can be estimated in advance)

o Validity: If the General is correct and broadcasts value v, then all correct processes
decide on v

e Unanimity: all correct processes decide on the same value (even if the General
crashes at or before t)

o Uniform Integrity: every process decides at most once (i.e., a process that decides,
decides irreversibly).

Consensus Service

In a set of n > 2 processes that are known to each other, each process is to propose a
value by time t (that is known) (that is unknown) (that is known with certainty that
can be estimated in advance).

e Termination: every correct process decides on some value by t + A (where A is a
known constant) (where A is finite but unknown) (where A is bounded by D
with probability 7, that can be estimated in advance),

o Validity: If a process decides on value v, then some process proposed v,
e Unanimity: no two correct processes decide differently, and
o Uniform Integrity: every process decides at most once.

Reliable Broadcast Service

In a set of n > 2 processes that are known to each other, any process can broadcast a
message at any time. We will use ‘delivery of m’ to refer to the event of a reliable
broadcast service process supplying a received m to the application.

e Termination: if a correct process broadcasts a message m at time t, then all correct
processes deliver m by time t + A (where A is a known constant) (where A is fi-
nite but unknown) (where A is bounded by D with probability r, that can be es-

timated in advance)

e Unanimity: if a correct process delivers a message m at time t then all other correct
processes deliver m by time t + X (where X is a known constant) (where X is fi-
nite but unknown) (where ¥ is bounded by S with probability ug that can be es-

timated in advance), and

o Uniform Integrity: every process delivers any given message m at most once.

A closer look at the asynchronous specification of the clock synchronization ser-
vice indicates that the underlying problem is indeed a non-problem: consider two
correct clocks which, at time t,, are within g, of each other, and within BO with respect
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to the global reference clock; since the clocks are physical devices, the values of €
and B, will have to be finite (which need not be known); left undisturbed, the clocks
will have at any time t, € = €, +2xk(t-t)) and § = B, + K(t-t)). The values of € and 3 will
also have to be finite since the bound (k) on clock drift rates is small and finite.

We refer the reader to Cristian’s probabilistic protocol [9] which meets the PA
specification of the clock service. Cristian also describes how the core aspects of his

design relate to, and are enhancements over, those of the well-known synchronous
protocols. Improvements over [9] are claimed in [1].

3.2 Failure Detectors and Suspectors

We have observed that a class of synchronous problems can reduce to non-problems
when their specifications are adopted to the asynchronous model. For the remaining
set of problems, one could obtain at most three classes of detector-based asynchro-
nous protocols which can solve their asynchronous versions. We will denote these
protocol classes as C1, C2 and C3 and distinguish them by the kind of failure detec-
tors [5] they employ:

o perfect failure detectors (C1 protocols),
e eventually strong failure detectors (C2 protocols), and
o failure suspectors (C3 protocols)

The failure suspector of a node monitors the operational status of remote processes
and regularly reports its suspicions to the local process. Its suspicions need not be
accurate and may change with time; for example, after having suspected a remote
process to be crashed, a suspector may later suspect that process to be operative.
However, it is not a trivial component and the suspector of a correct node has the
following completeness property:

e If a remote process is crashed, there is a time after which the suspector perma-
nently suspects the crashed process.

Failure detectors encapsulate failure suspectors and, additionally, detectors of a
given type are an abstract representation of certain requirements imposed on, or de-
sired of, the communication subsystem behaviour. Two types of detectors are of in-
terest here.

A perfect failure detector of a correct node inherits the completeness property (of
the failure suspector it encapsulates) and also satisfies the following strong accuracy

property:
e No correct process is ever suspected.

An eventually strong failure detector has the completeness property and the follow-
ing eventual weak accuracy which is expressed in a context of distributed processes
monitoring each other’s operative status:

e There is a time after which some correct process is never suspected by the suspec-
tor of any correct process

Chandra and Toueg, who first defined the above two and two other classes of fail-
ure detectors, also prove that a failure detector of any other class is strictly weaker
than a perfect failure detector [5]( since the latter can be reduced to the former). Fur-
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thermore, it is obvious that a failure suspector that can make any number of mistakes
is strictly weaker than an eventual strong failure detector. This ‘strictly weaker than’
relation is transitive and is denoted as — in figure 2 which indicates how the detec-
tors and suspectors of our interest are related.

@ >® »®

Perfect detector Eventual Strong Suspector
detector

Fig. 3. Relationship between the Detectors.

The relation depicted in figure 3 implies that if a problem is solvable with a failure
suspector then it can be solved with a perfect or eventual strong failure detector and
such solutions are implementable if the failure detector can be built; similarly, if solv-
able with an eventual strong failure detector, then a solution with a perfect failure
detector is also possible. Certain services, such as the atomic commit, require the
perfect failure detector as the minimum requirement. Such services can only be solved
by C1 type protocols. For certain other services, such as the consensus, the eventual
strong failure detector is known to be the minimum requirement [6]. These services
can have C1 or C2 type protocols. Services, such as reliable broadcast, uniform reli-
able broadcast, and causal broadcast, can be solved just with failure suspectors, and
their solutions can therefore be of any type.

3.3 PA Implementations of Suspectors and Detectors

The FD-based protocols of types C1, C2, and C3 are deterministic and time-free: a

protocol process responds to receiving a message or to receiving an output from the

FD. Two mechanisms are needed to make these protocols work in the PA model satis-

fying the PA versions of their respective service specifications: the probability of

service not being provided decreases with time.

o A PA version of the FD needs to be used, and

e A mechanism is needed to maximise the probability that a correct process receives
the message sent by another correct process.

The second mechanism caters for the asynchronous model characteristic that the
correct processes can send messages to each other successfully (i.e., with the delivery
probability being 1). This mechanism and the FDs can be implemented using heart-
beat messages.

Heart-Beats: Every message sent by the protocol process is stored in the disk. A
gossiper process periodically broadcasts the history of sent messages stored in the
disk, with period set as a parameter; it also requests for a retransmission if a heart-
beat message received indicates that a sent message is found not received locally; and,
it re-transmits the messages requested by remote processes. The more number of
times a sent message is gossiped (before being garbage collected from the disk), the
larger is the probability that all correct processes receive that message; similarly, the
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more frequently it is gossiped, i.e., the smaller the gossip period chosen, the larger is
the probability that all correct processes receive that message by a given time.

Failure Suspectors: They are the easiest ones to implement as they are allowed to
make mistakes in an arbitrary manner. However, we propose that they are imple-
mented judiciously by taking advantage of the known delay distributions of the PA
model so that the mistake rate is small. For example, when message transmission
delays are exponentially distributed with mean d, the transmission delay between a
source and a destination is less than  with a probability a (that can be made reasona-
bly close to 1) if M =-d In(1-o).

A simple timeout-based implementation of suspectors can be achieved as follows.
Suppose that the gossiper process of each node transmits a ‘heart-beat’ message once
every T time (measured as per the respective local clock). If a heart-beat message is
not received from an unsuspected process j within (T+1) time, then the suspector of
process i suspects process j; if a heart-beat message is received from a suspected
process, the suspicion is reversed.

Eventual Strong Failure Detector: Using an algorithm similar to the failure suspec-
tor, Chen et.al., implement a failure detector with configurable QoS properties [7].
With known delay distributions of the PA model, one can set appropriate parameters
to obtain the accuracy necessary and implement a detector that meets the specifica-
tions of eventual strong failure detector with the desired probability.

Perfect Failure Detectors: They cannot be implemented within an asynchronous or a
PA system; an external observer who can accurately determine the operative status of
processes is needed. However, by adding the following delay assumption into the PA
model, we can obtain an implementation:

e Crash-recovery delay: a crashed process resumes functioning after a delay which is
a random variable with known distribution.

The above assumption requires that a crashed node is re-booted and the pre-crash
states are available in a crash-proof store. Since a crashed node recovers and its gos-
siper process resumes broadcasting heart-beats, a crash need not be suspected by any
other process. Thus, the perfect failure detector effectively has to neither suspect nor
reverse its suspicions; i.e., it is an empty module that makes no output at all.

4 Derivation of a Reliable Broadcast Protocol

In this section, we consider a protocol [13] that implements reliable broadcast service
in a synchronous system and derive its PA version. The derivation will also incorpo-
rate efficiency measures for reducing message overhead and these measures will be
clearly indicated. For brevity, we will present the synchronous protocol in a slightly
altered form to the original, but this does not alter the fundamentals.

4.1 The Synchronous Protocol
The message communication, invoked by the send(m) operation, can experience a

uniformly distributed delay on (0, 2d), i.e., with mean d. We assume that a perfect
failure detector is available. Such a failure detector can be easily constructed since the
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delays are bounded by 2d: if a heart-beat does not arrive for every (t+4d) time, the

source process must have crashed.

A process that wishes to initiate a reliable broadcast of message m executes the
primitive RBcast(m) and is denoted as the originator of m. The protocol has two fea-
tures to attain reliability against process crashes resulting in a partial broadcast.

a) The execution of RBcast(m) comprises two invocations of a broadcast(m) opera-
tion. Each of these invocations concurrently sends m once to each destination proc-
ess.

b) The responsibility for invoking broadcast(m) initially rests with the originator of
the message, but may devolve to other processes as a consequence of the origina-
tor crashing.

These features can be described as Redundancy and Responsiveness, respectively.
Redundancy of the protocol is expressed by two parameters:

o the integer p = 1 specifies the level of redundancy; the originator of m makes p +1
attempts to broadcast m (if operative); these attempts are numbered 0 and 1.

o the interval between consecutive broadcasts is of fixed length, n =d.

Responsiveness: If the originator of a message crashes during its redundant broadcast
attempt, the destination processes respond by taking over the broadcasting responsi-
bility upon themselves. To facilitate this takeover, each copy of a message, m, has
fields m.copy, m.originator and m.broadcaster; these specify the number of the cur-
rent broadcast attempt (0 or 1), the index of the originating process, and the index of
the process that actually broadcasts the message m, respectively. The values of
m.originator and m.broadcaster will be different if a destination process carries out
the broadcasting of m.

When a destination process receives a message m for the first time, it delivers m; if
m.copy = 0, it must be prepared to become a broadcaster of m if necessary. It waits to
receive m.copy = 1; while waiting if its failure detector suspects m.broadcaster, then
it executes RBcast(m).

The protocol tolerates the crash of the originator and any number of destination
processes: a correct destination process that delivers m either carries out RBcast(m) or
receives m.copy = 1; in the latter case, m.broadcaster did not crash while broadcasting
m.copy = 0 and every other correct process must deliver m. Further, if the originator is
correct, only two broadcasts are carried out and every correct destination can deliver
m within 2d which is the optimal worst-case latency for a deterministic reliable
broadcast protocol.

4.2 A Simple Derivation

We will first derive a probabilistic protocol by simply replacing the perfect failure

detector of the synchronous protocol with the PA version that relies on the additional

assumption that a crashed process recovers (see subsection 3.3). The following obser-

vations can be made on the resulting protocol:

e The number of complete! broadcasts carried out will be two — both by the origina-
tor, since no destination process ever suspects an originator crash; this means that a

! A broadcast is incomplete when interrupted by a crash of the broadcaster; the claim of two
complete broadcasts assumes that broadcast completion is instantly recorded in the broad-
caster’s stable store.
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correct destination may not receive m directly from the originator process with
probability no smaller than g2.

e The gossiper process plays a role in increasing the probability that m is delivered to
all correct destination processes.

e The latency distribution will be influenced by the probability that (i) the originator
crashes while broadcasting m.copy = 0 and the recovery delay distribution; and (ii)
a crashed destination process recovers before the gossiper of the originator node
discards m.

The crash-recovery assumption and the dependency of latency distribution on the
recovery delays may be inappropriate in many practical contexts. Moreover, this as-
sumption is needed only because we use the PA version of the perfect failure detector.
Recall that the reliable broadcast problem is also solvable (in the asynchronous
model) just with a failure suspector. So, in what follows, we derive a probabilistic
protocol using a PA version of a failure suspector which does not require a crashed
node to recover. In this derivation, we will also incorporate adaptive measures by
letting p be chosen appropriately rather than restricting it to two, and efficiency meas-
ures by (i) suspecting failures using the broadcast messages in addition to heart-beats,
and (ii) adding a third feature (called the Selection). It is assumed that the numbering
of processes implies a ‘seniority’ ordering: process i is said to be “more senior’ than
process j if i<j.

4.3 A Practical Probabilistic Protocol

This protocol has three features which are designed to assure high probability of suc-

cess at a tolerable cost in message traffic:

a) The execution of RBcast(m) comprises more than one invocation of a broadcast(m)
operation. Each of these invocations concurrently sends the message m once to
each destination.

b) The responsibility for invoking broadcast(m) initially rests with the originator of
the message, but may devolve to another process, and then to another, in conse-
quence of crashes, message losses or excessive delays.

c) In the event of such a devolution, a decision procedure attempts to select exactly
one process to take over the broadcasting responsibilities.

The last feature is termed as the Selection while the first two are as Redundancy
and Responsiveness as before.

Redundancy. The redundancy of the protocol is controlled by two configurable pa-
rameters:

e The integer, p, now specifies the level of redundancy desired; the originator of a
message makes p + 1 attempts to broadcast it (if operative); these attempts are
numbered 0,1, .., p; typically, p = 1.

e The interval between consecutive broadcasts is of fixed length, n; that length is
chosen to be as small as possible, but sufficiently large to make any dependencies
between consecutive broadcasts negligible.

One way of choosing 1 is to require that the transmission delay between a source

and a destination is less than 1 with a given probability, o (reasonably close to 1).
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In the case of exponentially distributed delays with mean d, M is given by n =
-dIn (1- o).

Responsiveness. Every process that receives a message, m, such that m.copy = k < p,
must be prepared to become a broadcaster of m if necessary. It does so by setting a
timeout interval of length 1 + ®, with some suitable value of ® (1 is the interval be-
tween consecutive broadcasts, while ® - another protocol parameter - accounts for
differences in transmission delays or fjitter’). If a copy k+1 of m arrives from the
broadcaster of copy k before the timeout expires, then all is well with that broadcaster;
the receiver process sets a new timeout of 1| + ® for the next copy (if there is one).
Otherwise, the receiver suspects that the process m.broadcaster has crashed while
broadcasting copy k of m, and that it is the only process to have received any copy of
m. It therefore prepares to appoint itself as a broadcaster of copies k, k+1, .., p.

However, m.broadcaster may not in fact have crashed; copy k+1 of m may just be
delayed unduly or lost; moreover, even if m.broadcaster has crashed, this receiver
may not be the only process that has observed the crash. In order to avoid multiple
receivers becoming broadcasters unnecessarily, a further random wait, {, uniformly
distributed on (0,n), is added to the timeout interval N + ®. If a copy number k or
higher is not received before the expiration of {, this receiver appoints itself as a
broadcaster. Otherwise it sets a new timeout of 1 + .

Selection. The protocol guards against multiple self-appointed broadcasters (an effi-
ciency measure). It requires that any broadcaster with index i, whose latest broadcast
has been of copy k of the message, should relinquish its broadcasting role in any of
the following circumstances:

e Process i receives a message m such that m.copy = k and either m.broadcaster < i
or m.broadcaster = m.originator. That is, a more senior process has assumed the
duties of broadcaster, or the originator has not in fact crashed.

e Process i receives a message m such that m.copy > k. This would happen if process
i has missed one or more copies of m, and now learns that another broadcaster is
closer to completing the protocol.

Suppose that a process which abandoned its broadcasting role and has set a timeout
expecting a copy, say, k, from a given broadcaster. It will have to reset that timeout if
either copy k is received later from a broadcaster more senior to the current broad-
caster or from the originator, or copy k+1 or higher is received from any broadcaster.
This is necessary because when the first broadcaster receives the message which this
process just received, it would relinquish its broadcasting role.

The purpose of these provisions is to avoid unnecessary broadcasts and hence mes-
sage traffic, while ensuring that p +1 copies of each message are broadcast. The idea
is that when any broadcaster crashes, all receivers that timeout on 1 + ® + { will
briefly become broadcasters, but after that only one is most likely to continue broad-
casting, at intervals of length 1. That process will be a receiver process if the origina-
tor has crashed or its messages suffer excessive delays. A detailed pseudo-code de-
scription of the reliable multicast protocol executed by the process i is shown in
Figure 4, where the variables max_recd,, leader,, and last_own_bcast,(m) denote the

number of the largest copy of the message received, the index of the broadcaster from
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which the next copy is expected, and the copy number of m which the process i broad-
casted when it last acted as a self-appointed broadcaster respectively.

Referring to Figure 4, an execution of RBCast(m) involves the originator setting
the fields m.originator and m.sequenceNo and, as described earlier, making (p +1)
invocations of broadcast(m) with m.copy increasing from 0, 1, .., p +1. The primitive
broadcast(m) sets the m.broadcaster field and concurrently sends m to all other proc-
esses in the group. The protocol for delivering a reliable multicast message is RMDe-
liver(), and is structured into two concurrently executed parts. The first part handles a
received message and the second part the expiry of timeout (1 + ®). A received mes-
sage calls for one or more of the following three actions:

o New m. Variables are initialised and m is delivered.
e m.copy = p. Blocks any future occurrence of the third action (described next), by
setting max_recd(m) to e (MaxInt). Note that a new m can have m.copy = p if ear-

lier copies are lost or excessively delayed.

e Change of leader,(m). The received m indicates one of the circumstances (de-
scribed earlier) in which the process i needs to either relinquish its broadcasting
role or change the broadcaster from which the next copy is expected. A new time-
out (M + ) is set after max_recd(m) and leader,(m) are updated.

When timeout (1] + ®) for m expires, an additional timeout { is set, during which a
message with appropriate copy number from any broadcaster is admissible. So,
leader,(m) is set to MaxInt (line 21). If no such message is received, process i ap-
points itself as a broadcaster and sets up a thread Broadcaster(m). The thread Broad-
caster(m) broadcasts m only if the process i remains to be the broadcaster (i.e.,
leader,(m) = i) as per selection rule; otherwise, it dies.

5 QoS Evaluation and Monitoring

The qos; for a service, has two modules: QoS evaluator (gosE;) and QoS monitor
(qosM,) (see figure 2). Here, we will present algorithms that implement gosE and
qosM for a reliable broadcast service implemented by the protocol of Section 4. The
algorithms for gosE are expressions that evaluate, in terms of protocol parameters, the
eventual delivery probability and the probability distributions of two delays: latency
and relative latency.

Eventual Delivery: An invocation of RBcast(m) delivers m to all correct destination
processes with a probability which can be made arbitrarily close to 1.

Latency Bound: The interval between an invocation of RBcast(m) and the first instant
thereafter when all correct destination processes have received m, does not exceed a
given latency bound, D, with a probability, rp,, which can be evaluated in advance.

Relative Latency Bound or Skew: The instants when m arrives for the first time at
every operative destination process are within an interval of a given length, S, with a
probability, ug, which can also be evaluated in advance.
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RBCast (m)
begin
m.originator < 1i; m.SequenceNo ¢« sedg number;
m.copy<0;
repeat (r +1) times
{broadcast (m) ;wait (h) ;m.copy ¢« m.copy+l;}

end
RMDeliver ()
begin
cobegin // message-handling part
receive (m) ;
if new(m) then {
max_recd; (m) ¢~ m.copy; leader; (m)<« m.broadcaster;
last_own_bcast, (m)« -1; deliver(m);
}// m is delivered (once)
if (m.copy = r) then { max_ recd,; (m)<«MaxInt;}
if (m.copy > max_recd; (m)) or ((m.copy = max_recd, (m)
and (m.broadcaster = m.originator) or
(m.broadcaster < leader;(m))) then {
max_recd; (m) ¢ m.copy; leader; (m)<m.broadcaster;

set timeout for n+w;}
coend
cobegin
// timeout-triggered, timer-driven part
timeout (m) m {
leader,; (m) «MaxInt; wait({);
if (leader,(m) = MaxInt) then {
leader; (m) = 1i; create_thread Broadcaster(m)};}

}
coend
end

Broadcaster (m)

begin
while((max_recd, (m) < r) and (leader,(m) = 1i))
do {

m.copy<max{last_own_bcast; (m)+1, max_recd; (m)};
broadcast (m) ; max_recd, (m) ¢ m.copy;

last_own_bcast, (m) ¢ m.copy; wait ({);

}
die; // the thread dies.
end

Fig. 4. Pseudo-code description of the protocol.

Note that the eventual delivery probability is r, as D — o. In what follows, we
will be concerned with deriving only the delay distributions. We will make the fol-
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lowing approximation. In estimating rp,, the originating process is assumed not to

crash. This is not unreasonable because it will generally be a pessimistic approxima-
tion: if the originator crashes at some point after broadcasting copy 0 but before
broadcasting copy p, some of the processes that receive a copy of m will make at least
one broadcast themselves. Thus, the number of broadcasters and hence the probability
of eventual delivery will increase. Of course it is possible that the originator crashes
during broadcast 0, and no operative process receives any copy of m; we consider the
probability of that event to be negligible.

Latency. Let £ be the random variable representing the execution time of a send(im)
operation, i.e., the transmission time of a message from a given source to a given
destination. The probability, A(x), that such an operation does not succeed within
time x, is equal to

h(x)= g+ (1-q)P( > x) (1)
where ¢ is the probability that the message is lost. By definition, A(x) =1 if x <0.

Since the originator makes its k™ broadcast at time kn (k = 0,1, .., p), the probabil-
ity, gp, that a given destination does not receive any of the p +1 copies within time D,

P

is given by g, = H h(D - k?]) So, the probability, rp, that every destination
k=0

receives at least one copy of the message within an interval of length D is equal to

rp,=0-g,)". )

A user requirement, stated in terms of a success probability R and latency D, is

achievable if the probability evaluated by (2) satisfies r, = R; otherwise it is not

achievable. In the latter case, the value of rp, is returned as the possible alternative for

R and also the smallest D’ such that 7. 2 R as the possible alternative latency for the
desired R.

Relative Latency. Suppose now that at a given moment, ¢, a given process, p; (differ-
ent from the originator), receives copy number k of the message. Of interest is the
probability, u,(S), that all other processes will receive at least one copy of the mes-
sage with relative latency S, i.e., before time 7+S.

The implication of p,; receiving copy number £ is that the originator has started
broadcasting no later than at time #-k1) in the past, and has issued at least k broadcasts.
Consider a given process, Py different from the originator and from p, as well. The
probability, g,(S), that P will not receive any of those k copies before time 7+S is no

k
greater than g, (§)= Hh(S +mmn), where h(x) is given by (1).
m=0
In addition, if k<p, p; may receive copies k, k+1, .., p, from p,, in the event of the
originator crashing. Those latter broadcasts would be issued at times +N+@+C,
H2N+0+C,.., t+(p-k +1)n+w+{, assuming that no other process starts broadcasting.
Since { is uniformly distributed on (0,1), we can pessimistically replace { by 1. The
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probability, g, (S ), that p; will not receive any of the messages from p; before time

p—k+1
t+S is thus approximated by g, ()= Hh(S —(m+1—w)  where

m=1

Z, (S)=1 by definition; also, h(x)=1 if x <O0.

Thus, a pessimistic estimate for the conditional probability, i, (S ), that all other

processes will receive at least one copy of the message with relative latency S, given
that a given process has received copy number k, is given by

uk(S):[l_gk(S)gk(S)]”_z' (3)

A pessimistic estimate for the conditional probability, i, (S ), that all other proc-

esses will receive at least one copy of the message with relative latency S, given that a
given process has received any copy, is obtained by taking the smallest of the above
probabilities:

us=min(uO(S),ul(S),...,up(S)) )
A user requirement stated in terms of a desired success probability U and relative
latency S, is achievable if ug 2 U. If ug < U then the value of ug is returned as the

possible alternative for U, and also the smallest S’ such that ug, = U as the possible
alternative skew for the desired U.

5.1 QoS Monitoring and Subsequent Adaptation

As the reliable broadcast service sits on top of the CS, its QoS monitor component
gosM should monitor the performance of the CS. If the performance of CS is ob-
served to be slow, with the mean delay larger than guaranteed, then the gosE of re-
ceiver processes can set smaller values for the parameters | and ®. This will have the
effect of those receiver processes that have received some copy of m timing out on the
broadcaster sooner i.e., suspecting the broadcaster very prematurely (see figure 4);
consequently, each timed-out receiver will initially try to act as the broadcaster and
this will maximise the chances of a receiver that has not received any copy of m, to
receive some copy of m quickly from one of the processes acting as the broadcaster.
If, on the other hand, the CS performs faster than guaranteed, the gosE of receiver
processes can set larger values for n and ®, which will have the opposite effect: only
the originator of m (if operative) is very likely to broadcast m which is sufficient in
better conditions and also reduces the message overhead. The simulation results re-
ported in [11] confirm these QoS adaptive aspects of the protocol.

QoS monitoring is an active topic of research and we will here point to various
ways in which gosM module can be realised. It should be noted that a gosM module
could be a sophisticated distributed subsystem in its own right. For example,
EdgeMeter [27] is a distributed meter system designed to monitor QoS of traffic of IP
networks. Metric collection is central to QoS monitoring and is concerned with gath-
ering statistical information about the performance of a service. A good discussion of
the advantages and limitations of existing techniques for metric collection is presented
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in [8]. The metric collector component (MeCo) can be realised as one or more pieces
of software possibly in combination with some hardware components. Referring to
figure 2, the MeCo for gqosM,, can be realised by deploying it within gosM,_; (ser-

vice consumer instrumentation), or within service; (provider instrumentation) or
somewhere in the path between the provider, S; and the service consumer, S, ;

6 Related Work

From the known synchronous and asynchronous middleware protocols, we have de-
rived protocols for the probabilistic model. Similar attempts can be found in the litera-
ture. The timed asynchronous (TA) protocols are claimed to have been designed
through a stepwise refinement of the problem specification initially expressed in the
synchronous model with no crashes [24]. This reinforces our earlier observation (Ta-
ble 1) that the TA model can be seen as the synchronous model with non-zero mes-
sage loss probability. Deriving probabilistic (PA) protocols from TA ones, we be-
lieve, will only be of theoretical interest. The fail-aware service can be viewed as a
QoS monitor on CS (i.e., a part of gosM, in figure 2) which additionally discards

messages that do not conform to a range of QoS metrics. The TA system uses the fail-
aware service to identify QoS-wise bad periods and brings the system environment to
a fail-safe state if necessary. We believe that a similar fail-safe mechanism can be
achieved by monitoring the QoS offered to an end user.

Hermant and Le Lann demonstrate that certain abstractions within deterministic
asynchronous protocols (such as FDs) are closely linked to the tuneable performance
of low-level subsystems (such as CS), and they can be ‘bound’ to the synchronous
model with the desired coverage during system implementation [19]. This then leads
them to establish a thesis that the asynchronous model design approach combined
with binding-at-implementation is better suited to building real-time applications. We
have taken a view that, for the Internet-based service-provisioning applications, the
coverage be made explicit in terms of QoS probabilities and that the CS is constantly
being tuned by the ISP at run-time to meet the negotiated coverage. So, any protocol
binding can be done at the design time itself. The overlay approach of Verissimo and
Casimiro [28] is another example of design-time binding.

The approach of setting appropriate parameters for the desired system behaviour is
long known. A classical example is the TCP congestion control by adapting the win-
dow size in the sliding window protocol. The challenges in this approach are deriving
protocols with configurable parameters and, more so, developing algorithms, such as
the linear-increase and multiplicative-decrease algorithm for TCP congestion control
[21], that help choose the right parameter values at the right occasions. Both these
challenges are addressed in sections 4 and 5 for a reliable broadcast protocol. A com-
plementary approach pursued in [20] is to support selection of an appropriate protocol
from a protocol suite for the current execution environment.

An observation which is gaining widespread acceptance is that the FD protocols
and also their close cousins — virtually synchronous protocols — cannot scale while
maintaining throughput simultaneously. It was borne out of a variety of experiments
by Gupta et. al. who also provide informed explanations for it [17]. These explana-
tions are of interest here as we propose to derive PA protocols from the FD-based
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ones. The central argument for the non-attainability of a scalable throughput is as
follows. While it is common to model a correct process operating continuously in the
steady state, events such as page faults, according low scheduling priority, etc., can
cause a process to suspend its operation (i.e., to go to ‘sleep’) for a while. As the
number of processes increases, the probability of at least one process being in sleep
mode at any given instance of time, rises to a significant level. Since the asynchro-
nous protocols offer deterministic guarantees, correct processes need to retain each
message until all processes have acknowledged it. With at least one process being
slow at any given time, the buffers can easily overflow causing high loss rates.

PA protocols, however, offer only probabilistic guarantees and can well avoid suf-
fering from this phenomenon to a considerable extent, and go on to offer a scalable
throughput. The RBcast(m), for example, broadcasts m only for p times and the gos-
siper process afterwards retains the sent messages only for a bounded number of gos-
sip rounds (see subsection 3.3). Thus, the protocol should not suffer from one or more
processes being asleep at any time. We suspect, on the other hand, that the {~timer
introduced as an efficient measure (see Selection in subsection 4.3) may suffer from
the effect of a low probability event becoming a significant one due to increase in
system size. This {~timer mechanism traces its origin to the random assessment delay
(RAD) of the SRM protocol [14] which is a best-effort reliable multicast protocol.
Gupta et. al., observe that the RAD is ineffective as the size increases and offers
smaller throughput than what can be achieved without it, and advocate randomised
gossip [2] as a solution to achieve scalable throughput. One could achieve an efficient
scalable measure by adopting this technique, for example, by designing a self-
appointed broadcaster to broadcast message m only to a subset of randomly selected
receivers.

Exploiting such randomisation techniques will be our future work. We also note
here that the stochastic analysis of such randomised gossip protocols seen in the lit-
erature may not be sufficient for building QoS adaptive subsystems. For example, the
evaluation of latency distribution of [2] is done in terms of gossip rounds, rather than
in global time. This is also true of randomised consensus protocols (e.g., [4, 12]): the
probability of termination is shown to approach 1 as the rounds increase. QoS analy-
sis will additionally require evaluating latency distributions.

7 Concluding Remarks

We have examined some fundamental issues on how middleware can be designed to
host components capable of providing services to users that demand specified levels
of QoS. The probabilistic model we have chosen characterises a practical environ-
ment for building an Internet based, QoS-adaptive system. We have termed it as the
probabilistic asynchronous model to indicate that the delays may not be bounded with
absolute certainty, but can be done in probabilistic terms. The model is compared
against the classical models. The appropriateness of our model for the purposes of
building the desired system has also been identified.

The system architecture we have presented identifies the interactions between the
subsystems, and between the modules of a given subsystem. Two classes of modules
and their design requirements have thus been made obvious: a set of protocols that
implement system services and a set of algorithms that help adapt these protocols and
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thereby the QoS offered by the system. The interface between these two types of
modules consists of the parameters exported by the service protocols. Thus, the de-
sign challenges are two-fold: developing protocols with configurable parameters and
performance evaluation based on stochastic modelling with approximations (if neces-
sary) that would help choose the right parameters for the desired QoS.

Based on the features of the probabilistic asynchronous model, we have claimed
that protocols for this model can be derived from those developed for the synchronous
and the asynchronous models. This amounts to exposing the possibilities of ‘design
reuse’ in building a QoS adaptive system. This derivability claim is then substantiated
by deriving a reliable broadcast protocol, which implements a basic service in a mid-
dle system. We have not attempted to generalise the task of performance evaluation
for a general class of protocols. It is not easy since performance evaluation will very
much depend on the nature of the protocol being evaluated and its outcome on the
approximations that may be taken to keep the analysis tractable. The performance
evaluation of a simple reliable broadcast protocol, presented in Section 5, highlights
these difficulties and challenges. We have recommended that the approximations, if
taken, are preferred to have a bias for performance under-estimation.
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Abstract. Software architecture is a critical aspect in the successful develop-
ment and evolution of dependable systems of systems (DSoS), because it pro-
vides artifactual loci around which engineers can reason, construct, and evolve
the software design to provide robustness and resilience. Quantifiably archi-
tecting DSoS involves establishing a consensus of attributes of dependability
(from different stakeholders’ perspectives) and translating them into quantifi-
able constraints. Unfortunately, there are few established approaches for quanti-
fiably architecting such systems with dependability concerns considered at the
architectural level. This paper presents a quantifiable architectural approach for
evolving hybrid systems into DSoS so that the attributes of dependability can be
justifiably translated into constraints and attached to architectural artifacts. Fur-
thermore, it provides a means of quantitatively assessing these characteristics
throughout the DSoS development/evolution process. Basically, this approach
strengthens system composition in combination with explicit architecting and
quantifiable constraints attached to the subsequent artifacts so as to improve the
dependability of the intended systems through design inspection via static
checking at the architectural level and dynamic monitoring at runtime.

1 Introduction

Architecture is recognized as a critical aspect in the successful development and evo-
Iution of Dependable Systems of Systems (DSoS), because it provides artifactual loci
around which engineers can reason, construct, and evolve the software design to pro-
vide robustness and resilience. In general, DSoS comprise a set of distributed quality
systems (or subsystems) which collaborate via internal or external communications
mechanisms and are characterized as providing dependable services through concur-
rent execution. The quantifiable architecting approach aims to emphasize composing
a dependable “system of systems” from highly autonomous component systems by
reusing existing dependable legacy components. The approach of building depend-
ability into the architectural design seeks to reduce cost and increase the quality of the
developed software product. The central idea is that dependable architectures in large,
complex, evolvable systems will provide their users with a reasonable assurance that
the system will deliver the services promised. Quantifiably architecting DSoS in-
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volves establishing a consensus of dependability attributes (from different perspec-
tives) and translating them into quantifiable constraints. This provides an effective
solution of associating various perspectives with attributes of dependability [1-5]. For
instance, a customer and/or analyst will have a particular view of dependability attrib-
utes; a designer has a particular view of quantifiable constraints to be met by specific
architectural artifacts, while an implementer has a particular view of semantic charac-
teristics bound to segments of code. Although these views are addressed in different
development strata (or stages), semantic consistency among them is required to facili-
tate the quantitative assessment of quality attributes through reasoning analysis, for-
mal verification, deadlock detection, and thread scheduling [6-11].

The difficulties in engineering DSoS are further exacerbated by requirements un-
certainty, dynamic organizational structures (and concerns), and the requirement for
rapid application development. Three crucial aspects are involved: 1) accurately iden-
tifying all customer requirements, 2) resolving customer requirement conflicts within
the context of different customer perspectives, and 3) verifying and monitoring that
the resulting system satisfies customer intent (and if not, correcting the requirements
and the system).

While measurable attributes reflecting different aspects of dependability are ad-
dressed in various specification techniques and approaches, e.g., rapid prototyping,
model checking, as well as runtime monitoring [8,9,10], the lack of a quantifiable
architectural framework (QAF) to incorporate current techniques into architectural
design is a crucial problem [3-5]. New modeling methods and related design patterns
are needed to associate quality attributes with architectural artifacts so that quantifi-
able software architecture can be transitionally built throughout the software devel-
opment processes.

1.1 Contributions

This chapter provides a quantifiable architectural approach for evolving hybrid sys-
tems into DSoS. The approach, beginning with rapid system prototyping, provides
fundamentals for modeling architecture, assessing the dependability impact of design
decisions before coding begins, and monitoring dependability attributes at runtime
after a quantifiable architecture framework (QAF) has been automatically generated.
The model involved in this approach defines compositional patterns [3-4] with which
quantifiable constraints are associated so that a set of rules (patterns) is provided to
govern system composition based on the subsequent architectural artifacts.

From the view of point of various stakeholders’ concerns the quantifiable archi-
tecting technique treats dependability at three developmental strata: the acquisition of
dependability attributes at computational requirements level, the attachment of quanti-
fiable constraints at the compositional architecture level, and the monitoring of se-
mantic characteristics at the componential derivation level.

Also the approach provides a rational for translating typical constraints such as
timing constraints, synchronous coordination and architectural features, into semantic
characteristics bound to the auto-generated QAF as fundamental basis for quantitative
assessment of DSoS and architecture-based system evolution. Thus, dependability
attributes become effectively and practically computable for validation and verifica-
tion purposes, such as static checking at architectural level and dynamic monitoring at
runtime.
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Because successful systems are in a constant state of change, achieving these con-
tributions in the face of this change is particularly challenging for DSoS development.
This approach seeks to maintain the assurance of dependability as the system evolves.
It strengthens system composition in combination with explicit architecting and quan-
titative assessment techniques that enable parts of the assurance to be based on prop-
erties of the architecture that are invariant with respect to system requirements
changes. The quantifiable architecting approach will reduce the amount of re-
certification effort required after each requirement change, while assuming that the
change is within the envelope of these invariants. It is recognized that safety is a ho-
listic property, rather than a ‘sum of parts’ [12-14]. Quantifiable software architecture
can be used to additionally address synergistic effects and emergent behavior within
the overall safety case.

1.2 Related Work

A number of techniques, frameworks and approaches have emerged to address the
problems in engineering quality systems. These efforts include rapid system prototyp-
ing [6-8], software architectures [12-20], and component techniques [21-23]. All of
these focus on composing software systems from coarser-grained components, while
some also take advantage of using the quality attributes associated with performance,
time-criticality, and concurrent execution.

Rapid system prototyping has traditionally been useful to effectively capture com-
putational requirements [6]. It seeks to provide a rapid response to customer’s con-
cerns. More specifically, timing constraints, representing quality attributes, are bound
to essential activities and information flows between them. Subsequently, a static
scheduling algorithm is employed to validate that specified timing constraints are
feasible on a given hardware configuration. However, because of the significant dif-
ferences between the final system and the prototype, a real product system can seldom
be sufficiently assured through static scheduling validation of the prototype [3-5].

Component techniques assume a homogeneous architectural environment in which
all components adhere to certain implementation constraints (e.g., design, packaging,
and runtime constraints). These constraints are imposed on the component’s evolu-
tion, with little concern for mapping dependability to executable facilities [3, 15, 16].

Software architecture approaches typically separate computation (components)
from interaction (connectors) in a system. Undoubtedly, both connectors and compo-
nents provide suitable loci where quality attributes could be explicitly addressed and
implemented. However, the current level of understanding and support for connectors
has been insufficient, particularly at the implementation language level, so that con-
nectors are often considered to be explicit at the level of architecture, but intangible in
the system implementation [3, 15, 16]. Several sources have recommended the use of
architecture views [1-2]. They specify how architecture should be represented, but do
not provide a process for developing the specific artifacts that are used in the repre-
sentation [2, 3].

Another relatively new approach is to use UML extensions to model software ar-
chitecture [17, 25]. UML provides a variety of useful capabilities to the software
designer, including multiple, interrelated design views (perspectives), a semiformal
semantics expressed as a UML meta model, and an associated language for express-
ing formal logic constraints on design elements. While UML is expressive in certain
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areas of architectural design, it is deficient in others. In particular, UML lacks direct
support for modeling and exploiting architectural styles, explicit software connectors,
and local and global architectural constraints. UML also has deficiencies in use case
architectural modeling and system decomposition for requirement specification [25,
26].

The lack of a definitive architectural artifact synthesis poses a challenge to those
who are responsible for developing architectures that satisfy the differing perspectives
of stakeholders. Some software research groups have set their focus on developing a
procedure; for instance, the structured analysis approach and object-oriented approach
for software design [2, 27], and the object-oriented model for interoperability via
wrapper-based translation [20]. However, none of these procedures support quantifi-
able and explicit treatment of architecting and system composition.

1.3 Organization

Section 2 of this chapter outlines a quantifiable architectural approach with emphasis
on the conceptual context where the perspective-based modeling techniques reside.
Section 3 discusses the core model of the approach, the dependable composition
model (DCM), and the associated compositional patterns to which quantifiable con-
straints are attached; the related formalization and examples are also discussed to
fulfill the compositional pattern. Section 4 discusses the application of DCM in build-
ing substantial interconnections and further investigates three views of dependability
assurance at architectural level. Using an example, section 5 illustrates the synthe-
sized approach, highlights the automated transitions between multiple perspective
models, and demonstrates how compositional evolution is achieved by deriving a
composite system from simple homogeneous compositions and complex heterogene-
ous compositions. Section 6 outlines the conclusion with a discussion of the impacts
of the approach in quantifiably architecting DSoS and lists some directions for further
research.

2 An Overview

The quantifiable architectural approach described here is broadly designed for con-
ceptual contexts that deal with multiple perspectives from various stakeholders. It
assumes typical stages of software life cycle processes [24] and employs a perspec-
tive-based synthesis procedure.

2.1 Conceptual Context

Fig. 1 depicts the conceptual context for multiple perspective models in the quantifi-
able architectural approach. A system’s multiple perspectives from particular stake-
holders (e.g., customer, analyst, designer, assessor, implementer), are mapped into a
collection of software life cycle activities including requirement analysis, architec-
tural design and quantitative assessment, and application implementation.

Each of these activities is associated with a set of engineering heuristics and intel-
lectual judgments (the cloud callouts). Three development strata are formed, where
the quantifiable architecture is positioned in the central stratum (shaded area) that
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Fig. 1. Conceptual context for multiple perspective modeling.

incorporates architectural design and quantitative assessment leading towards the
quantifiable software architecture as a whole.

More specifically, since architectural design aims to develop a common vehicle for
communication among systems’ stakeholders and is the arena in which conflicting
goals and requirements are mediated [1-4], this central strata answers crucial ques-
tions on how to consistently engineer a system with multiple perspective models and
how to quantifiably formulate architectural artifacts so that they are capable of auto-
matic manipulation by CASE tools.

2.2 Perspective-Based Modeling

Quantifiably architecting DSoS inevitably involves establishing consensus from vari-
ous stakeholders — addressing their particular concerns and then anchoring the design
on architectural elements that deliver promised dependable services.

Computational Requirements

The computational perspective accounts for the users’ concerns and represents the
computational activities and information flows of the DSoS. The computational per-
spective accomplishes the operational concept, that is, what activities are needed and
how their interactions are associated with workflows, networking, and plans neces-
sary to support the users’ operations [1-2]. The computational model, derived from
the prototyping model [6, 8], is specified by capturing conceptual components (C,),
interconnections (I,,), and dependability attributes (Attr) associated with components
and interconnections, i.e.,

P C.1L,, Aur(C,1,)] Def-1

computation _[ ¢ Yint
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Regarding components, the focus is on systematic decomposition reasoning out
component granularity and computational responsibility. The former is used for han-
dling logically packaged complexity related to the hierarchy at which the constraints
are implemented, while the latter is embodied as (distributed) collaborations, (config-
urable) missions, (computable) functions, and (executable) tasks. Granularity is an
important factor for constructing complex systems because well-grained components
help not only to increase productivity but also to improve understandability, reliability
and maintainability.

Component Computational

Systematic Decomposability Granularity Responsibility

Computer Software Complex System (CSCS) is a
top level component that undertakes global activity
in distributed and concurrent collaboration.

Collaboration

Computer Software Configuration Item (CSCI) is a
1" level component that undertakes a specific
mission as a part of the top level collaboration.

Mission

Computer Software Common Component (CSCC)
is a 2" level component that undertakes a specific
function in support of a 1" level mission (CSCI)

Computer Software Computing Unit (CSCU) is 3"
level component that undertakes a specific task in
support of a 2" level function (CSCC).

T'TTT

Fig. 2. Computational responsibility schema and related features.

Fig. 2 illustrates the computation-responsibility schema, which defines the system-
atic decomposition of computational properties. As the system is hierarchically de-
composed, levels of granularity establish levels of computational responsibility (com-
ponent). Moreover, the interconnections only represent communications between
components, not the way one component interacts with another.

Compositional Architecture

The compositional perspective accounts for the system architects’ concerns. It deals
with the rules (patterns) and their quantifiable constraints governing the interactions
among components. The interconnections from the computational perspective are
further refined by well-modeled architectural artifacts. A dependable compositional
model is developed by generalizing conceptual components into roles (C,=R). These
roles serve in the context of a particular collaboration of component to accomplish a
particular larger purpose, and by specifying their interaction (R,—%—R,)! via archi-
tectural styles (S) while complying with communication protocols (P), with con-
straints (Cons) attached to these factors, i.e.,

P =[C,= R, R~%—R, Cons (R, S, P)] Def-2

composition

' R——R, represents the producer (Output) role R, interacts with the consumer (Input) role R, via
architectural style S, while complying with communication protocol P.
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With respect to interconnections, the focus is on architectural composition? related
to interactive heterogeneity and compositional coupling. The former precisely deter-
mines for each particular interaction the way diverse components interact with others,
while the latter is used to control flexible configuration and inherent complexity.
Dependability attributes from the computational perspective are mapped to quantifi-
able constraints® and are attached to three specified factors for precisely-refined in-
terconnections.

Interactive Compositional

Architectural Composability ity i
oupling

Interoperability Distributed Interaction (IDI) is used
for composing CSCS from CSCI components to IDI
enforce distributed interactive collaboration.

Interoperability

Loose Coupling Interaction (LCI) is used for
composing CSCI from CSCC to encourage flexible
configuration with minimal communication.

High Cohesion Interaction (HCI) is used for
composing CSCC from CSCU to emphasize HCI
independent partition with high internal complexity.

Cohesion

-I

Fig. 3. Compositional coupling and related features.

Fig. 3 depicts the composition-coupling schema, introduced for architectural com-
position. Moreover, the interconnections are refined here as interactions between
interactive roles via architectural styles while complying with communication proto-
cols.

Componential Derivation

The componential perspective accounts for the implementers’ concerns. It defines the
physical components and their instantiated topological connectivity used to carry out
the computational activities and the derivational evolution of those components from
the composition model. The roles that undertake specific responsibility in the compo-
sitional architecture are realized by physical components. A componential model is
exploited by capturing derivation of physical components from the related roles
(RbCp)4§ instances of components are glued to specific roles (C,~'R)’; and finally,

characteristics (Chr) bound to concrete components, styles and protocols, i.e.,

| P =[RpC, (C,»R)——R,*C), Chr (C, S, P)]  Def-3

component —

Architectural composition refers to hierarchical composition; i.e., an entire architecture becomes a single
component in another larger architecture.

There exist mapping relationships between attributes and constraints. E.g., safety refers to real time
constraints, so safety requirements could be mapped to constraints attached to architectural artifacts.

R IDCP represents an extension from a role to a component in terms of subtyping. The R provides a plug-
compatible interface for interaction and a behavioral template for computation, while the C, serves as the
role and will be considered as a behavioral subtype of related role by overriding the templates

C,~'R, represents dynamic binding where the instance of the component is glued to a specific role under

support of the run-time mechanism
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Regarding the relationships between roles and components, the focus is on deriva-
tional evolution referring to topological connectivity and componential functionality.
The former emphasizes the relationships between architectural roles and autonomous
components, while the latter refers to the derivational functionality from the related
role. As is common, roles in the architectural context undertake specific responsibility
through interconnections [3-4]; the derived component provides dependable services.

Topological Componential

Derivati E e
erivational Evolvability R ecovity Functionality

“Is A” relationship (IsA) allows a system
component to be derived from the corresponding

role and then extends its behavioral computation.

“To A” relationship (ToA) allows a system
component to be associated with a corresponding
role and then refines its behavioral computation.

“Has A” relationship (HasA) allows a system
component to aggregate the corresponding role and
then constructs a more powerful computation.

Fig. 4. Componential functionality and related features.

Fig. 4 illustrates the component-functionality schema, introduced for derivational
evolution of componential functionality. The evolution from the role to component is
demonstrated by treating a component as a behavioral subtype of the related role.
Further, the roles are architectural elements of the system and are treated as wrappers
of functional components. Thus, derived components inherit the architectural proper-
ties and constraints with functional extension.

Quantitative Assessment

The quantifiable perspective, responsible for addressing assessor’s concerns, deals
with validation and verification of system design. This refers to acquisition of de-
pendability attributes, the attachment of constraints to architectural artifacts, the ap-
plication of constraints in the design, and the construction and evolution of the con-
straints throughout the DSoS development. The modeling method captures the
mapping from dependability requirements to quantifiable constraints (D,&Q,)®, and

supplies the quantifiable attachment of the constraints to the essential factors of the
dependable composition model @, ~~DCM (R,S,P)’, i.e.,

P = [Dr ;> Qc’ Qc WDCM (RrS’ P)] Def-4

quantification —

With respect to the dependability requirements (conceptual view), the focus is on
the mapping from dependability attributes to quantifiable constraints attached to ar-
chitectural artifacts (quantifiable view) for static checking at the architectural level.
The constraints are further treated as semantic characteristics for dynamic monitoring

6 (D,=Q,) represents the mapping between dependability requirements and quantifiable constraints from
computational perspective to compositional perspective.

7 Q@ ~+DCM (R,S,P) represents the attachment of quantifiable constraints to the dependable compositional
model referring to interactive roles R, architectural styles S, and communication protocols P.
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at runtime (semantic view). In this context quantifiable constraints must be effectively
and practically computable. Static checking provides a means of assessing the quality
impact of design decisions before coding begins, while dynamic monitoring provides
feedback on the impact that various software architecture and design choices have on
the quantifiable architectural framework — a framework that is automatically gener-
ated for quantitative assessment and system evolution.

Attributes mapping Constraints binding Artifacts
e Consistency
o Availability e Compatibility
o Reliability o Granularity / * Role
o Safety e Heterogeneity .
. > Style

. Integ.rlty o e Real time Y
* Confidentiality e Synchronization e Protocol
¢ Maintainability e Quality of Service

Fig. 5. Constraint attachment on compositional artifacts.

Fig. 5 illustrates the constraints-to-artifact schema, introduced for dependability
acquisition and the related handling methods at the architectural level. The term “at-
tachment” represents the acquisition of dependability attributes, the attributes map-
ping to quantifiable constraints, and the handling (binding) method in the design,

construction, and evolution of DSoS.

P computation P composition P component
C. Architectural C.=R Componential R PC,
Lt Transition R— Yp —R; Transition (GRS (R wC,)
Dep(C,, 1) Cons(R, S, P) Pro (C, S, P)

Semantic View

Conceptual View D, & Q(., Quantifiable View Qr ~s DCM (R.S, P)]
Prototyping Structural Static Framework Dynamic
Validation Constructor Checking Generator Monitoring

Fig. 6. Perspective-based Synthesizing Procedure.

2.3 Perspective-Based Synthesis

Fig. 6 illustrates a perspective-based synthesis throughout a software development
process. Four perspectives defined by Def-1, 2, 3, and 4 are combined to support the
quantifiable architecting approach: perspective transitioning, quantitative analysis and
tool assisted treatment. The quantifiable architectural framework is generated by ex-
ploiting supportive architectural facilities [3-4]. The componential transition is devel-
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oped by exploiting the derivational relationships between roles (under the framework)
and components using an object-oriented approach.

The transitions between the three strata provide the refinement from one item to
the other, step by step. For instance, (1) C, 2> (2) C,=R > (3) R |:>sz first, concep-
tual components are identified from operational concept as the system is decomposed;
second, exact roles are extracted from conceptual components in the architectural
context; and third, physical components evolve from the roles within the quantifiable
architectural framework. During these transitions, designers and/or implementers are
only concerned with the architectural decisions and componential refinement while
employing supportive architectural facilities [3-4, 17, 28].

3 Dependable Composition Model (DCM)

The dependable composition modeling method is used to develop the quality-
intensive architecture (or quantifiable software architecture) of the DSoS.

3.1 Definition of Dependable Composition
A dependable composition model (DCM) promoting system composition refers to

three kinds of artifacts within the architectural context: interactive roles, architectural
styles, and communication protocols [3-4].

Fig. 7. Interconnection specified by DCM.

Fig. 7 shows a simple example where two components that undertake specific re-
sponsibilities; one adopts a producer role (r,) and the other a consumer role (r;). The

architectural style (s) specifies how r, interacts with r;, while the communication

protocol (p) provides a communication channel for the information transportation
during the interaction.

Compositional Patterns
Generally, a DCM defines the compositional patterns that provide a set of rules gov-
erning interactions between components and associating quantifiable constraints with
the artifacts. With emphasis on the non-functional features, such factors as roles,
styles, and protocols and their dependable semantics are identified and then applied to
develop a set of reusable architectural facilities known as dependable composers.

A well defined model should provide a means for reasoning about desired proper-
ties in specification and manipulation by CASE tools. The DCM supports the archi-
tecture construction through the auto-generation of a quantifiable architectural
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framework, and facilitates design inspection through static checking at architectural
level, and dynamic monitoring at runtime.

Relational Composition
For the convenience of discussion, consider three sets of typical elements involved in
the composition:

R={ S={ P={
Caller, Definer, Explicit-invocation, Message-passing,
Announcer, Listener, Published-Subscriber, Event-broadcast
Outflow, Inflow, Pipe-filter, Dataflow-stream,
Source, Repository, Repository-centric, Sampled-stream
Reader, Writer, ... Blackboard, ... Shared-data, ...

} } }

Where R is the set of interactive roles undertaking specific responsibility in an ar-
chitectural context, S is the set of architectural styles specifying the way one role
interacts with the other, and P is the set of communication protocols defining the
means by which interaction information is transported.

Formally, a composition Cis a tuple < r,, s, p, r; >, where r, r,€R, s€S, peP. Fur-
ther, regardless of the restrictions on these elements, the C can be defined as an inter-
action between two roles via a style, while complying with a protocol, written as:
r,—l,—r;. Therefore, the Cartesian product R x § x P x R enumerates all possible

compositions:

| CR,S,P)={r=| —r,|r, 1 cR,scS,peP ) Def-5

However, it is worth noting that real compositions of these elements have restric-
tions. For instance, the architectural style Pipeline permits a direct interaction be-
tween roles (Outflow and Inflow), while the role Announcer cannot normally interact
with Inflow unless an adaptor is applied. A functional operator Grw(), treating the role
as a Generalized Role Wrapper, is introduced to represent the application of restric-
tions and constraints on the roles [3-4]. Therefore, dependable compositions DC will
be defined as the relation of the Cartesian product of compositions with constraints
justifiably attached to the factors:

DC(R, S, P)={er(r0)—s/p—>er(ri) | r,r,€R, s€S, peP, Ct(r,,s,p,r)} Def-6

Both Def-5 and 6 can be seen as the refinement of Def-2, but Def-6 actually
strengthens the interaction betweens specific roles via a specific architectural style
while complying with a specific communication protocol. The Grw restricts how the
interacting roles should comply with the architectural style and communication proto-
col; e.g., Grw (Outflow) —pipeline/ . — Grw (Inflow) suitably represents a depend-

able composition.

3.2 Formalizations of Compositional Pattern

To formally apply specific restrictions and/or constraints to the role, an abstract class
is used to implement the generalized role wrapper (Grw).
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Functionality and Non-functionality

The Grw of an abstract class involves at least two aspects (non-functional and func-
tional) to support quantifiable architecting. In terms of non-functionality, a Grw pro-
vides adherence to restricted, plug-compatible interfaces for interaction; in terms of
functionality, the Grw defines behavioral templates for computation. The component
serving as a role will be considered as a behavioral subtype of related Grw by specify-
ing, refining or overriding the behavioral templates. Obviously, the Grw is responsi-
ble for addressing issues related to communication and compatibility during interac-
tions, while the derived component addresses issues related to computation and
functionality.

Rational Considerations

A set of formal descriptive methods is introduced to state what kinds of modeling
features and functions are needed in the description. Surveying current architectural
description languages [13, 16-18], the following considerations are adopted in estab-
lishing DCM formalizations:

e Types: treating architecture entities as types enhances reusability with complex
concepts (such as roles, styles and protocols) simplified.

o Interfaces: the interfaces enable proper connectivity of components and their
communication in an architectural context. They also enable an engineer or a soft-
ware tool to reason about how well-formed the configuration is.

e Semantics: processing semantics support analyses of component interactions,
consistent refinements across strata of abstraction, and enforcement of interconnec-
tion and communication constraints.

¢ Constraints: quantifiable constraints (e.g., consistency, compatibility, timing con-
straints, etc.) are specified to ensure attachment to roles, styles and protocols.

¢ Evolution: element derivation, using subtyping, inheritance, and refinement, maxi-
mizes the reusability of architectural entities.

¢ Hierarchical Composition and Configuration: this ensures an entire architecture
becomes a single component in another, larger architecture.

Table 1 gives the descriptive structures that support the DCM formalization with
two types of explicit architectural building blocks: the composer and the component.
A set of Ada-like notations is exploited to create the descriptive formalizations. Of
practical consideration, these formalizations can be easily mapped to the modules and
related programming mechanisms of various object-oriented programming languages
(OOPLs), such as Ada95, C++, and Java [3-4, 17, 28].

Basically, componential computation of wrapped roles and interactive collabora-
tion of semantic behavior are described in Communicating Sequential Process (CSP)
[29] or in CSP-based form. Quantifiable constraints are appropriately bound to the
related segment of code by providing synchronous coordination with asynchronous
control transits and timing constraints that can be monitored at runtime.

3.3 Dependable Composer

The DCM defines the compositional patterns and dependable composers are exploited
to fulfill these patterns. In contrasting dependable composers and connectors [13-15],
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Table 1. Descriptive structure for architectural entities.

253

Composer Component
1 | composer DCM is generalized 1,5| component COM is [Derivable relation J<grw=>
-- generic parameters 2| port
style as ... --computing states and service operations:
protocol as .. --s0me computing states
5| role R, is [Derivable relation | <grw= --some are overridden from wrapped role
2| port --some are refined and extended
... == data status & service operations 3| computation
3 | computation ... —autonomous behavior including
4 ... - autonomous behavior and semantics 4 --control constraints
end R: --scheduling & synchronous coordination
role R: is ... end R;; --asynchronous task scheduling
collaboration (P : R;; C: R,) 6 | configuration
.. = collaborative behavior and semantics ... == hierarchical decomposition
end DCM: end COM;
l.  comp and component define architectural entities as types
2. port specifies interfaces including computing states and service operations
3. computation states the behavioral computation with specified semantics
4. constraints will adhere to the semantic formulation
5. option of derivational relation reflects the evolution between the Grw and the component

6. configuration provides a means for hierarchical composition from a lower level of components

a connector is an ideal entity that is considered to be explicit at the level of architec-
ture, but intangible in the system implementation [17-18]. A dependable composer is
an actual entity that refers to generalized role wrappers (abstract classes), the architec-
tural style, the communication protocol, and the behavioral collaboration between
roles.

A dependable composer, introduced to fulfill compositional patterns, encapsulates
multiple roles of Grw’s (interacting with each other), the architectural style, the com-
munication protocol, and the behavioral collaboration between roles.

Pipeline — A Typical Composer

Table 2 describes a typical example of the Pipeline composer. This composer exhibits
excellent architectural features (e.g., asynchronous communication, loose component
coupling, and data buffering). The related componential derivation and configuration
also appear in the same example. In order to establish reusable generalization, Pipe-
line defines two generic parameters: the transported Data type (a basic item for data-
flow) and a flexible buffer Size (100 by default).

Constraints and Semantics

In Table 2, both synchronized and abstract procedures are introduced to support
synchronous coordination of interactive communication and abstract behavioral tem-
plate of functional derivation, respectively. Synchronized procedures (Output and
Input) employ execution guards to coordinate concurrent synchronization, while the
abstract template is overridden by the derived components. Regarding the timing
constraints [6, 8], these are treated as semantic characteristics and bound to the CSP-
based semantic description. The role of Outflow is subject to a maximum execution
time (MET) while Inflow is subject to a maximum response time (MRT). Both of the
quantitative attributes MET(100) and MRT(100) are bound to asynchronous control
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Table 2. Composer and Architectural Configuration.

composer Pipeline is generalized
type Data is private;
Size : Integer : = 100;
style as  <#pipe-filter#=;
protocol as  <#dataflow-sireamit=;
role Outflow is
port
procedure Output(d: Data) is synchronized;
procedure Produce(d: Data) is abstract;
computation
Produce (d): *[ Output (d) = Produce (d) & MET (100) ->exception; |
end Outflow;
role Inflow is
port
procedure Input(d: Data) is synchronized;
procedure Consume(d: Data) is abstract;
computation
*[ Input {d)=> Consume (d) ¢ MRT(100) =>exception; ]

end Inflow;
collaboration (P ; Outflow; C ; Inflow)
PeProduce(d);
*[ PsOutput{d)=> PeProduce(d) 0 Celnput(d) = C+*Consume (d) |
end Pipeline;
composer My-Pipe is specialized Pipeline (Data =>Adt, Size ==300);
component Producer  is new My_Pipe.Outflow ... end Producer;
component Consumer is new My_Pipe.Inflow ... end Consumer:
component CONFIG-COM is
port
Source : component Producer:
Sink : component Consumer;
computation
configuration

Source —{ My_Pipe} = Sink;
My_PipesCollaboration(Source, Sink);
.. == Roles are glued with the instances of producer & consumer
.. -- Instances assigned to play roles are concurrently executed
... = Source keeps producing data and then outputs them
... = Sink keeps inputting data and then consumes them

end CONFIG-COM:

transits for runtime monitoring. The symbol "¢" represents an asynchronous opera-
tion: when producing data for interaction with the sink role, the Outflow must be syn-
chronized within an MET(100) otherwise, an exception is triggered.

In the descriptive configuration, Source —{ My_Pipe}—> Sink represents topological
connectivity by specifying how Source interacts with Sink via a My_Pipe composer,
which implements the interconnection. In this case, this also guides the configuration
so that Source is glued to the Outflow role, while Sink to the Inflow role, as described
as My_Pipe.Cpllaboration (Source, Sink).

4 Quantifiable Architecting via a DCM

As previously discussed, the two issues of software architecture (computation and
interaction) are suitably characterized as formalized factors (role, style, and protocol)
in a DCM. Using a DCM to quantifiably architect DSoS becomes practical with the
support of a reusable dependable composer library.
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4.1 Substantial Interconnections

It used to be that the architecture of a software system was annotated as “box-line-
box” diagrams, where lines inadequately attempted to represent complex relationships
between components (boxes) [13-15]. Over time, this annotation has become much
richer, for instance, the use of Architecture Description Languages (ADLs) has
greatly improved the expressiveness of software architectures. Developing quantifi-
able software architecture via the DCM continues in this vein. The DCM makes the
interconnections among components substantial with dependable composers, which is
embodied by the following four aspects:

¢ Dependable entities can be employed to build an additional interconnection
among components, provided the components share the same architectural style.

o Heterogeneous forms or representations need to be integrated in order to provide
coherent communication during interaction between components.

¢ Topological connectivity establishes a connected configuration graph of compo-
nents and composers. It simplifies the interconnections by leveraging the employed
composers.

¢ Quantifiable constraint attachment to the architectural artifacts provides
dependability attributes to the DSoS.

An explanation of the first three of these aspects immediately follows; the fourth
aspect referring to system dependability analysis is discussed later in this section.

Interconnection via Dependable Composers

After establishing the computational model [6] (the computational perspective derived
from prototyping model), the next step is to employ suitable composers to realize the
related interconnections by analyzing the roles (roles components adopt to accomplish
a larger purpose) in the architectural context [3-4]. The DCM defines compositional
patterns that are fulfilled as dependable composers (entities). The dependable com-
posers are employed to build the interconnection with quantifiable constraints con-
cretely attached for static checking and dynamic monitoring.

Communication via Heterogeneous Representation

Heterogeneous representations reflect information transportation during an interaction
between a producer role and a consumer role. When the Outflow role interacts with
the Inflow role via the Pipeline composer, it is not necessary to establish a heteroge-
neous representation for the communication between these two roles. This is mainly
because both roles share the same architectural style and communication protocol.
Heterogeneous representation is needed only when a component is adopting different
roles in order to interact with other components. In such cases, it is necessary to unify
the data representation so that multiple communication channels can be built with
several components that are accepting the interactions. The object-oriented model for
interoperability (OOMI) [20] has solved this problem by employing a wrapper-based
translator. Similarly, the Grw in a dependable composer provides the best architec-
tural entity for recording and accounting for representational differences.
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Configuration via Topologic Connectivity

Topological connectivity is an important architectural aspect that simplifies the inter-
connections between components by employing dependable composers. Because of
asymmetric interaction, a producer role could interact with one or more consumer
roles and vice versa. For the sake of convenience, two generic roles producer and
consumer, are introduced to discuss topologic connectivity. The producer producing
data interacts with the consumer consuming data when data is transported through a
specific communications channel. In terms of producer and consumer (with emphasis
on how to employ composers to interconnect components) topologic connectivity
includes the following types:

e Unique (1~1): a producer is allowed to interact with a consumer via a composer.

e Fork (1~N): a producer is allowed to interact with one or more consumers via a
composer.

e Merge (N~1): several producers are allowed to interact with a consumer via a
composer.

o Heterogeneity: multiple producers are allowed to interact with multiple consumers
via various composers of different architectural styles.

e Hierarchy: interactions between a producer and a consumer are located on differ-
ent architectural levels, while a subsystem of a lower architecture can be config-
ured as an entire component.

\'\ .’. L o

a) Fork-connectivity via composer H|erarch|cal connectivity
Qg_' I::>
b) Merge-connectivity via composer d) Heterogeneous connectivity

Fig. 8. Multiple types of connectivity.

The examples in Fig. 8 depict how to use composers to fulfill various types of
topologic connectivity. The left portion represents a computational prototyping model
(graph), where the bubble represents an operation or process and the directed edge
represents a dataflow. The right portion of each figure depicts the interconnections
among components when using composers. Fig. 8 a) and b) illustrate typical Fork and
Merge connectivity.

Hierarchical connectivity (shown in Fig. 8 ¢)) depicts an entire component which
is implemented by a subsystem of a lower architecture. It allows interaction between
the internal components at the lower level of the architecture and interaction with
external components at the higher level of architecture.

Heterogeneous connectivity results from the interconnections of components with
various architectural styles. The styles will determine the identity of roles and the
selection of communication protocols. In this case, various composers of different
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styles are employed to promote heterogeneous interactions, as shown in Fig. 8 d). As
an example, consider a given Producer which simultaneously serves as both Pub-
lisher (role) of Event and as Outflow (role) of dataflow, and interacts with a Sub-
scriber via a Pub-Sub composer, and with an Inflow via the Pipeline composer. A
similar situation can occur with the Consumer. So, heterogeneity, in terms of roles,
means the same component adopts more than one role.

4.2 System Dependability Analysis

The quantifiable architecting approach treats software dependability at three devel-
opmental strata. Three views of system dependability analysis are developed to sup-
port the quantitative assessment of dependability with emphasis on architectural arti-
facts. This assessment includes the acquisition of dependability attributes, static
checking of quantifiable constraints, and dynamic monitoring of semantic characteris-
tics.

Conceptual View for Dependability Acquisition

The conceptual view refers to the global requirements of dependability and is focused
on the computational perspective. The notation of dependability is broken down into
six fundamental attributes: availability, reliability, safety, confidentiality, integrity
and maintainability [3-5]. This view of fundamental attributes implies following con-
cerns about a dependable system:

e Availability: how to create a system operational when needed.

¢ Reliability: how to keep a system operating correctly when used.

e Safety: how to ensure a system is operated without danger.

¢ Confidentiality: how to ensure a system’s information safe from unauthorized
disclosure.

e Integrity: how to ensure information is free of unauthorized modification when
used.

e Maintainability: how to develop a system that is easy to maintain.

Although precise definitions of these terms have been developed over a period of
many years, some aspects of dependability are not completely intuitive. For instance,
a communications system needs high availability but can suffer some unreliability; an
aircraft system needs high safety but can suffer some lower availability. While it is
desirous that such systems maximize all aspects of dependability, in practice it is
seldom possible to do so. Therefore, a careful tradeoff must be considered which
optimally maximizes the overall dependability of the DSoS.

This view refers to precise identification of dependability attributes, recognition of
threats produced by faults, and clarification of means by which faults are removed
during requirement analysis.

Quantifiable View for Static Checking

The quantifiable view refers to quantifiable constraints or measurable attributes that
are translated from the conceptual view, and is focused on the compositional perspec-
tive. The constraints are attached to architectural artifacts and are mapped into consis-
tency, compatibility, granularity, heterogeneity, timing constraints, and synchronous
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control, etc. This view provides a formalized foundation and is based on which static
checking techniques are applied to the architectural (specification) artifacts, such as
reasoning analysis, validation and verification (V&V), deadlock detection, thread
scheduling, and so forth.

The quantifiable view is responsible for attaching constraints to architectural fac-
tors, such as roles, styles and protocols, and then static checking can be done at the
architectural level, on the basis of formalized descriptions discussed previously. The
following rules are examples regarding how to check quantifiable constraints attached
to architectural artifacts:

e A specific role can only interact with another (consistency)

¢ Interactive roles should be consistent with architectural style (consistency)

¢ Gluing several components to a role that serves as multiple responsibilities (compatibility)

e Hierarchical composition is done from well-grained components via composers (granular-

ity)

e Components are running on the distributed environment via a specific protocol (granular-

ity)

e There is heterogeneous interaction of components serving in several roles (heterogeneity)

e A component interacts with one via pub-sub and with the other via pipeline (heterogene-

ity)

e Maximum execution times are specified for a consumer computation (timing constraints)

e Latency of communication protocols are related to potential starvation (timing constraints)

e Synchronization between concurrent entities ensures proper functioning (synchronization).

e Provide rendezvous of the producer role with the consumer role (synchronous control)

Semantic View for Dynamic Monitoring

With emphasis on the componential perspective, the semantic view embodies how
constraints from the quantifiable view are treated as semantic characteristics bound to
segments of code. The semantic characteristics are bound to roles’ behavioral compu-
tation, referring to the architectural style and communication protocol. This view
drives the automated architectural framework generation with a semantic description
bound to crucial segments of code so that semantic characteristics become effectively
and practically computable for dynamic monitoring at runtime.

Although semantic characteristics (such as synchronous coordination, maximum
execution time) semantically restrict a concurrent producer and consumer in their
behavior, it is still a challenge to generate a quantifiable architectural framework with
bounded semantic characteristics. For example, consider a role as an element of archi-
tecture -- how the role would pass on its semantic behavior to the derived component
requires assisted tool support. Obviously, hand coding is not practical or effective.

The semantic view is responsible for driving the automatic architectural framework
generation and infusing semantic characteristics associated with the crucial segments
of code. The following example illustrates how dynamic monitoring is done. For a
distributed system that emphasizes a safety-critical service, the idea is to translate the
attributes of safety into timing constraints. This may be embodied as an instant reply
of a particular component, under a given request, within an MET (maximum execu-
tion time), or as a dataflow communication between components performed within an
affordable LATENCY [6, 8]. An MET requires that the computation (that a role un-
dertakes) must be executed within a specific amount of time. The LATENCY con-
strains the maximum delay during data transportation associated with the protocol.
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met latency

composer Pipeline is generalized

WAWYORNY
JuIensu0))

role Outflow is

port
procedure Output(d: Data);
procedure Produce(d: Data) is abstract;

computation
Produce (d);

*[Output (d)OLATENCY(60)= Produce (d) ¢ MET(100)

0 latency-signaled = LAT-EXCEPTION
0 met-signaled = MET-EXCEPTION

SuLIONUON]
JNUBWIDS

end Outflow;

end l;{;.aé[i’nc;

Fig. 9. The composer with constraints bound.

Fig. 9 illustrates that timing constraints are attached to the composer (referring to
the role, style and protocol) and then actually bound to the computational behavior of
Produce and Output as semantic characteristics. Two typical timing constraints are
involved: MET and LATENCY [6, 8]. This example illustrates the dynamic monitor-
ing of correctness assurance [9-10] by specifying the semantics. Since procedure
Output is implicated in the communication protocol from the composer, we associate
LATENCY(60) with it. Once the communication of Output(d) is beyond the latency
constraint, the asynchronous control will set ‘latency-signaled’ and abort current
communication execution, and then raise LAT_EXECPTION. Similarly, we associate
MET(100) with procedure Produce (d) and related exception is MET_EXCEPTION.

5 Demonstration

The example presented in this section demonstrates the effectiveness of the quantifi-
able architecting effort when exposing and molding multiple perspective issues in the
perspective-based synthesizing procedure. It also illustrates the power of composi-
tional evolution in building a more complex heterogeneous composer based on exist-
ing composers.

5.1 Computational Prototyping Model

In this section, the computational prototyping model starts with a simple control sys-
tem. A prototyping system description language PSDL [8] is used to model the opera-
tional concept of the control system into the computational model. The model in
PSDL consists of a hierarchically structured set of definitions for operators (compo-
nents) and abstract data streams (interconnections). Each definition has a specification
part for black-box descriptions and an optional implementation part for clear-box
descriptions. The clear-box description contains a network of operators and streams
that is represented by a direct graph.
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OPERATOR Control_Sys
SPECIFICATION
INPUTS input_switch : BOOLEAN, Sensor_data: REAL
OUTPUTS control_signal :
STATES  filter_data: REAL INITIALLY 0.0
DECRIPTION {top level of a simple embedded system}

END
IMPLEMENTATION Graph Description
GRAPH .<‘ |
END
END

OPERATOR controller
SPECIFICATION
INPUTS sensor_data, filtered_data: REAL
OUTPUTS control_si REAL
MAXIMUM EXECUTION TIME 200 ms e I
AXIOMS ... 1 Sensor

" control_sys T

i display |
N P ]

END 1
END i
OPERATOR filter e N —N—
SPECIFICATION ... END T Switch b oo |
OPERATOR recorder Voo i ;ID’“‘ s\;iu'\| leml_.-:u;;n.l _____ '
SPECIFICATION ... END —
OPERATOR former T
SPECIFICATION ... END &7
END

Fig. 10. Computational Models in PSDL.

Fig. 10 shows the computational model comprising two portions: a textual descrip-
tion and a graphical description. The former provides rigorously formalized descrip-
tion suitable for manipulation by CASE tools, while the latter presents the description
as a visual graph suitable for human understanding. The model is presented on two
hierarchy levels: the first comprises the specification of operator (component) Con-
trol_Sys, and the second comprises its implementation part, which contains a graph
showing the decomposition of the system into subsystems. Top-level component
Control_Sys is embedded in an environment comprising a simple switch served by
some human operator, an external sensor providing signals at relatively regular inter-
vals, a display that shows the status for human monitoring, and an actuator that ma-
nipulates the behavior of the controlled technical process. The more detailed behavior
of these system components lies outside the scope of this discussion.

5.2 Automated Transitions

Perspective-based modeling of DSoS inevitable faces significant challenges in estab-
lishing continuity between the different models of each system that make up the “sys-
tem of systems.” Accordingly this approach employs two kinds of transitions (archi-
tectural and componential) to bridge the gaps between these multiple models.

Architectural Transitions

The architectural transition plays a paramount role in ensuring the development and
evolution of the DSoS. Using the architectural transition designers construct substan-
tial interconnections between computing activities with composers as a system is
broken into a set of activities and associated information flows. For the DSoS, each
node of a subsystem undertaking a computing activity could be executed concur-
rently, and collaborated via internetworking communications.
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The left side of Fig. 11 illustrates a simplified computational model derived from
that shown in Fig. 10. Two composers are employed to realize the transitioning archi-
tecture: Pipeline (dataflow) and Pub_Sub (an event-based invocation). The external
interconnections (e.g., I;, I,, O, and O,) naturally belong to the higher level compo-
nent, e.g., CSCI (Computer Software Configuration Item). Our focus is on the internal
interconnections (d,,, d,3, d;,). Suppose d,; and d,, have the same architectural style

(e.g., event-based) and d,, has another style (e.g., dataflow). This implies the use of a

‘unique’ (1~1) and ‘fork’ (1~2) topology type to establish the topologic connectivity
for the subsystem.

Fig. 11. Transitioning Procedure and Hierarchical Composition.

With respect to heterogeneity and hierarchy, CSCC, serves both the Announcer

and Output roles in the context of dataflow and event-based, which means it interacts
with the other three components via heterogeneous architectural styles. Further, the
CSCI configuration embodies a hierarchical composition from decomposed compo-
nents and heterogeneous interactions among them. That is, CSCC,, CSCC,, CSCC,,

and CSCC, are configured as an entire architecture that forms a single component
CSCI in another, larger architecture.

Componential Transitions

With dependable composers chosen to establish interconnections among components,
it becomes relatively straight forward to derive the physical components from the
associated Grws through subtyping and refinement. These components serve specific
roles in the architectural context of a particular collaboration to accomplish a particu-
lar larger purpose. From an object-oriented standpoint, the physical component is
treated as a behavioral subtype of the related Grw, so that the component can be de-
rived directly from it. Multiple inheritances will be naturally considered because they
provide a means by which a component that services multiple roles within the archi-
tectural context can be derived from one more Grw. The component CSCC, is such a
component and is derived from both Outflow and Announcer.

Table 3 illustrates an architectural transition and a componential transition from the
computational model, through the compositional model, to the componential model.
Typical OO class relationships such as association, generalization, aggregation, and
adaptation [27-28] effectively support the transition. Multiple inheritances belonging
to generalization (in terms of class relationships) are the powerful mechanism that
supports componential transition in the stage of componential derivation.
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Table 3. Descriptive Architectural Entities.

--- <Composer Definitions= -- --- <Component Definitions> ---
composer Pipeline is generalized with Pipeline, PubSub;
type Data is private: component CSCC, is new Outflow, Announcer
Size : Integer : = 100; «ea == derived from two roles via multiple inheritance
style as  <#pipe-filteri=; end CSCCy;
protocol as  <#dataflow-stream#=; component CSCCs is new Inflow ... end CSCCy;
role Qutput is component CSCC; is new Listener ... end CSCCy;
component CSCC, is new Listener ... end CSCCy;
end Output;
role Input is --- <Component Configuration = ---
component CSClis
end [nput; port
collaboration(O: Outflow: [: Inflow) Pl :composer Pipeline:
PS  : composer PubSub;
end Pipeline; C;  :component CSCC;
C; :component CSCCy;
composer PubSub is ... C;  : component CSCCs;
role Announceris ... end Announcer; C; :component CSCCy;
role Listener is computation
end Listener; configuration
collaboration{A: Announcer; L: Listener) C;—{PL}=> C,; PL.collaboration (Cy, Cz);
Cy —{PS }= C;,Cy;PS.collaboration (C, (C;, Cy))
end PubSub; end CSCI;

Table 4. Compositional Evolution of Composer.

composer Pipe-Pub is
role Ann-Out is new Pipeline.Outflow,
PubSub. Announcer

ort
procedure Produce (Data d) is overridden:
procedure Prepare (Event ¢) is overridden;
computation
Produce (d); Prepare (e):
*[ Output (d) = Produce(d) ¢ latency(100) 2 exception;
[ Broadcast(e) = Prepare(e) € latenci{200) =>exception;

end Ann-Out;
role PP-Inflow is mew  Pipeline.Inflow

entlbl‘-‘-[nl'lmv:
role PP-Listener is new  PubSub.Listener

end PP-Listener;
collaboration

end Plpr.Pltb

5.3 Compositional Evolution

When a component needs to adopt two or more roles and each role has its specific
architectural style (e.g., a component is required to simultaneously adopt Outflow
(Pipeline) and Announcer (Pub_Sub)), heterogeneous interactions arise (see Table 3).
Is it possible to get compositional evolution from several existing composers and to
form a new heterogeneous composer? The answer is yes.

Compositional evolution specifically refers to the heterogeneity and the hierarchy
of system composition. The former is embodied in constructing a new composer from
existing composers of different architectural styles, while the latter treats a subsystem
of lower architecture as an entire component in another, larger architecture. As an
example assume there are two existing composers: Pipeline with Outflow/Inflow
roles, and Pub_Sub with Announce/Listener roles. A new composer can be derived
from both as described by Table 4. Obviously, the new composer is created with three
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roles: Ann_QOut, Listener, and Inflow. With respect to hierarchic composition, the
configuration in a component can be directly used to form an entire component.

This illustrates that compositional evolutions from existing composers provide an
effective means to construct more complex and more powerful composers to ensure
the architecture is composable and evolvable.

6 Conclusion

Quantifiably architecting DSoS provides a promise of faster, better, cheaper software
systems, because the approach provides a means for analyzing system designs with
respect to quantifiable constraints [3, 12, 19]. Indeed, a premise of quantifiable soft-
ware architecture is that quantifiable constraints — and our ability to reason about
them — are attached to compositional patterns. These patterns are actually interactive
roles, architectural styles and communication protocols in the DCM [3-4]. While there
has been much written on how to develop and annotate software architecture, there
has been comparatively little work on providing quantifiable architectural techniques
for early resolution of the differing perspectives of the stakeholders. Traditional archi-
tectural processes specify how architectures should be represented but do not provide
techniques or tools for developing early artifacts that can be used to identify and re-
solve issues in the description, and quantitative assessment. In order to consistently
engineer DSoS, this quantifiable architectural approach provides a procedure (with
tool support) that uncovers perspective concerns of various stakeholders, increases the
effectiveness of designed inspection techniques such as requirements validation, static
checking, and dynamic monitoring of desired properties. This approach addresses
three crucial aspects: 1) accurately identifying various customer requirements and
determining their impact to the required architecture of the system, 2) mapping cus-
tomer dependability attributes into quantifiable constraints within multiple associated
perspectives , and 3) verifying and monitoring if the resulting system architecture
satisfies customer intent (and if not, correcting the requirements and the system archi-
tecture).

Because this approach can be used to structurally map and quantitatively assess
dependability attributes that are translated into quantifiable constraints attached to the
invariant architectural artifacts, it will significantly reduce the amount of re-
certification effort required after each requirement change, and increase dependability
assurance at the architectural level. The approach illustrates that with reusable archi-
tectural facilities and associated tools support, the quantifiable architecture with mul-
tiple perspectives can be used to identify and resolve conflicting stakeholder perspec-
tives, and effective support the engineering of DSoS.
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Abstract. Proliferation of large and complex fault-tolerant distributed
applications has stimulated the use of separate management components for
automatic detection of software and hardware failures and for reconfiguration.
This paper describes an analytical model, called the Dependable-LQN model,
for evaluating combined performance and dependability attributes of client-
server applications that now include these additional management components
and their interactions. It also constructs and analyzes a model for a large-scale
Air Traffic Control system in order to demonstrate the model’s capability in
evaluating large systems.

1 Introduction

The Dependable Layered Queueing Network (Dependable-LQN) model is a
performability model (i.e. a combined performance and dependability model) for
fault-tolerant distributed applications with a layered software architecture and with an
overlaid architecture for failure detection and reconfiguration. The model considers
the failures and repairs of its application and management components and the
management connections, and the application’s layered failure dependencies, together
with the application performance. It combines Fault-Tolerant Layered Queueing
Networks (FTLQN) [4] and the Model for Availability Management Architecture
(MAMA) [5]. FTLQN in turn adds dependability related components and attributes to
the Layered Queueing Network (LQN) model [11], which is a pure performance
model.

In performability modeling, a common approach is to use a Markov reward model
[17], [20] in which the dependability aspects of the system are represented by a
continuous-time Markov chain with a reward rate, which is a performance measure,
associated to each of the states of the Markov chain. A higher-level specification of
these models, called Stochastic Reward Nets [2], is sometimes used to specify the
problem in a concise fashion and the underlying Markov chain is generated
automatically. These models are inappropriate for modeling large systems since they
lead to generation, storage and solution of infeasibly large state spaces.

The Dependable-LQN modeling approach used in this paper can be seen as an ex-
tension of the Dynamic Queueing Network (DQN) approach [12], [13] that is based
on Markov reward models. They both consider a hierarchy of models: a higher level
availability model representing the failure and repair behaviour of components and a

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 266-285, 2004.
© Springer-Verlag Berlin Heidelberg 2004



Dependability Modeling of Self-healing Client-Server Applications 267

set of lower level performance models, one for each structural state in the availability
model. In the DQN model, a parameterized queueing network is used to model the
performance aspects and a Generalized Stochastic Petri Net is used to describe the
availability aspects. The calculations are done by converting the DQN model to a
Markov reward model. In the Dependable-LQN model the performance aspects are
described by a layered queueing network which can model the logical software
resources and which treats the hardware and the software uniformly. Further, the
Dependable-LQN model uses an AND-OR-NOT graph for capturing the
dependability aspects and it avoids the generation or solution of large Markovian
models.

Dependable-LQN has a slight resemblance to a multilevel framework by Kaaniche
et. al. [14] for modelling Internet-based applications. They present four levels: user,
function, service and resource levels. However, these levels are fixed and represent
layers of abstraction, while this work introduces application-dependent layers of
servers.

The architectural design of an application could be specified using a design model,
e.g. in UML [18]. Some work has reported on the translation of UML models to
different dependability models. [19] considers conversion of UML models to
dynamic fault trees while [16] considers transformation of UML models to Timed
Petri nets. In a similar way, UML models can also be used to capture architectural
designs considered in this work and they could eventually be transformed to a
Dependable-LQN model. This work however does not address this transformation.

Our previous work defined the model in [5] and gave an efficient algorithm for
evaluating dependability in [8]. This paper describes its application to a substantial
system for Air Traffic Control.

An Air Traffic Control (ATC) system [3], [1], [9] is a large-scale complex distrib-
uted system which demands high availability and high performance. Its software
architecture plays a key role in achieving its quality requirements. We consider the
architecture described in [3], which describes an en route system to control aircraft
from soon after takeoff until shortly before landing. The end users in the model are
the air traffic controllers. It has a layered software architecture with one subsystem
depending on another for services and it uses a separate management architecture for
automatic failure detection and recovery. It is an important case study for us because
the Dependable-LQN model perfectly fits the choice for modeling such a complicated
and large system.

The goal of this paper is to demonstrate the use of the Dependable-LQN model on
a substantial system with strong requirements for performance and dependability. It
also describes the use and scalability of a tool [6] that takes the layered software de-
scription and the management component interactions as input and solves the model
analytically to generate results.

The paper is organized as follows. Section 2 describes the Dependable-LQN mod-
eling concepts. Section 3 briefly describes the solution strategy for solving the model.
Section 4 describes the model for one sector of an ATC en route system. Section 5
discusses the results obtained for the model in Section 4. Section 6 concludes the

paper.
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2 The Dependable-LQN Model

A Dependable-LQN model combines two parts:

e a Fault-Tolerant Layered Queueing Network (FTLQN) submodel for describing
the layered software architecture

e a Model for Availability Management Architecture (MAMA) submodel for de-
scribing the fault management architecture

This section first describes the assumed failure behaviour for system components
and then it describes the submodels, FTLQN and MAMA, that comprises the
Dependable-LQN model.

2.1 Failure Behaviour of a Single Independent Component

Individual components fail and are repaired independently, with a failure state
governed by the Markov chain in Fig. 1. It has two states, a working state W and a
failed state F. The failure rate is A and the repair rate is L.

A

We——=(®

n

Fig. 1. Markov model for each component.

The services offered by these components may fail due to service dependencies,
even though the component itself has not failed. These dependencies are described by
FTLQN model, which is described next.

2.2 First Part of the Dependable-LQN Model: FTLQN Model

An FTLQN model [4] extends the Layered Queueing Network (LQN) [11]
performance model by specifying the strategies to be used in case of failures and by
adding redundant components and availability related parameters to it.

Fig. 2 shows the graphical notations used for an FTLQN model. The notations are
defined in more detail below.

Fig. 3 illustrates an example of an FTLQN model showing a layered console appli-
cation. There are seven fasks (i.e. concurrent operating system processes), "Console",
"Application Server", "Console Server", "Log Server", "Database-A", "Database-B"
(backup for "Database-A") and "Data Server". Each task runs on its own processor.
The task "Application Server" creates a report which involves reading from the
database, requesting some kind of application data from the "Data Server" and then
logging the report to the "Log Server". Tasks have one or more entries which are
service handlers embedded in them (for instance, "Data Server" has "Get Application
Data" and "Get Console Data"). A service request has a single target server if there is
no server redundancy, or it may have a set of redundant target servers with a policy
on how to use them.

The different redundancy policies supported for a service request are:
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Fig. 2. Graphical notations used for FTLQN models.
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Fig. 3. An FTLQN model.

all the targets are operational.
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e Primary-Standby Redundancy (PSR), with requests sent only to the primary target.
When the primary fails, one of the standbys (next in priority) will become the
primary and the requests are rerouted to the new primary.

e Active Redundancy (AR), with requests replicated and sent to all the working tar-
get servers.

e Load-Balanced Redundancy (LBR), with requests equally divided among all the
working target servers.

In Fig. 3, "dbService" is a service requested by the entry "Create Report" for
reading from the database. It has a PSR policy where the priority of the target servers
are labelled "#n" on the arcs going out from the service to the servers (smaller n
denotes higher priority). These service requests are synchronous, so the sender is
blocked until the receiver replies. (The LQN model [11] and thus the FTLQN model
also, assume that requests between tasks do not form a cycle; such a cycle could
induce mutual waiting and deadlock.)

Asynchronous service requests can also be accommodated, where a client does not
block after sending a request to a server. In Fig. 3, "serv5" represents an
asynchronous service request. In contrast to a synchronous service request where the
failure of a client directly depends on the failure of the servers, an asynchronous
service request does not add any failure dependencies. In order to add additional
failure dependencies that are not represented by service-based dependencies, another
abstraction called a depends relationship can exist between any two entries. The
depends relationship may exist from an entry to a single entry, or to multiple entries
with "AND" or "OR" relationships. For example, the entry "CreateReport" fails if the
logging mechanism fails even though the communication is asynchronous, indicated
by a dotted arrow from the entry "CreateReport" to the entry "LogReport”. "AND"
and "OR" types have been used in Section 4.

The performance parameters for the FTLQN model are the mean total demand for
execution on the processor by each entry and the mean number of requests for each
interaction. The availability related parameters for this model are the failure and
repair rates for each component (either a task or a processor) of the application. The
performance measures are usually associated with the tasks that only originate
requests (e.g. "Console" task), also called reference tasks.

The FTLQN model shows the policy for redundant servers but the decision about
where to forward the request is made by the fault management sub-system (not
visible in this model) based on its knowledge of the state of the application
components. This resolution of requests gives different operational configurations of
the application. For example, in Fig. 3 if all the tasks are operational, then the
configuration is the system as shown, but with Database-B, and its service requests
(labelled #2) removed as they are not used. The probabilities of the operational
configurations now depend on the fault management architecture, and on
management subsystem failures, as well as on the application. The next section
describes the management components, their connections and how they are related to
the application components.

2.3 Second Part of the Dependable-LQN Model: MAMA Model

The MAMA model describes fault management architectures based on the manager-
agent model described in [15]. A separate architectural model is introduced for
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management because the relationships of the parts are entirely different. This is seen

in the different connector types representing different types of interactions.

The MAMA model considers four classes of components: application tasks, agent
tasks, manager tasks and the processors hosting them. They are connected using
three different classes of connector:

e Alive-watch connector: This connector is used between two components in cases
where the destination component must be able to detect whether the source com-
ponent is alive or not. This may be achieved by periodic polls or "i-am-alive"
messages. Usually, the source of this connector is a manageable application com-
ponent.

e Status-watch connector: In cases where a destination component must know about
the liveness of the source component and also must collect failure data about other
components in the system that has been gathered by the source component, this
connector is used. An example would be a connector from an agent task to a
manager task.

e Notify connector: This connector is used for cases where the source component
must send or forward reconfiguration commands to its sub-ordinate destination
component (for example, a manager sending commands to an agent or an agent
forwarding a command to an application task) or must convey management infor-
mation to its peer (for example, a manager sending information about the domain
it manages to another manager).

These connectors are typed according to the information they convey, in a way
which supports the analysis of knowledge of the system status at different points in
the management system.

Upon occurrence of a failure or repair of a task or a processor, the occurrence is
first captured via alive-watch or status-watch connections and the information
propagates through status-watch and notify connections, to managers which initiate
system reconfiguration. Reconfiguration commands are sent by notify connections.

It is required by the analysis, that if a task watches a remote task, then it also
watches the processor executing the remote task, so it can differentiate between a task
failure and a processor failure.

Fig. 4 shows the graphical notation used in this work for MAMA components and
connectors.

Fig. 5 shows a MAMA model for a centralized management architecture for the
application of Fig. 3, with agents agl-ag4 running on the processors pl-p4. m1 is the
single manager task that indirectly manages all the application tasks through the
agents and directly monitors the processors.

The failure assumptions about the management components are the same as for ap-
plication components, and can include the connectors between them as well. Failure
and repair rates are provided for each components and connector.

The management architecture influences the fault coverage of the system, where
the fault coverage is the ability of the system to recover. This is because the system’s
knowledge about failures in order to recover from them depends on the management
architecture and also on the status of its components. For example, if the central
manager (shown in Fig. 5) is failed when the task "Database-A" fails, then the task
"ApplicationServer" (shown in Fig. 3) would not know about this failure and it would
not switch to the backup task "Database-B", even if "Database-B" is working. This
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© A processor with name

name

Fig. 4. Graphical notations used for MAMA models.

effect of management architecture and its failures is taken into account in the model
analysis strategy, which is described next.

3 Dependable-LQN Model Solution

A Dependable-LQN model can be solved to obtain the mean of any performance
measure, averaged over failure states and the probability that a system has failed. It
can also be solved for transient measures, for example, the expected throughput at
time 7.

The general strategy of the analysis is to compute the performance for each reach-
able operational configuration that has different choices of alternative targets for re-
quests and combine it with the probability of each configuration occurring, to find the
measures. Each operational configuration is a pure Layered Queueing Network
(LQN) performance model [11], which can be solved for different performance
measures by the LQNS tool [11], based on extended queueing approximations.

The complete model solution has been described in the paper [8]. It has following
steps (as shown in Fig. 6):

1. convert the MAMA model into a directed graph, called a Knowledge Propagation
Graph and then apply minpath generation algorithms to the graph to obtain the
connectivity information;

2. create an AND-OR-NOT graph, called a Fault-Propagation graph, using the
FTLQN model and the connectivity information from the knowledge propagation
graph;

3. using the Fault-Propagation graph, determine the set of all the distinct operational
configurations;

4. compute the probability of each operational configuration by generating and solv-
ing a non-coherent fault tree [10] (this is a fault tree with NOT gates).
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Fig. 5. MAMA model for a centralized management architecture for layered application of
Fig. 3.

5. compute the reward for each operational configuration by generating and solving
an ordinary Layered Queueing Network performance model [11].

6. combine the rewards using the probabilities of configurations, to obtain the per-
formability measures.

The complexity of the overall analysis is dominated by the number of operational
configurations generated in step 3, which depends on the number of replicated
services in the system.



274  Olivia Das and C. Murray Woodside

Convert the MAMA model
to a directed graph, called
Knowledge Propagation
Graph. Apply minpath
algorithms to the graph to
get the connectivity
information

Create an AND-OR-NOT
graph, called Fault
Propagation graph, using
the FTLQN model and the
connectivity information of
the Knowledge Propagation

Gra?h

Compute Probabilities,
Prob(C;), Prob(C;, 1) of
each Operational
Configuration by
generating and solving a
non-coherent fault tree

Determine Distinct
Operational
Configurations C;
using the Fault
Propagation graph

6111putc Mean Steady-state Rcwara

R((.T!_) ) Pmb((.'f)

Compute Reward, R(C;)
of each Operational
Configuration using

Layered Queueing

Models @

i
Compute Mean Instantaneous Reward
at time ¢ =

R( C.‘.) - Pr()b(Cf., t)
i
O, J

Fig. 6. General strategy for Dependable-LQN model solution. Prob(C;) and Prob(C,, t) are the
probabilities of the operational configuration C; in steady-state and at time ¢ respectively. R(C;)

is the reward associated with each C;.

4 Dependable-LQN Model of an ATC En Route System

An airspace controlled by a single ATC facility is administratively divided into
sectors. For example, US airspace is serviced by 20 facilities, with up to 118 sectors
per facility. Each facility receives aircraft surveillance and weather data from radars
and communicates with other external subsystems such as other en route facilities.
Inside each facility, air traffic services are divided among four subsystems:
Surveillance Processing Service (that receives radar data and correlates it with
individual aircraft tracks) is provided by the Radar subsystem directly connected to
radars, Flight Plan Processing and Conflict Alert Service is provided by the Central
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subsystem, Display Service (which displays aircraft position information obtained
from radars and allows inputs from air traffic controllers to modify flight plan data or
change display format) is hosted by the Console subsystem, and Monitoring Service
(which provides the monitoring and control service for other ATC services ensuring
their availability policies) is hosted by the Monitor and Control subsystem. There are
up to four consoles allocated for handling each sector. Fault-tolerance is achieved by
software server groups. For example, there are up to four Display Management load-
balanced redundant servers per sector, three primary/standby active redundant
Surveillance Processing servers, and two primary/ standby Flight Plan Management
servers.

All the three redundant Surveillance Processing servers receive the raw radar data
from the radars in parallel, however only the primary server sends the processed radar
data to the Display Management servers running in the consoles. A Primary-Standby
Active Redundancy (PSAR) policy models this case.

Fig. 7 shows some parts of a Dependable-LQN model based loosely on the
description in [3]. Each dotted bubble represents a process group which is replicated;
the redundant components are not shown. The communications with replicas is
performed transparently by a process-to-process session manager (P2PSM) in each
host (not shown here).

Some failure dependencies are implicit in the server request-reply dependencies.
Others have been made explicit with a depends relationship, for instance that "display
radar data" depends on "process radar data", even though the communications is
asynchronous. This is an OR dependency on the three radar processing replicas, since
any one is sufficient.

The fault management architecture depends on a group availability management
server (gSAM) on each processor which monitors all the software servers in its own
processor and also monitors the other processors in its software server group. In
MAMA terms, the gSAM servers maintain an alive-watch. This is supported by three
redundant name servers which maintain a list of primary host processors for each
server group. When a failure of a software server occurs in its processor, a gSAM
server notifies other gSAM servers in its own group. Similarly, the failure of a
processor is detected by the other gSAM servers in a group. Whenever a failure is
detected, the gSAM server notifies the name servers which in turn notify the relevant
P2PSM’s so that they can retarget their service requests.

Fig. 8 shows a portion of the MAMA model for Fig. 7, including one replica of the
Monitor and Control subsystem. The redundant servers are not shown here.

Fig. 9 shows the interactions among the gSAM servers in the central subsystem
group containing two replicas. The interactions among the gSAM servers in other
groups are similar to this one and are not shown here.

5 Numerical Results

This section analyzes the Dependable-LQN model of the ATC system which is de-
scribed in Section 4. The model is parameterized (subsection 5.1) and the average
throughput and average response time is computed (subsection 5.2). The impact of
failures of management components on system availability is found (subsection 5.3),
and the most and least sensitive components (subsection 5.4). Optimal replication of
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Fig. 7. A Dependable-LQN model for an ATC en route system. Redundant server groups are
not shown here. The dotted boundary indicates one replica of a replicated subsystem.

the name server, which is one of the managers, is considered in subsection 5.5 for a
given level of availability of the management components. Replication of unreliable
agents is considered in subsection 5.6, with its effect on overall system reliability.
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Fig. 8. Portion of MAMA model for Fig. 7. Redundant server groups and interactions among
the gSAM servers in a group are not shown here.

5.1 Parameterizing the Model

In order to obtain numerical results, we need to select parameter values for the failure
and repair rates of the components, CPU execution demand for the entries and the
mean number of service requests made from one entry to another per call. The
parameter values used here were invented for purposes of demonstration.
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Fig. 9. Portion of MAMA model for Fig. 7 showing interactions among the gSAM servers in a
group of two replicas of the central subsystem.

The mean time to failure (MTTF) and mean time to repair (MTTR) for all the
processors are 1 year and 2 days respectively so that their steady-state availability is
approximately 0.99455. The MTTF and MTTR for all the tasks except the gSAM
servers are 30 days and 1 hour respectively so that their steady-state availability is
approximately 0.99861. For the gSAM servers, the MTTF is 15 days and MTTR is 1
hour so that their availability is approximately 0.99723. The tasks "Controller",
"Radars" and their associated processors are assumed to be fully reliable.

The execution demand for the entries of tasks "UI" and "DisplayManagement" are
assumed to be 0.01 seconds, of tasks "FlightPlanManagement" and "FlightPlanData-
base" are assumed to be 0.02 seconds, of task "SurveillanceProcessing" is assumed to
be 0.5 seconds and of tasks "ConflictResolution" and "TrajectoryManagement" are
assumed to be 0.001 seconds. The CPU demand for all the entries of the P2PSM tasks
(not shown in Fig. 7) are assumed to be 0.00001 seconds. On average, the entry
"userInterface" makes 1 call to "modifyDisplay"”, 1 call to "modifyFlightPlan" and 2
calls to "displayFlightPlan", per invocation. When the rest of the entries are invoked
they make 1 request (on average) to each entry they call.
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5.2 Results

The model for a sector (as illustrated in Fig. 7, 8 and 9) has 13 processors and 38
tasks (including the P2PSM and gSAM tasks), i.e. 51 components. There are 114
connectors in the MAMA model. Applying the Dependable-LQNS tool [6], we
obtain:

Number of Operational Configurations 114

Number of nodes generated in Knowledge Propagation graph 198

Number of nodes generated in Fault Propagation graph 1714

Average Throughput of the Controller task : 1.5376 requests/sec
Average response time of the Controller task : 1.951 seconds

Probability that all the three "userInterface" entries are working ~ : 0.947714
(there are two operational configurations for this case)
Probability that two "userInterface" entries are working :0.035460
(there are six operational configurations for this case)

Probability that one "userInterface" entry is working : 0.000246
(there are two operational configurations for this case)

System availability :0.983416
Model solution time : 76.18 seconds

5.3 Effect of Management Component Failures on System Availability

In order to see the effect of the management component failures on system
availability, we varied the availability (from 0.99 to 1) for all the management
components and observed the effect on system availability. The management
components include the name servers and their associated processors, and the gSAM
Servers.

Fig. 10 shows the system availability as a function of the availability of manage-
ment components. From this figure, it can be seen that the system availability
increases linearly with the availability of management components. It increases up to
0.9869 where the management components are assumed fully reliable. If the system
availability requirement is greater than 0.9869, then this result suggests that solely
increasing the management component availabilities would not achieve the goal, it
would require change in the application component availabilities and their replication
strategies.

5.4 Sensitivity Analysis of System Availability

In order to see which component is the strongest determinant of the system
availability, we decreased the availability of the components in turn by 10 percent
and observed the effect on the predicted system availability.

The sensitivity of the predictions to a ten-percent change in the availabilities is
shown in Table 1. The system availability is most sensitive to the availabilities of the
processors and the gSAM servers of the Central subsystem. A ten-percent decrease
for gSAM servers in the Radar processors has a negligible effect on system
availability. This is because the knowledge (propagated through the management
architecture) of the Surveillance Processing servers running on the Radar processors
are not critical to the retargettable services of the system.
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Fig. 10. Predicted System Availability as a function of availabilities of the management
components.

The sensitivity results suggest that it would be better to upgrade the availability of
the processors and the gSAM servers of the Central subsystem than any other compo-
nent, to increase the system availability.

5.5 Optimal Replication Number for Name Servers

For a given system availability goal, we would like to answer questions such as:
whether replication of name servers (and their associated processors) would help to
achieve that goal and if yes, how many replicas would be needed.

We varied the availability of the NameServer and its associated processor, nsProc,
and observed its effects on the system availability for different numbers of replicas.
Table 2 summarizes the results. From row 1 of this table, we see that when the
NameServer and its processor are fully available, the system availability is 0.983417.
This suggests that if the system availability requirement is greater than this, then
replicating the NameServer would not achieve it. Let us suppose that the requirement
is 0.9832. Then, from row 2 to 5 of the table, it can be seen that

e if the availabilities of NameServer and nsProc are 0.99, then three replicas are
needed to meet the goal

o if the availabilities of NameServer and nsProc are 0.999 or if they are same as as-
sumed in Section 5.1, then two replicas are needed to meet the goal

e if the availabilities of NameServer and nsProc are 0.9999, then one replica would
suffice
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Table 1. Sensitivity of System Availability to availabilities of components.

System % change in System

Parameter Availability Availability

No change, i.e. Original Model 0.983416

10% decrease in availability of either | 0.981828 -0.1615 %
{consoleProcl, consoleProc2,
consoleProc3, Consolel-gSAM,
Console2-gSAM, Console3-gSAM}

10% decrease in availability of either | 0.885075 -9.999938 %
{centralProcl, centralProc2,
Centrall1-gSAM, Central2-gSAM}

10% decrease in availability of either | 0.98341 -6.101 x 107% 2%
{radarProcl, radarProc2, radarProc3,
SP1, SP2, SP3, Radarl-P2PSM,
Radar2-P2PSM, Radar3-P2PSM }

10% decrease in availability of either | 0.983412 -4.067 x 10 %
{nsProcl, nsProc2, nsProc3,
NameServerl, NameServer2,
NameServer3}

10% decrease in availability of either | 0.983408 -8.135 x 104 %
{UI1, DM1, UI2, DM2, UI3, DM3,
Consolel-P2PSM, Console2-
P2PSM, Console3-P2PSM}

10% decrease in availability of either | 0.982741 -0.068638 %
{FPM1, FPDB1}

10% decrease in availability of either | 0.982742 -0.068537 %
{CR1, TMI1, FPM2, CR2, FPDB2,
TM2, Central 1-P2PSM, Central2-
P2PSM}

10% decrease in availability of either | 0.983416 no change
{Radarl-gSAM, Radar2-gSAM,
Radar3-gSAM}

5.6 Effect of Replication of Unreliable Agents (i.e. the gSAM servers)
on System Availability

In this section, we replicate the gSAM servers to see their effect on system availa-
bility. In section 5.4, we have seen that the agents (i.e. the gSAM servers) in the
Central subsystem are highly sensitive components. Here, the gSAM server is
replicated in all three processors of the Central subsystem to observe its effect on the
system availability for different number of NameServers. Fig. 11 shows part of the
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MAMA model for the Central subsystem group with replicated gSAM servers. Table
3 summarizes the results. From the table, we see that in both cases, with one or two
NameServers, the replication of gSAM servers in the Central subsystem has increased
the system availability by 0.554 %.

Table 2. System Availability for different number of NameServer replicas.

System Availability for 1, 2, and 3 replicas of
Availabilityof | Availabilityof NameServer and its associated processor,
nsProc
NameServer nsProc
1 2 3

1.0 1.0 0.983417 0.983417 0.983417
0.99 0.99 0.963847 0.983027 0.983409
0.9945504 0.9986142 0.976703 0.983371 0.983416
(same as in (same as in
section 5.1) section 5.1)
0.999 0.999 0.981451 0.983413 0.983417
0.9999 0.9999 0.983221 0.983417 0.983417

Table 3. System availability with or without replicated gSAM servers.

System Availability with
System Availability replicated gSAM
Number of without replicated servers in Central
NameServers gSAM servers in subsystem (as shown in
Central subsystem Fig. 11)
1 0.976703 0.982117
2 0.983371 0.988823

6 Conclusions

The use and scalability of the Dependable-LQN model and its analysis tools have
been demonstrated on an example of an Air Traffic Control system, to determine its
performability and reliability measures. This is a system of full industrial scale, and
the analysis was carried out in reasonable times, just over one minute per evaluation.
A number of important design issues were investigated.

In general the complexity of the analysis is exponential (from the algorithms used
for minpaths generation from the Knowledge Propagation graph, and for operational
configurations determination from the Fault Propagation graph), however clearly the
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Fig. 11. Part of the MAMA model showing the interactions in the Central subsystem group.
There are two replicas of gSAM servers in each processor.

time for substantial cases is not excessive. The number of distinct operational
configurations found was not excessive (just 14 in the basic case). The analysis of the
Fault Propagation graph did put stress on the storage requirements of the Aralia tool
[10], used to determine the probability of the operational configurations.

The Dependable-LQN model has some limitations. First, the performance model is
solved in steady state only. Steady state performability measures are then computed
from steady state component availability; transient and cumulative measures for
medium time-scales could in principle be found from transient component
availabilities. Transient and cumulative measures at short time scales that involve
short-term performance transients would require a different model. Second, the model
captures the layered service dependencies for service failure, but it assumes
independent failures for the components. Some forms of dependency can be modeled
by abstract "failure dependency factors" as described in [4], however this does not
capture all kinds of statistical dependencies. Third, the model assumes that each
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component undergoes repair which is independent of other components. It can easily
be extended to model repair dependencies, for example, a shared repair facility, by
constructing a Markov submodel for the set of components that share a repair facility,
instead of for a single component. Fourth, the model assumes constant failure rates
for the components. An extension of the model to incorporate aging (i.e. increasing
failure rate) for components and the effect of software rejuvenation has been outlined
in [7].
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Abstract. Modeling software components from multiple perspectives provides
complementary views of a software system and enables sophisticated analyses
of its functionality. A software component is traditionally modeled from one
or more of four functional aspects: interface, static behavior, dynamic behavior,
and interaction protocol. Each of these aspects helps to ensure different levels
of component compatibility and interoperability. Existing approaches to compo-
nent modeling have either focused on only one of the aspects (e.g., interfaces in
various IDLs) or on well-understood combinations of pairs of aspects (e.g., inter-
faces and their associated pre- and post-conditions in static behavior models). We
advocate that, in order to accrue the true benefits of component-based software
development, one needs to model all four aspects of components. In such a case,
ensuring the consistency among the multiple views becomes critical. We offer
an approach to modeling components using a fourview perspective (called the
Quartet) and identify the points at which the consistency among the models must
be maintained. We outline the range of possible intra-component, inter-model re-
lationships, discuss their respective advantages and drawbacks, and motivate the
specific choices we have made in our on-going research on ensuring the depend-
ability of software systems from an architectural perspective.

Keywords: Software architecture, software component, dependability, reliability,
the Quartet

1 Introduction

Component-based software engineering has emerged as an important discipline
for developing large and complex software systems. Software components have
become the primary abstraction level at which software development and evolution are
carried out. We consider a software component to be any self-contained unit of
functionality in a software system that exports its services via an interface,
encapsulates the realization of those services, and possibly maintains transient internal
state. In the context of this paper, we further focus on components for which
information on their interface and behavior may be obtained. In order to ensure the
desired properties of component-based systems (e.g., dependability attributes such as

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 286-304, 2004.
(© Springer-Verlag Berlin Heidelberg 2004
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Fig. 1. Software Model Relationships within a Component.

correctness, compatibility, interchangeability, and functional reliability), both
individual components and the resulting systems’ architectural configurations must be
modeled and analyzed.

The role of components as software systems’ building blocks has been studied
extensively in the area of software architectures [18,23,30]. In this paper, we focus on
the components themselves. While there are many aspects of a software component
worthy of careful study (e.g., modeling notations [6,18], implementation platforms
[1,3], evolution mechanisms [15,17]), we restrict our study to an aspect of
dependability only partially considered in existing literature: internal consistency
among different models of a component. We consider this aspect from an architectural
modeling perspective, as opposed to an implementation or runtime perspective.

The direct motivation for this paper is our observation that there are four primary
functional aspects of a software component: (1) interface, (2) static behavior, (3)
dynamic behavior, and (4) interaction protocol. Each of the four modeling aspects
represents and helps to ensure different characteristics of a component. Moreover, the
four aspects have complementary strengths and weaknesses. As detailed in Section 3,
existing approaches to component-based development typically select different subsets
of these four aspects (e.g., interface and static behavior [15], or interface and
interaction protocol [31]). At the same time, different approaches treat each individual
aspect in very similar ways (e.g., modeling static behaviors via pre- and post-
conditions, or modeling interaction protocols via finite state machines, or FSM).

The four aspects’ complementary strengths and weaknesses, as well as their
consistent treatment in literature suggest the possibility of using the four modeling
aspects in concert. However, what is missing from this picture is an understanding of
the different relationships among these different models in a single component. Figure
1 depicts the space of possible intra-component model relationship clusters. Each
cluster represents a range of possible relationships, including not only “exact”
matches, but also “relaxed” matches [32] between the models in question. Of these six
clusters, only the pair-wise relationships between a component’s interface and its other
modeling aspects have been studied extensively (relationships /, 2, and 3 in Figure 1).

This paper suggests an approach to completing the modeling space depicted in
Figure 1. We discuss the extensions required to commonly used modeling approaches
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for each aspect in order to enable us to relate them and ensure their compatibility. We

also discuss the advantages and drawbacks inherent in modeling all four aspects

(referred to as the Quartet in the remainder of the paper) and six relationships shown in

Figure 1. This paper represents a starting point in a much larger study. By addressing

all the relationships shown in Figure 1 we eventually hope to accomplish several

important long-term goals:

* enrich, and in some respects complete, the existing body of knowledge in compo-
nent modeling and analysis,

* suggest constraints on and provide guidelines to practical modeling techniques,
which typically select only a subset of the quartet,

 provide a comprehensive functional basis for quantifying software dependability
attributes such as architectural reliability,

* provide a basis for additional operations on components, such as retrieval, reuse, and
interchange [32],

* suggest ways of creating one (possibly partial) model from another automatically,
and

 provide better implementation generation capabilities from thus enriched system
models.

The rest of the paper is organized as follows. In Section 2 we introduce a simple
example that will be used throughout the paper to clarify concepts. Section 3 provides
an overview of existing approaches to component modeling techniques and introduces
the Quartet in more detail. Section 4 demonstrates our specific approach to component
modeling using the Quartet and provides details of each modeling perspective.
Section 5 discusses the relationships among the four modeling aspects shown in Figure
1 by identifying their interdependencies. In Section 6 we discuss the implications of
our approach on dependability of software systems. Finally, Section 7 discusses our
on-going research and future directions.

2 Example

Throughout this paper, we use a simple example of a robotic rover to illustrate the
introduced concepts. The robotic rover, called SCRover, is designed and developed in
collaboration with NASA’s Jet Propulsion Laboratory, and in accordance with their
Mission Data System (MDS) methodology. To avoid unnecessary complexity, we
discuss a simplified version of the application. In this paper, we focus on SCRover’s
“wall following” behavior. In this mode, the rover uses a laser rangefinder to
determine the distance to the wall, drives forward while maintaining a fixed distance
from that wall, and turns both inside and outside corners when it encounters them. This
scenario also involves sensing and controlled locomotion, including reducing speed
when approaching obstacles.

The system contains five main components: controller, estimator, sensor,
actuator, and a database. The sensor component gathers physical data (e.g., distance
from the wall) from the environment. The estimator component accesses the data and
passes them to the controller for control decisions. The controller component issues
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Fig. 2. SCRover’s Software Architecture.

commands to the actuator to change the direction or speed of the rover. The database
component stores the “state” of the rover at certain intervals, as well as when a change
in the values happens. Figure 2 shows a high-level architecture of the system in terms
of the constituent components, connectors, and their associated interfaces (ports): the
rectangular boxes represent components in the system; the ovals are connectors; the
dark circles on a component correspond to interfaces of services provided by the
component/connector, while the light circles represent interfaces of services required
by the component. To illustrate our approach, we will specifically define the static and
dynamic behavioral models and protocols of interactions for the Controller component
in Section 4.

3 Component Modeling

Building good models of complex software systems in terms of their constituent
components is an important step in realizing the goals of architecture-based software
development [18]. Effective architectural modeling should provide a good view of the
structural and compositional aspects of a system; it should also detail the system’s
behavior. Modeling from multiple perspectives has been identified as an effective way
to capture a variety of important properties of component-based software systems
[6,7,12,14,20]. A well known example is UML, which employs nine diagrams (also
called views) to model requirements, structural and behavioral design, deployment,
and other aspects of a system. When several system aspects are modeled using
different modeling views, inconsistencies may arise.

Ensuring consistency among heterogeneous models of a software system is a
major software engineering challenge that has been studied in multiple approaches,
with different foci. Due to space constraints, we discuss a small number of
representative approaches here. In [10] a model reconciliation technique particularly
suited to requirements engineering is offered. The assumption made by the technique
is that the requirements specifications are captured formally. In [5,11] a formal
solution to maintaining inter-model consistency is presented that is more directly
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applicable at the software architectural level. One criticism that could be levied at
these approaches is that their formality lessens the likelihood of their adoption. On the
other hand, in [8,13] more specialized approaches for maintaining consistency among
UML diagrams are offered. While their potential for wide adoption is aided by their
focus on UML, these approaches may be ultimately harmed by UML’s lack of formal
semantics.

In this paper, we address similar problems to those cited above, but with a
specific focus on multiple functional modeling aspects of a single software
component. We advocate a four-view modeling technique, called the Quartet. Using
the Quartet, a component’s structural, behavioral (both static and dynamic), and
interaction properties may be described and used in the analysis of a software system
that encompasses the component. The Quartet also has the potential to provide a basis
for generating implementation-level artifacts from component models. In the rest of
this section, we will first motivate the four component aspects. We will then discuss
existing techniques for modeling each aspect. We will use this discussion as the basis
for studying the dependencies among these models and implications of maintaining
their interconsistency in Sections 4 and 5.

3.1 Introducing the “Quartet”

Traditionally, functional characteristics of software components have been

modeled predominantly from the following four perspectives:

1. Interface models specify the points by which a component interacts with other com-
ponents in a system.

2. Static behavior models describe the functionality of a component discretely, i.e., at
particular “snapshots” during the system’s execution.

3. Dynamic behavior models provide a continuous view of how a component arrives at
different states throughout its execution.

4. Interaction protocol models provide an external view of the component and how it
may legally interact with other components in the system.

3.2 Existing Approaches to the Quartet

Interface modeling. Component modeling has been most frequently performed at the
level of interfaces. This has included matching interface names and associated input/
output parameter types. Component interface modeling has become routine, spanning
modern programming languages, interface definition languages (IDLs) [19,21],
architecture description languages (ADLs) [18], and general-purpose modeling
notations such as UML. However, software modeling solely at this level does not
guarantee many important properties, such as interoperability or substitutability of
components: two components may associate vastly different meanings with identical
interfaces.

Static Behavior Modeling. Several approaches have extended interface modeling
with static behavioral semantics [1,15,22,32]. Such approaches describe the behavioral
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properties of a system at specific snapshots in the system’s execution. This is done
primarily using invariants on the component states and pre- and post-conditions
associated with the components’ operations. Static behavioral specification techniques
are successful at describing what the state of a component should be at specific points
of time. However, they are not expressive enough to represent ~ow the component
arrives at a given state.

Dynamic Behavior Modeling. The deficiencies associated with static behavior
modeling have led to a third group of component modeling techniques and notations.
Modeling dynamic component behavior results in a more detailed view of the
component and how it arrives at certain states during its execution. It provides a
continuous view of the component’s internal execution details. While this view of
component modeling has not been practiced as widely as interface or static behavior
modeling, there are several notable examples of it. For instance, UML has adopted a
StateChart-based technique to model the dynamic behaviors of its conceptual
components (i.e., Classes). Other variations of state-based techniques (e.g., FSM) have
been used for similar purposes (e.g., [9]). Finally, Wright [3] uses CSP to model
dynamic behaviors of its components and connectors.

Interaction Protocol Modeling. The last category of component modeling
approaches focuses on legal protocols of interaction among components. This view of
modeling provides a continuous external view of a component’s execution by
specifying the allowed execution traces of its operations (accessed via interfaces).
Several techniques for specifying interaction protocols have been developed. These
techniques are based on CSP [3], FSM [31], temporal logic [1], and regular languages
[24]. They often focus on detailed formal models of the interaction protocols and
enable proofs of protocol properties. However, some may not scale very well, while
others may be too formal and complex for routine use by practitioners.

Typically, the static and dynamic component behaviors and interaction protocols
are expressed in terms of a component’s interface model. For instance, at the level of
static behavior modeling, the pre- and post-conditions of an operation are tied to the
specific interface through which the operation is accessed. Similarly, the widely
adopted protocol modeling approach [31] uses finite-state machines in which
component interfaces serve as labels on the transitions. The same is also true of UML’s
use of interfaces specified in class diagrams for modeling event/action pairs in the
corresponding StateCharts model. This is why we chose to place Interface at the center
of the diagram shown in Figure 1.

4 Our Approach

The approach to component modeling we advocate is based on the concept of the
Quartet introduced in Section 3. We argue that a complete functional model of a
software component can be achieved only by focusing on all four aspects of the
Quartet. At the same time, focusing on all four aspects has the potential to introduce
certain problems (e.g., large number of modeling notations that developers have to
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master, model inconsistencies) that must be carefully addressed. While we use a
particular notation in the discussion below, the approach is generic such that it can be
easily adapted to other modeling notations. In this section, we focus on the conceptual

elements of our approach, with limited focus on our specific notation used.

Component models are specified from the following four modeling perspectives:1

Component Model:
(Interface,
Static Behavior,
Dynamic_ Behavior,
Interaction Protocol) ;

4.1 Interface

Interface modeling serves as the core of our component modeling approach and is
extensively leveraged by the other three modeling views. A component’s interface has
a type and is specified in terms of several interface elements. Each interface element
has a direction (+ or -), name (method signature), a set of input parameters, and
possibly a return type (output parameter). The direction indicates whether the
component requires (+) the service (i.e., operation) associated with the interface
element or provides (-) it to the rest of the system. In other words:

Interface:
(Type,
{Interface_Element}) ;

Interface Element:
(Direction,
Method_signature,
{Input_parameter},
Output_parameter) ;

In the context of the SCRover example discussed in Section 2, the Controller
component exposes four interfaces through its four ports: e, u, g, and n, correspond to
Execution, UpdateDB, Query, and Notification interface types, respectively (recall
Figure 2). Each of these interfaces may have several interface elements associated with
it. These interface elements are enumerated in Figure 3, for instance

Controller:

u: -updateSpeed(val: SpeedType) :Boolean;

g: +getWallDist () :DistanceType;

where updateSpeed() is an interface element required by the Controller component. Its
input parameter val is of user-defined type SpeedType and returns a Boolean indicating
a successful change of speed operation. On the other hand, getWallDist() is provided
by the controller component, has no parameters, and returns a value of type
DistanceType.

' Concise formulations are used throughout this section to clarify our definitions and are not meant to serve

as a formal specification of our model.
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4.2 Static Behavior

We adopt a widely used approach for static behavior modeling [15], which relies
on first-order predicate logic to specify functional properties of a component in terms
of the component’s state variables, invariants (the constraints associated with the state
variables), interfaces (as modeled in the interface model), operations (accessed via
interfaces) and their corresponding pre- and post-conditions. In other words:

Static Behaviors:
({State_variable},
Invariant,
{Operation}) ;

State Variable:
(Name,
Type) ;
Invariant:
(Logical_Expression) ;

Operation:
({Interface_ Element},
Pre_Cond,
Post_Cond) ;

Pre/Post_Cond:

(Logical_Expression) ;
A partial static behavior specification of SCRover example’s Controller component is
depicted in Figure 3.

4.3 Dynamic Behavior

A dynamic behavior model provides a continuous view of the component’s
internal execution details. Variations of state-based modeling techniques have been
typically used to model a component’s internal behavior (e.g., in UML). Such
approaches describe the component’s dynamic behavior using a set of sequencing
constraints that define legal ordering of the operations performed by the component.
These operations may belong to one of two categories: (1) they may be directly related
to the interfaces of the component as described in both interface and static behavioral
models; or (2) they may be internal operations of the component (i.e., invisible to the
rest of the system such as private methods in a UML class). To simplify our
discussion, we only focus on the first case: publicly accessible operations. The second
case may be reduced to the first one using the concept of hierarchy in StateCharts:
internal operations may be abstracted away by building a higher-level state-machine
that describes the dynamic behavior only in terms of the component’s interfaces.

A dynamic model serves as a conceptual bridge between the component’s model
of interaction protocols and its static behavioral model. On the one hand, a dynamic
model serves as a refinement of the static model as it further details the internal
behavior of the component. On the other hand, by leveraging a state-based notation, a
dynamic model may be used to specify the sequence by which a component’s
operations get executed. Fully describing a component’s dynamic behavior is essential
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Controller (Interface) Port
orts:

prov: {g:Query}

reg: {n:Notify, u:UpdateDB, e:Execution}
Interfaces:

u: updateSpeed (val:SpeedType) :Boolean;

u: updateDirection (val:Direction) ;
u: updateBatteryMode (val:BattMode) ;
u: updateAll (val:AllTypes);
u: setDefaults();
Interface types cee
e: Execution e: executeSpeedChange (val:newSpeed) ;
q: Query e: executeDirChange (val:newDir) ;
n: Notify n: notifyDistChange () :DistType;
u: UpdateDB n: notifySpeedChange () :SpeedType;
qg: getWallDist () :DistanceType;
Operations:
Controller (Static Behavior) op_updateSpeed {
v:SpeedType
speedVal:STATE_VARIABLE;
preCond: {v <> speedval}
postCond: {~speedvVal <> speedval}
mapped interfaces: {updateSpeed}
}
op_getWallDist {
preCond: {dist >0}
postCond: {result=dist}
mapped interfaces: {getWallDist}
}
StateVariable: op_updateAll {
mode:Integer; v:AllType
dist:DistanceType; allval:STATE_VARIABLE;
speed: SpeedType; preCond: {v <> allval}
dir:DirType; postCond: {~allval <> allval}
Invariant: mapped interfaces: {updateAll}
{ 0 <mode < 3 //off=0, on=1, halt=2, }
failure=3 op_notifyDistChange {
0 < dist } postCond: {result=newDist)

mapped interfaces: {notifyDistChange}
}
op_setDefaults{
preCond: {dist > 100}
postCond: {~speed > 100 AND dir = 0}
mapped interfaces: {setDefaults}
}
op_executeSpeedChange {
preCond: {val <> speed}

}

Fig. 3. Partial View of the Controller component’s Interface and Static Behavior.

in achieving two key objectives. First, it provides a rich model that can be used to
perform sophisticated analysis and simulation of the component’s behavior. Second, it
can serve as an important intermediate level model to generate implementation level
artifacts from the architectural specification.

Existing approaches to dynamic behavior modeling employ an abstract notion of
component state. These approaches treat states as entities of secondary importance,
with the transitions between states playing the main role in behavioral modeling.
Component states are often only specified by their name and set of incoming and
outgoing transitions. We offer an extended notion of dynamic modeling that defines a
state in terms of a set of variables maintained by the component and their associated
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Fig. 4. Partial View of Controller Component’s Dynamic Behavior (top)
and Interaction Protocol (bottom)

invariants. These invariants constrain the values of and dependencies among the
variables [28]. As examples of this extension to the definition of states consider the
invariants associated with Normal and Emergency states in the top diagram of Figure 4
(the details of state invariants are actually omitted from the diagram itself for clarity).

Normalj;,,: (0 £ dir < 360) AND (0 < speed < 500}
Emergency;,,: (100 < speed < 200) AND (dir = 0) AND (dist <100)

In summary, our dynamic behavior model consists of a set of initial states and a
sequence of guarded transitions from an origin to a destination state. Furthermore, a
state is specified in terms of constraints it imposes over a set of a component’s state
variables. In other words,
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Dynamic Behavior:
(InitState,
{State: (Direction) Transition->State}) ;

State:
(Name,
Variables,
Invariant) ;

Transition:
(Label,
{Parameter},
Guard) ;

Guard:
(Logical_ Expression) ;

A model of the Controller component’s dynamic behavior is depicted in the
middle portion of Figure 4. Note that the transitions are decorated with the
StateCharts’ event/action pairs. We omit further discussion of actions in this paper
since their usage is not critical to the paper’s argument.

4.4 Interaction Protocols

Finally, we adopt the widely used notation for specifying component interaction
protocols, originally proposed in [23]. Finite state semantics are used to define valid
sequences of invocations of component operations. Since interaction protocols are
concerned with an “external” view of a component, valid sequences of invocations are
specified irrespective of the component’s internal state or the pre-conditions required
for an operation’s invocation. A simple interaction protocol for the Controller
component is shown in the bottom portion of Figure 4. Our notation specifies
protocols in terms of a set of initial states, and a sequence of transitions from an origin
state to a destination.

Interaction Protocol:
(InitState,
{State: (Direction) Transition->State}) ;

State:
(Name) ;

Transition:
(Label,
{Parameter}) ;

5 Relating Component Models

Modeling complex software systems from multiple perspectives is essential in
capturing a multitude of structural, behavioral, and interaction properties of the system
under development. The key requirement for ensuring that dependable systems will
result from this process is to maintain the consistency among the different system
models [5,8,10,11,13]. We address the issue of consistency in the context of functional
component modeling based on the Quartet technique.
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In order to ensure the consistency among the models, their inter-relationships
must be understood. Figure 1 depicts the conceptual relationships among these
models. We categorize these relationships into two groups: syntactic and semantic. A
syntactic relationship is one in which a model (re)uses the elements of another model
directly and without the need for interpretation. For instance, interfaces and their
input/output parameters (as specified in the interface model) are directly reused in the
static behavior model of a component (relationship / in Figure 1). The same is true for
relationships 2 and 3, where the dynamic behavior and protocol models (re)use the
names of the interface elements as transition labels in their respective FSMs.

Alternatively, a semantic relationship is one in which modeling elements are
designed using the “meaning” and interpretation of the other elements. That is,
specification of elements in one model indirectly affects the specification of elements
in a different model. For instance, an operation’s pre-condition in the static behavior
model specifies the condition that must be satisfied in order for the operation to be
executed. Similarly, in the dynamic behavior model, a transition’s guard ensures that
the transition will only be taken when the guard condition is satisfied. The relationship
between a transition’s guard in the dynamic behavior model and the corresponding
operation’s pre-condition in the static behavior model is semantic in nature: one must
be interpreted in terms of the other (e.g., by establishing logical equivalence or
implication) before their (in)consistency can be established. Examples of this type of
relationship are relationships 4 and 5 in Figure 1.

In the remainder of this section we focus in more detail on the six relationships
among the component model Quartet depicted in Figure 1.

5.1 Relationships 1, 2, and 3 — Interface vs. Other Models

The interface model plays a central role in the design of other component models.
Regardless of whether the goal of modeling is to design a component’s interaction
with the rest of the system or to model details of the component’s internal behavior,
interface models will be extensively leveraged.

When modeling a component’s behaviors from a static perspective, the
component’s operations are specified in terms of interfaces through which they are
accessed. As discussed in Section 4, an interface element specified in the interface
model is mapped to an operation, which is further specified in terms of its pre- and
post-conditions that must be satisfied, respectively, prior to and after the operation’s
invocation.

In the dynamic behavior and interaction protocol models, activations of
transitions result in changes to the component’s state. Activation of these transitions is
caused by internal or external stimuli. Since invocation of component operations
results in changes to the component’s state, there is a relationship between these
operations’ invocations (accessed via interfaces) and the transitions’ activations. The
labels on these transitions (as defined in Section 4) directly relate to the interfaces
captured in the interface model.

The relationship between the interface model and other models is syntactic in
nature. The relationship is also unidirectional: all interface elements in an interface



298 Roshanak Roshandel and Nenad Medvidovic

model may be leveraged in the dynamic and protocol models as transition labels;
however, not all transition labels will necessarily relate to an interface element. Our
(informal) discussion provides a conceptual view of this relationship and can be used
as a framework to build automated analysis support to ensure the consistency among
the interface and remaining three models within a component.

5.2 Relationship 4 — Static Behavior vs. Dynamic Behavior

An important concept in relating static and dynamic behavior models is the
notion of state in the dynamic model and its connection to the static specification of
component’s state variables and their associated invariant. Additionally, operation
pre- and post-conditions in the static behavior model and transition guards in the
dynamic behavior model are semantically related. We have extensively studied these
relationships in [28] and identified the ranges of all such possible relationships. The
corresponding concepts in the two models may be equivalent, or they may be related
by logical implication. Although their equivalence would ensure their inter-
consistency, in some cases equivalence may be too restrictive. A discussion of such
cases is given below.

Transition Guard vs. Operation Pre-condition. At any given state in a component’s
dynamic behavior model, multiple outgoing transitions may share the same label, but
with different guards on the label. In order to relate an operation’s pre-condition in the
static model to the guards on the corresponding transitions in the dynamic model, we
first define the union guard (UG) of a transition label at a given state. UG is the
disjunction of all guards G associated with outgoing transitions that carry the same
label:

where 7 is the number of outgoing transitions with the same label
UG = A% G, at a given state, and G; is the guard associated with the ith

transition.

As an example in Figure 4, the dynamic model is designed such
that different states (Normal and Emergency) are going to be reachable as destinations
of the getWallDist() transition depending on the distance of the encountered obstacle
(dist variable in the transition guards). In this case at state Normal we have:

UGqetwallpist = (dist > 100) OR (0 < dist < 100)

Clearly, if UG is equivalent to its corresponding operation’s pre-condition, the
consistency at this level is achieved. However, if we consider the static behavior model
to be an abstract specification of the component’s functionality, the dynamic
behavioral model becomes the concrete realization of that functionality. In that case, if
UG is stronger than the corresponding operation’s pre-condition, the operation may
still be invoked safely. The reason for this is that UG places bounds on the operation’s
(i.e., transition’s) invocation, ensuring that the operation will never be invoked under
circumstances that violate its pre-condition; in other words, UG should imply the
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corresponding operation’s pre-condition. This is the case for the getWallDist()
operation in the rover’s Controller component.

State Invariant vs. Component Invariant. The state of a component in the static
behavior specification is modeled using a set of state variables. The possible values of
these variables are constrained by the component’s invariant. Furthermore, a
component’s operations may modify the state variables’ values, thus modifying the
state of the component as a whole. The dynamic behavior model, in turn, specifies
internal details of the component’s states when the component’s services are invoked.
As described in Section 3, these states are defined using a name, a set of variables, and
an invariant associated with these variables (called state’s invariant). It is crucial to
define the states in the dynamic behavior state machine in a manner consistent with the
static specification of component state and invariant.

Once again, an equivalence relation among these two elements may be too
restrictive. In particular, if a state’s invariant in the dynamic model is stronger than the
component’s invariant in the static model (i.e., state’s invariant implies component’s
invariant), then the state is simply bounding the component’s invariant, and does not
permit for circumstances under which the component’s invariant is violated. This
relationship preserves the properties of the abstract specification (i.e., static model) in
its concrete realization (i.e., dynamic model) and thus may be considered less
restrictive than equivalence. A simple case is that of state Normal and its invariant in
the Controller component. Relating the component invariant and the invariant of state
Normal, we have:

Normal,,: (0 <dir < 360) AND (0 < speed < 500) AND (dist > 100)
Controller;,,. (0 <dir < 360) AND (0 < speed < 1000) AND (dist = 0);

Normal;,, = Controller;,.

For more discussion on these, and a study of other possible relationships, see [28].

State Invariants vs. Operation Post-Condition. The final important relationship
between a component’s static and dynamic behavior models is that of an operation’s
post-condition and the invariant associated with the corresponding transition’s
destination state. For example, in Figure 3, the post-condition of the setDefaults()
operation is specified as:

setDefaultspyg: (speed > 100) AND (dir = 0)

while state Normal is a destination state for setDefaults() and we have:
Normal;,,: (0 £dir < 360) AND (0 < speed < 500) AND (dist > 100)

In the static behavior model, each operation’s post-condition must hold true
following the operation’s invocation. In the dynamic behavior model, once a transition
is taken, the state of the component changes from the transition’s origin state to its
destination state. Consequently, the state invariant constraining the destination state
and the operation’s post-condition are related. Again, the equivalence relationship may
be unnecessarily restrictive. Analogously to the previous cases, if the invariant
associated with a transition’s destination state is stronger than the corresponding
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operation’s post-condition (i.e., destination state’s invariant implies the corresponding
operation’s post-condition), then the operation may still be invoked safely. As an
example consider the specification of state Normal and operation setDefaults() shown
above. Clearly, the appropriate implication relationship does not exist. The
setDefaults() operation may assign the value of the variable speed to be greater than
500, which would, in turn, negatively affect the component’s dependability.

5.3 Relationship 5 — Dynamic Behavior vs. Interaction Protocols

The relationship between the dynamic behavior and interaction protocol models
of a component is semantic in nature: the concepts of the two models relate to each
other in an indirect way.

As discussed in Section 3, we model a component’s dynamic behavior by
enhancing traditional FSMs with state invariants. Our approach to modeling
interaction protocols also leverages FSMs to specify acceptable traces of execution of
component services. The relationship between the dynamic behavior model and the
interaction protocol model thus may be characterized in terms of the relationship
between the two state machines. These two state machines are at different granularity
levels however: the dynamic behavior model details the internal behavior of the
component based on both internally- and externally-visible transitions, guards, and
state invariants; on the other hand, the protocol model simply specifies the externally-
visible behavior of the component, with an exclusive focus on transitions. Examples of

the two models are shown in Figure 42

Our goal here is not to define a formal technique to ensure the equivalence of two
arbitrary state machines. This would first require some calibration of the models to
even make them comparable. Additionally, several approaches have studied the
equivalence of StateCharts [4,16,31]. Instead, we provide a more pragmatic approach
to ensure the consistency of the two models. We consider the dynamic behavior model
to be the concrete realization of the system under development, while the protocol of
interaction provides a guideline for the correct execution sequence of the component’s
interfaces. For example, consider again models of the Controller component specified
in Figure 4. Assuming that the interaction protocol model demonstrates all the valid
sequences of operation invocations of the component, it can be deduced that the
multiple consecutive invocation of setDefaults() are permitted. However, based on the
dynamic model, only one such operation is possible. Consequently, the dynamic and
protocol models are not equivalent. Since, the Controller component’s dynamic
behavior FSM is less general than its protocol FSM, some legal sequences of
invocations of the component are not permitted by the component’s dynamic behavior
FSM. This, in turn, directly impacts the component’s dependability.

2 Recall that in our example, the dynamic model is only specified at the level of external operations. Add-
ing internal operations to the model increases the granularity gap between the dynamic and protocol mod-
els.
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5.4 Relationship 6 — Static Behavior vs. Interaction Protocol

The interaction protocol model specifies the valid sequence by which the
component’s interfaces may be accessed. In doing so, it fails to take into account the
component’s internal behavior (e.g., the pre-conditions that must be satisfied prior to
an operation’s invocation). Consequently, we believe that there is no direct conceptual
relationship between the static behavior and interaction protocol models. Note,
however, that the two models are related indirectly via a component’s interface and
dynamic behavior models.

6 Implications of the Quartet on System-Level Reliability

The goal of our work is to support modeling architectural aspects of complex
software systems from multiple perspectives and to ensure the inter- and intra-
consistency among these models. Such consistency is critical in building dependable
software systems, where complex components interact to achieve a desired
functionality. Dependability attributes must therefore be “built into” the software
system throughout the development process, including during the architectural design
phase. This paper has presented a first step in this direction. We have restricted our
focus in the paper to software components alone. However, the Quartet enables a
natural progression toward system-wide modeling and analysis: a configuration of
software components in a system’s architecture is “tied together” via the components’
interface and interaction protocol models; the remaining two models of each
component are abstracted away from other components.

Several existing approaches (e.g., [3,31]) have demonstrated how protocols can
be leveraged to assess a system’s architecture-level (functional) consistency. This
paper is part of our ongoing research in quantifying, measuring, and consequently
ensuring architecture-level dependability of software systems. Specifically, our
ongoing work on architecture-level reliability estimation of software systems directly
leverages the analyses results obtained from the Quartet modeling, and applies those
results to a stochastic model to estimate component-level reliability [25,26]. Our
stochastic reliability model is applicable to early stages of development when the
implementation artifacts are unavailable and the exact execution profile of the system
is unknown. Furthermore, we use these results to estimate the overall system-level
reliability in a compositional manner. A series of concurrent state machines, each
representing an individual component's interaction protocol, are used to build an
augmented Markov model. We believe that our approach could be directly applied to
other dependability attributes that are probabilistic in nature (e.g., availability).

7 Conclusion and Future Work

In this paper, we argued for a four-view modeling approach, referred to as the
Quartet, that can be used to comprehensively model structural, static and dynamic
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behavioral, and interaction properties of a software component. We also discussed the
conceptual dependencies among these models, and highlighted specific points at
which consistency among them must be established and maintained in the interest of
ensuring the component’s dependability. While the discussion provided in this paper
has been semi-formal, we believe that it provides a promising starting point for
formalization and development of related modeling and analysis tools. Such tools are
likely to alleviate a common criticism levied at an approach such as ours: practitioners
will be reluctant to use it in “real” development situations because it requires too much
rigor and familiarity with too many notations. We believe such a criticism to be
misplaced for several reasons. First, this approach does not require formality and rigor
beyond what an average computer science undergraduate must become familiar with:
FSM and first-order predicate logic. Second, the experience of UML has shown that
practitioners will be all too happy to adopt multiple notations if those notations solve
important problems. Third, the potential for automated system specification, model
inter-consistency analysis, and implementation in our view should outweigh any
perceptions of difficulty in adopting the Quartet. Finally, this approach still allows
developers to select whatever subset of the Quartet they wish, but should give them an
understanding of how incorporating additional component aspects is likely to impact
their existing models. In fact, we have recently begun using three of the four Quartet
models (interface, static behavior, and protocol) to calculate system reliability at the
architectural level [25,26].

The ideas discussed in this paper were inspired by our previous work, in which
we integrated support for modeling static and dynamic system behaviors at the
architectural level [27]. We are currently reengineering and extending this tool support
using an extensible XML-based ADL [29]. Our long-term goal is to use this tool
support in formalizing the component modeling framework introduced in this paper,
and to provide an extensible basis for modeling and ensuring the consistency among
interacting and interchangeable components in large-scale software systems.
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Abstract. Industrial robots are complex systems with strict real time, reliability,
availability, and safety requirements. Robot controllers are the basic compo-
nents of the product-line architecture of these systems. They are complex real
time computers which control the mechanical arms of a robot. By their nature,
robot controllers are generic and open computer systems, because to be useful,
they must be programmable by end-users. This is typically done by using soft-
ware configuration parameters and a domain and vendor-specific programming
language. For some purposes, this may not be sufficient. A means of adding
low-level software extensions to the robot controller, basically extending its
base software platform is needed when, for example, a third party wants to add
a completely new sensor type that is not supported by the platform. Any soft-
ware platform evolution in this direction introduces a new set of broad quality
issues and other concerns. Dependability concerns, especially safety, reliability
and availability, are among the most important for robot systems. In this paper,
we use the ABB robot controller to show how an architecture transformation
approach based on quality attributes can be used in the design process for in-
creasing the platf openness.

1 Introduction

The demands of industry for safety at work and 50.000 hours of mean time between
failures (MTBF) require the hardware and software of industrial robot systems to be
of very high quality. Industrial robot systems consist of one or more mechanical units,
e.g. robot arms that can carry different tools, electrical motors, a robot controller
(computer hardware and software), and clients (see Figure 1). Clients are used for on-
line and off-line programming of the robot controller.

The software of the ABB robot controller discussed in this paper can be divided
into: platform software, application and configuration software. The variations be-
tween different products within the product line are currently accomplished through
the configuration and application software while the platform software is fixed. The
focus of this article is on increasing the number of variation points in the software
system through the design of an open software platform architecture for the robot
controller. Unless explicitly stated otherwise, system in this context is the software
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© Springer-Verlag Berlin Heidelberg 2004
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system of the robot controller, and platform, the software platform of the robot con-
troller. The software platform is the basis for the product-line architecture and its role
is similar to that of a domain-specific operating system. One of the differences be-
tween the two is that the platform is less flexible with respect to extension and its
share in the responsibility for the final system properties is greater than that of an OS.

According to [9], components in open systems do not depend on a single adminis-
trative domain and are not known at design time. As a measure of openness, we use
the diversity of the platform extensions and the layer-level in the layered software
architecture, in which extensions can be included in the platform. Increasing openness
in the platform means, at the same time, that it is possible to increase the number of
variations within the product line. An example would be to introduce functionality not
available from the base system manufacturer, e.g. new type of sensor in the system.
With a closed platform, it is only the development organization responsible for the
platform that can add low-level extensions to the system.

When designing the platform for a product line, there are many, varied architec-
tural level aspects that must be considered. Some are of a technical nature, e.g. defin-
ing what type of new functionality should be supported and defining the open plat-
form architecture. In addition, many other related non-technical aspects,
organizational, business and processes issues are involved. Even though, in this pa-
per, we focus on the technical aspects, each of those different aspects is important.
One of the main technical challenges in designing an open platform is in increasing its
openness without jeopardizing the quality of the final system. Consequently, all pre-
cautions must be taken to maximize the positive contribution of extensions to the
platform, and to minimize any negative side effect on the behavior of the final system.
As Bosch says [4], “the qualities of the product-line architecture are not relevant in
themselves, but rather the way these qualities translate to the software architecture of
the products that are a part of the product line”. More specifically, we focus on the
following technical aspects of the problem we have described:

e systematic analysis and modeling of the open platform quality constraints, the first
step in architectural design, and

e we show how a combination of the fault prevention means and architectural trans-
formations can be used when designing the open platform. The results from the
previous step are used for evaluation of the design decisions.

The paper is divided into seven sections. Section 2 begins with a short description
of the ABB Robotic System and robot controller, the subject of this case study. In
Section 3, we define platform openness. The design approach that we use in this case
study is motivated and described in Section 4. In Section 5 we analyze and model the
constraints, quality expectations and the software development architecture, which are
the basis for the architecture transformation process described in Section 6. Finally,
we present certain conclusions in Section 7.

2 System Overview

The ABB robot controller was initially designed in the beginning of the 1990’s. It was
required that the controller should be capable of use in different types of ABB robots,
and thus the architecture is a product line architecture. In essence, the controller has a
layered, and within layers an object-oriented, architecture. The implementation con-
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sists of approximately 2500 KLOC of C language source code divided into 400-500
classes, organized in 15 subsystems, which makes it a complex embedded system.
The system consists of three computers that are tightly connected: the main computer
that basically generates the path to follow, the axis computer, which controls each
axis of the manipulator, and finally the I/O computer, which interacts with external
sensors and actuators.

Robot Studio
(offline
programming)

Web Access
(optional)

TCP/IP

10 units or PLC

Main computer | fieldbusses

Axis computer

Robot
Controller
with

Teach
Pendant Unit

Drive Module

1% Manipulator

Fig. 1. System overview of an industrial robot system from ABB Robotics.

Only the main computer of the three computer nodes in the original system pro-
vides system-users with limited openness. This openness enables end-users to write
their robot programming logic in the form of RAPID, an imperative language. A typi-
cal RAPID program contains commands to move the manipulator arm to different
positions, making decisions based on input signals and setting output signals. This can
be done through off-line programming tools on a PC, or on-line programming on a
hand-held device designated a Teach Pendant Unit.

The system was originally designed to support easy porting to new HW-
architectures and new operating systems. A level of openness beyond that possible
with the RAPID language was not initially required. Furthermore, the system was not
initially designed to support temporal analysis. Opening up the system for certain
low-level extensions, e.g. adding new tasks, would require the introduction of such
analyzability.

3 Defining the Open Platform
for the Robot Controller Software System

In this section we define the platform openness from several different points of view.
In order to prepare a successful architectural design, it is necessary to understand
these different points of view, because all have an impact on architectural decisions.
As shown in Figure 2, we can consider the complete functionality of the system as
a combination of functions or services provided by the system in different system
modes of operation. Some of the modes are associated with normal performance of
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the system’s task, while others represent degraded operation modes as responses to
errors in the system. Defining the system modes is one of the steps in defining the
operational profiles as described by Musa in [16]. According to Musa, system modes
are a set of functions or operations that are grouped for convenience when analyzing
execution behavior. Specifying degraded operation modes and modes available in
different phases of the system’s mission is important when system failure assumptions
are considered in a system design [10]. The main system modes for the robot control-
ler are the following (illustrated in Figure 2):

e [nitialization mode — the mode in which the system operates during system startup.
This mode is characterized by rapid dynamic changes of the system configuration
between stopped mode and normal operation mode.

e Safe-init mode - the mode in which the system operates, if the system for some
reason, is unable to start in the normal manner.

o System update and configuration mode - the mode in which new software may be
added to or existing software replaced in the system.

e Normal operation mode — the mode in which the system’s performs its primary
functionality.

o Fail-safe mode — if an unrecoverable error is detected during normal operation, the
system transitions into this mode. In this mode, the system is optimized for fault-
tracing in the system by a maintenance engineer.

The functionality available in these modes, the number of system components and
the way the components are connected to each other, are different in the different
modes. On the top level, the system can only be in one of these modes at a time. This
does not imply that some maintenance functions are not found in, e.g. normal opera-
tion mode, but rather that the majority of the functions present in each mode are still
related to the primary purpose of that mode in the system.

system @
update and
config.

initialization

normal
operation

Fig. 2. Functions of the system are experienced by the user as multiple system modes.

The functions, also referred to as services, that we have described, are implemented
either by the platform of the open system, or by components added to the platform.
Further, added components should only be able to modify the behavior of a selected
number of the platform services as illustrated in Figure 3.
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Fig. 3. In a system with an open platform, functions can be a part of the existing platform or
extensions to the platform.

We use the designation platform extensions for system components that implement
third party platform services or that implement modifications of the existing platform
services. We will discuss extensions in two different contexts — the software develop-
ment architecture and the software operational architecture of the system.

3.1 The Software Development Architecture

In this section, we will introduce the terminology used throughout the rest of the pa-
per when we refer to the different components of the final system and illustrate the
phases of the system development in which these components are added to the sys-
tem.

The development artifacts, their relationships and dependencies can also be de-
scribed as a system architecture as such. We refer to such an architecture as software
development architecture. As discussed in [2] this architecture could be treated as an
architecture on its own, not just as a different view of the single system architecture.
In Figure 5, we show components in the software development architecture that can
be developed independently:

e Open Base Platform — implements existing platform services, which can be modi-
fiable or non-modifiable.

e FExtensions — implement new platform services or modifications to the existing
modifiable Open Base Platform services.

e Extended Open Platform — an instance of a platform, which is a composition of the
Open Base Platform and all the installed extensions for that particular instance of
the platform.

e Application Programs and Configuration — application logic written in the RAPID
language and application configuration data.
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Fig. 4. The number of independently developed packages increases from the closed platform
(left) to the open platform (right).

The left-hand part of Figure 4 shows the robot controller platform without the pos-
sibility of adding platform extensions. The right-hand part of the figure shows the
open robot controller to which platform extensions can be added. Packages represent
components that can be developed independently and within different organizational
boundaries. A package may contain the implementation of several extension compo-
nents. The arrows between the packages show their dependencies. When a system in
the product line is implemented, the same Open Base Platform component is always
used, while there are many possible choices of extension packages, applications and
configurations.

3.2 Extensions and Software Operational Architecture

While, in the previous section, we showed how different components are related in
the development architecture of the product-line system, in this section we describe
how platform components fit into the system’s operational architecture. Because the
system has a layered architecture, we use a high-level layered view to describe it. We
say that a system is more open if components can be added to lower layers in its ar-
chitecture. To make the description more illustrative, we compare the robot controller
to an open desktop platform.

3.2.1 Open Platforms in the Desktop Applications Domain

Examples of open platforms are Microsoft Windows© and Linux operating system
platforms. Microsoft Windows© is more relevant to our case because we do not dis-
cuss open source openness, but rather openness in terms of the possibility of increas-
ing the system capabilities. In the case of Windows®© it is possible to extend the base
platform on three different basic levels: device driver level, win32 programs and .Net
applications. This is illustrated in Figure Sa.

The architecture of the system is such that each of the different extensibility
mechanisms can only harm the system to a limited degree, device drivers causing the
most harm and .Net application the least. Apart from basic or native ways to extend
the platform, many of the applications define their own extensibility mechanisms, e.g.
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Fig. 5. Different ways to extend Windows®© platform a) and ABB robot controller software b).

Internet Explorer and SQL Server. The differences between these applications are
apparent in the process that accompanies the procedure of incorporating the extension
functionality in the base system. Scripts are routinely downloaded and run on com-
puters while browsing the Internet, whether requested by users or not. Application
programs are mostly explicitly installed in the system but it is very unlikely that they
will cause instability of the system as a whole. In the case of device drivers, a special
organization designated Windows Hardware Quality Labs (WHQL), is responsible for
certifying such drivers [14]. During the installation of device drivers, users of the
platform are clearly notified if the driver has been verified by WHQL or not. The
criticality of the device drivers is the driving force for adoption of the latest results
from research communities into the device driver verification. An example of this is a
recent adoption of the tool Static Driver Verifier, which is based on the model check-
ing research [15]. This tool has a set of rules that can be automatically applied to
device drivers, to check if they satisfy these rules.

3.2.2 Openness in the Robot Controller
The current way of adding functionality to the ABB robot controller, by adding
RAPID programs, corresponds to adding .Net applications to Windows®©. This is
shown in Figure 5b. Two examples of low-level extensions to the robot controller
platform that are currently restricted are extensions to the robot programming lan-
guage RAPID and the addition of new subsystems/tasks. Let us consider an example.
Basic commands in the programming of a robot are motion commands which in-
struct the robot to move its arms to different positions. Some of the basic motion
commands are implemented as RAPID extensions and perform their tasks by commu-
nicating with the motion subsystem. The basic part of the Program Server contains the
execution engine for RAPID programs, and has features such as single stepping and
executing the program backwards, i.e. running the robot backwards. The robot pro-
gramming language consists of a predefined set of commands. It is desirable that new
instructions can be added to permit easier programming, e.g. to permit the easier use
of special tools by the robot. Such extensions may require adding new tasks or sub-
systems which would need an open access to the lower level services in the system.
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Such extensions may have a significant impact on the system behavior, e.g. the tem-
poral behavior. Traditionally, this has been restricted by the base platform develop-
ment organization because of the prohibitive costs of verifying that they cause no
harm to the system.

4 Describing the Design Approach

Understanding which types of extensions can be implemented and where they fit in
the architecture is not sufficient when reasoning about, evaluating and motivating
architectural decisions regarding the open robot controller platform. It is at least
equally important to understand the constraints of the environment. Even though this
part of the development process is usually considered as requirements engineering,
the requirements engineering is closely related to architectural design and the line
between the two cannot easily be drawn. As pointed out in [11], the idea that require-
ments should always state what a system should do rather than how it should do it, is
an attractive idea but too simplistic in practice. The goals to be accomplished and the
constraints on the solution must be modeled and described in such a way that it is
easy to evaluate the design decision in relation to them.

A naive approach to transforming the robot controller platform into an open plat-
form could be the following:

e turn internal interfaces into public interfaces.

e use the public interfaces to develop extensions with off-the-shelf development
environments, compilers etc.

e define how extensions become a part of the platform.

In such an approach, the existing operational architecture is left unchanged. This
approach is not acceptable if quality concerns are to be taken into account. In order to
come to a satisfactory design solution, we need a design method that explicitly takes
quality attributes into account. In the remainder of this section, we will describe sev-
eral design approaches which focus on quality attributes and the approach we have
used in this case study.

4.1 Different Approaches with Focus on Quality Attributes

In software quality research, different quality models exist, e.g. the ISO 9126 model
and the model proposed by Dromey [5]. A quality model of a system can be described
as a framework to capture the quality expectations of a system. Dromey emphasizes
the importance of creating a quality model that is specific to a product [5]. This qual-
ity model is designated a product quality model and contains a quality model, a soft-
ware product model and a link between them, as illustrated in Figure 6. The quality
model should reflect the expectations that origin from the specific domain. A refine-
ment of this model is necessary so that it can be linked with the product model. The
software product model is the solution side of the model and describes the design or
implementation. In the construction of the product quality model, a combination of
the top-down and bottom-up approach is used. The quality model is constructed top-
down starting from the most general quality attributes of the domain and then refining
them to more specific quality attributes. The software product model is more likely to
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be constructed bottom-up because of, e.g., the use of COTS and legacy components.
The quality of the individual components and the ways the components are combined
in the product, have a dominant impact on the system quality.

The quality model consists of high-level quality attributes that are system non-
tangible properties. Quality attributes can be classified to the following two groups:

e Operational quality attributes

e Examples of operational quality attributes are: usability, reliability, availability,
safety, security, confidentiality, integrity, performance and maintainability.

e Non-operational quality attributes

¢ Examples of non-operational qualities are: maintainability, evolvability (reuse over
time and across products in a product line), portability, verifiability, integrate-
ability and deploy-ability.

Software Product Quality Model
component .
tangible hlgh-lgvel
quality-carrying quality
ri ;
properies | | g | attributes
nee Link
Software Quality
Product Model Model

Fig. 6. Dromey’s software product quality model.

Since high-level quality attributes are non-tangible and can only be measured
through other tangible properties, Dromey suggests that they should be refined to
more specific qualities and characteristics [6] , in order to create a finer grained qual-
ity model. Characteristics are tangible properties of a system that contribute to opera-
tional and-non operational qualities. Examples of characteristics are: machine inde-
pendent, modular, static. Usability can, for instance, be further refined as learnability
(easy to learn how to use), transparency (easy to remember how to use), customizabil-
ity (can adjust to specific needs), operability (easy to access the functionality).

By analyzing the software product quality model, we have come to the conclusion
that design tradeoffs between quality attributes are actually tradeoffs in choices of
components and different ways of composing the components.

The software architecture community has been very active in trying to find a way
to take quality attributes into account during architectural design. Good examples are
two recent books on Software Architecture [3,4]. Even though the work described in
these books relates to software systems, much of the reasoning can be applied more
broadly to computer-based systems. In the architectural analysis, tradeoffs are made
between all relevant quality attributes, not only between dependability attributes.

NFR (Non-Functional Requirements) is another approach to dealing with quality
attributes which is used within the requirements engineering community. An example
is NFR Framework described by Chang et al in [12]. NFR Framework uses a process-
oriented approach and a qualitative approach to dealing with NFR, because quantita-
tive measurement of an incomplete software system (its design) is considered to be
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even more difficult than measurement of the final product. NFR Framework defines
soft-goals interdependency graphs for representing and analyzing NFR as well as
dealing with tradeoffs.

A generic framework named dependability-explicit development model is described
by Kaaniche, Laprie and Blanquart in [10]. This framework allows dependability-
related activities to be structured and incorporated into the different phases of the
system creation process. The activities are grouped in four processes: fault preven-
tion, fault tolerance, fault removal, and fault forecasting. Because the dependability-
explicit development model is a generic framework, customization is probably re-
quired for a given system. It is recognized that factors such as the complexity of the
system, the priority of the dependability attributes and the confidence level to be
achieved, cost limitations and standards, all influence the selection of optimal solu-
tions.

4.2 The Approach Used in This Case Study

As explained in the previous sections, the Open Base Platform is the basic building
block in the software product-line architecture of the robot controller. The software
system and its components are designed and implemented in several stages, and
within different organizational boundaries. This needs to be taken into account during
the design of the Open Base Platform. In our opinion, the approaches presented in
Section 4.1 are too general to be directly applicable to our case. For instance, the
dependability-explicit development model takes only a subset of the relevant quality
attributes (the dependability attributes) into account and gives no support to the de-
velopment of flexible product-line architecture, which is important in the case of the
robot controller. The approach in our case study contains elements of the architecture
transformation method and the product-line design method described by Bosch [4],
and also elements from the dependability-explicit development model [10]. The ap-
proach can be described in the following way:

e We describe the quality goals for the system in terms of constraints and quality
attributes organized in two models or views: the operational constraints and quality
attributes that capture the dependability objectives, and the non-operational con-
straints and quality attributes, i.e. qualities related to the development architecture.
Quality attributes are organized in such a way that makes evaluation of different
design decisions easier. We also describe some important constraints that deter-
mine allocation of dependability objectives among the system components. This is
further described in Section 5.

e We describe and use an architectural transformation-based design method when
designing the open platform architecture. In this method, we use the previously de-
fined objectives to evaluate and guide our decisions. The method and its applica-
tion to the robot controller system are described in Section 6.

5 Modeling Design Constraints for the Robot Controller Software
— The First Step in Architecture Design

In this section we present a quality view of the robot controller software that includes
two dimensions. The first dimension assigns the operational quality attributes of the
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industrial robot system to the robot controller software system’s operational modes.
The second dimension is a development architecture dimension that contains non-
operational quality attributes. The purpose of these two dimensions is to permit the
organization of quality attributes in a structured way that is suitable for qualitative
reasoning in architectural design. Such organization makes the relations between
quality attributes more clear, than e.g. having only a flat prioritized list of quality
attributes. In a product-line-based approach, it is important to understand how the
quality attributes of the platform, which constitute the base-component of the product
line, are related to the quality of the products.

5.1 Operational Constraints

In many software system examples and studies, the analysis begins with software as
the top system level. However, when software is embedded in a larger system, a
systems approach is necessary when reasoning about quality attributes. In this section,
we begin from the quality attributes implied by the industrial robotics domain and
derive quality attributes down to the robot controller software system modes.

5.1.1 System Level Operational Quality Attributes
for Industrial Robotics Domain

The most important operational quality attributes for industrial robots are the follow-
ing: dependability attributes, usability (e.g. ease of reconfiguration and operation),
and performance (e.g. speed of manipulation, movement precision, and handling
weight). For the dependability attributes we adopt the terminology presented in [1].
Dependability is described by the following attributes: Reliability, Availability, Safety,
Integrity, Confidentiality, and Maintainability.

Security related attributes, i.e. confidentiality and integrity, are usually of less im-
portance for industrial robots as robots tend to be physically isolated, or only con-
nected to a control network together with other industrial devices. However, integrity
of data which is not security-related is very important. For instance, it is not accept-
able that, e.g. a task in the system should cause a hazard situation by damaging the
logic of the safety subsystem. In some cases, integrity of the system is required in the
sense that an unauthorized person may not change operational parameters for a robot.
All other dependability attributes are highly relevant.

Even though the contact between humans and robots in an industrial environment
is restricted (robots work in cells, which are physically isolated by a fence), safety can
never be underestimated since an unsafe system can cause considerable physical dam-
age to the expensive robot equipment and its environment. For example, larger types
of robots are powerful machines currently capable of manipulating a weight of over
500 kg. Industrial robots are included in the category of safety-critical systems which
can be implemented as “fail-safe”, i.e. they have a fail-safe mode.

The industrial/business environment in which robots are used is such that it is cru-
cial to have a very high degree of availability and reliability. Unreliability leads to
non-availability, which means unscheduled production stops associated with what can
be huge costs. Because of the complexity of, for example, a car production line, the
non-availability of a single robot will result in the stopping of the entire production
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line. The failure of a single robot with a welding tool caught inside a car body could
cause the loss of up to one-day’s production from the production line.

Maintainability is important in the sense that it is related to availability. The
shorter the unscheduled maintenance time, the higher the availability of the system.
Regularly scheduled preventive maintenance cannot be avoided since the robot sys-
tem contains mechanical parts.

When it comes to the dependability threats, i.e. fault, error and failures, both hard-
ware and software faults must be considered. The robot controller software has both
the roles of sending control sequences to the hardware and predicting preventive
hardware maintenance.

There are many different fault-tolerance methods that can be applied to industrial
robots. However, error recovery with temporary graceful degradation of performance
is not acceptable. A robot either works or it does not work; an individual robot cannot
perform its tasks by working more slowly - it being only one link in a production
chain, or because of the nature, such as arc welding, of the process concerned.

5.1.2 Robot Controller Software System Operational Qualities

In Figure 1 a typical robotics system and its subsystems is shown. The system archi-
tecture is such that the domain dependability quality attributes discussed in Section
5.1.1 do not affect all of the subsystems in the same way. How domain requirements
are propagated to subsystems may differ between different robotics systems depend-
ing on their design and implementation. When propagated from the system level,
quality attributes required of the robot controller software subsystem can be described
as following:

e Safety — The robot controller has software logic responsible for the collision detec-
tion safety feature.

e Reliability and availability — The robot controller is responsible for generating
correct coordinates (values), and with predefined time intervals so that signals can
be constantly sent to the manipulator while it is moving. If incorrect values are
sent, the manipulator will move in the wrong direction and if no values are sent,
the manipulator will not know in which direction to continue its movements and it
will stop in the fail-safe mode.

e [ntegrity — Configuration data integrity during maintenance and integrity of data
structures in normal operation is very important because of its large impact on reli-
ability and availability.

e Performance — Examples of important performance values for a robot are speed of
manipulation, and repetitive and absolute accuracy. In software these issues relate
to computational efficiency and data transfer efficiency.

e Maintainability — In the case of failures, it must be easy to identify and recognize
the faulty component in the system and replace it. The manipulator, which is an
electro-mechanical device, must be maintained on a regular basis as it is subject to
degradation faults. Because of this, any preventive, corrective or perfective updates
to the robot controller software and hardware can be done at the same time without
affecting the complete robot system availability.

For the purpose of a detailed design, these quality attribute descriptions must be
defined more precisely but they are sufficient for the purposes of this paper.
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5.1.3 Operational Qualities for the Robot Controller Software System Modes
Different robot controller software system modes, discussed in Section 3, are likely to
have different or differently prioritized operational quality attributes. The goal of this
section is not to go into the detailed design of each of the modes, but to model quality
attributes expectations on the functionality in the modes. In Figure 7 we visualize how
quality attribute requirements described in Section 5.1.2 are propagated to the indi-
vidual system modes, resulting in the lists of dependability goals to be satisfied in the
different modes.

1 safety
2 maintainability
N - ———+ 3 reliability & availab.
2 integrity 4 integrity
3 reliability & availab. 5 performance

2 reliability & availab.
3 performance

4 performance
T
|
|
!
update and
onfiguratio
1 safety ormal
2 maintainability N
3 reliability & availab. operation
4 integrity .

4 integrity
5 performance

1 safety

1 safety

1 safety T
2 reliability & availab. !
3 integrity —
4 performance  safety
- reliability & availab.
0 - integrity

,,,,,,,,,,,,,,,, .~ - performance

— =" | - maintainability
Distribute to system modes e

) P
! { Rob.Cont. SW Subsystem operational requirements
! |

Distribute between
subsystems of the system

{ operational requirements |

Stakeholders of the
operational domain

operator service admin
p tech. :

Fig. 7. Operational system modes with quality attributes assigned to them. As development
stakeholders are not present here, the model is not dependent on their concerns.

As mentioned in Section 3, these modes have significantly different numbers of
components and their interconnections. Because the normal mode of operation is the
mode of the system’s primary purpose, it is easy to neglect the other modes. From the
software system quality perspective, it is absolutely crucial that the transitions be-
tween the modes are predictable and reliable. If the software system is corrupted on
this level, it may not be able to start again. This implies that reliability and integrity
are very important attributes at the top software system level.
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5.1.4 New Operational Constraints for the Open Platform

For the open platform, new operational constraints also exist which are not necessar-
ily of quality attribute type. An example is constraints on the allocation of dependabil-
ity objectives that specify allowed effects of third party extensions to the core non-
modifiable open platform functionality. Examples of such constraints are:

e The safety feature “collision detection” is a core non-modifiable feature allocated
to the Open Base Platform components only, and can not be affected by platform
extensions.

e The integrity of the top level software system mode transition sequence is allocated
to Open Base Platform components only and it must not be affected by extensions
in such a way that for example, the system is unable to start.

5.2 Software Development Architecture and Constraints
in the Development Domain

In this section we discuss the non-operational quality attributes that are important in
the design and implementation of a system in the product line. In general, a system
must be designed to fulfil both the operational requirements and the development
requirements. Unlike dependability attributes, generally accepted definitions of which
exist within the research community, there is a lack of generally accepted terminology
and definitions for other quality attributes. For the quality attributes we refer to, we
use intuitive names to refer to their meaning.

To identify the non-operational quality attributes, we first identify the development
stakeholders and then bind their concerns to the packages in the development archi-
tecture that we introduced in the Section 3.1. It is generally recognized that quality
concerns are dependent on the stakeholders and their views. The way that stake-
holders are identified is still, to a large extent, an ad hoc procedure. A recent attempt
by Preiss to systematize the stakeholder identification is described in [18]. Stake-
holders are divided into goal stakeholders and means stakeholders and also according
to the product lifecycle phases (development stakeholders and operation stakeholder).
In this paper, we discuss only the means stakeholders, those who are responsible for
designing and building the system. The concerns of the system operation stakeholders
were described through the domain and system analysis of the robotic system in Sec-
tion 5.1.

The important development stakeholders for industrial robotics and their concerns
are presented in Figure 8. Using the terminology from Section 4, some of the con-
cerns would be expressed as characteristics, e.g. standard compliance, and some as
non-operational qualities, e.g. reuse. In Figure 8, we show only direct concerns of the
stakeholders, but concerns of all other stakeholders are indirectly propagated to the
Open Base Platform developer. The more effort invested in the design of the base
platform level to address these concerns, the greater is the probability that the quality
of all the components of the system will be improved. This is one of the very impor-
tant goals of our design work.
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Fig. 8. Software development architecture of the robot controller software system with means
stakeholders and their direct (first-level) concerns.

5.3 Other Important Requirements and Constraints

Operational and development qualities do not give us a complete model of the con-
straints on the software system design. There are other important constraints that can
have a significant impact on the system design. The major tradeoffs in large and com-
plex systems are usually associated with economics and business goals [3]. While we
describe none of these constraints, they should definitely be defined and taken into
account in the design phase. In the terms of means and goals stakeholders, mentioned
in Section 5.2, these constraints are related to the goal stakeholders.

6 Robot Controller Software System
Architecture Transformations

In this section we describe the design process for a more open software product line,
which includes the architectural transformation process for the Open Base Platform.
Referring to Figure 8, we are in the position of the developer of Open Base Platform.
Our design goals are the following:

1. Direct goals from the Figure 8, such as reusing as much as possible of the existing
assets, including the architecture.

2. Indirect development goals from the Figure 8, which are to help other development
stakeholders to meet their goals. If extensions are difficult to develop and integrate
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into the Open Base Platform, it decreases the likelihood that many new extensions
will be developed.

3. To meet dependability objectives allocated to the Open Base Platform operational
architecture components. These objectives were described in Section 5.1 through
the domain analysis and the assignment of dependability goals to system opera-
tional modes.

4. To provide fault prevention means in the form of software tools, to other develop-
ment stakeholders, in order to help meet the system dependability goals. This goal
is closely related to item 2 in this list. If the complexity of the system integration
and extension development is high, it increases the likelihood that the reliability of
the system will be lower.

5. To meet other constraints, e.g. business goals discussed in Section 5.3.

These goals are independent of whether there is or not an existing robot controller
software system. As we have an existing system from which to begin, we can describe
our design goals in a slightly different way — we need to transform the system to ad-
dress the changed and new requirements while still fulfilling the requirements that
have not changed. From the discussions in the previous sections, we obtain the list of
changes in the system and its environment, which can be attributed to the increased
openness. This list is presented in Table 1.

Table 1. Changes in the robot controller software system and its environment, which can be
attributed to the increased openness in the platform.

1 | Some of the system characteristics have changed:

e The amount of non-critical code in the system is very likely to increase. This
increases the overall system complexity and the likelihood of faults being pre-
sent in the system.

e Adding extensions to the system increases resource utilization in the system
which increases the risk of the system running out of critical resources during
operation.

2 | The system development environment has changed significantly, as shown in

Figures 4 and 8. Concerns of the new stakeholders, i.e. developers of the Ex-

tended Open Platform and developers of extensions, need to be addressed by our

design.

3 | New operational constraints on allocation of dependability objectives between the

system’s components have emerged (described in Section 5.1.4).

4 | Other new objectives exist, e.g. business objectives, which are not discussed in
this paper.

To design a system, which is perceived as a high quality system from several dif-
ferent perspectives, all of these new goals must be addressed. Dependability of the
system during operations can be categorized as a subset of these goals. System opera-
tional qualities as described in Section 5.1.3 are independent of the level of openness
in the system. From the operational perspective, who has designed and implemented a
component is irrelevant. However, this does not mean that there is no link between
the development process/architecture and the operational architecture. The relation-
ships between the different artifacts of the architectural design are visualized in Fig-
ure 9.
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Fig. 9. Relationships between the software architectural design artifacts.

The current operational architecture of the platform is transformed into an Open
Base Platform operational architecture. The platforms are the basis for systems that
have the same operational quality attributes. However, for the more open system, new
constraints exist on the allocation of dependability objectives between the system
components. Fault prevention means, such as evaluation of the properties of the com-
position of the base platform and extensions, enforcements of restrictions on pro-
gramming language features, are used to achieve the quality goals of the final system.
The development architecture is changed and it dictates how and when fault preven-
tion means can be applied.

6.1 Architectural Design

It is known that it is hard to define what software architecture is [2]. Furthermore,
there are differences between what is considered an architecture in industry and in the
research [8]. Fowler argues that all important system level design decisions that are
hard to change are architectural decisions [7]. What is considered to be important is
subjective and dependent on the opinion of the system expert.

One of the findings from our recent case study involving architects from seven
large industrial companies was that an architects awareness of the process that is used
to develop a product should be increased and process issues should be taken into ac-
count in architectural design [17]. Since the Base Open Platform is the basis for all
products in the product line, it must provide a set of tools that can be used to support
the process of completing the design and implementation of the system. An example
of such a tool is a tool that checks that extensions to the platform are designed in such
a way that they conform to the architectural principles of the base platform as de-
scribed in Section 6.3. This is the design level support for operational quality goals of
the system. We strongly believe that it is the software architects who should decide:
which tools are suitable, what design properties of the system should they check and
what are their limitations. In that sense, these tools become a part of the software
architecture on the system level.
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When designing a software architecture, Bosch [4] suggests preparing a functional
design first and then performing architectural transformations to take quality attrib-
utes into account. Transformations that may be required could be as simple as adding
a new functional component to the system, or may require changes such as the use of
different architectural styles or patterns. This depends on the nature of a quality at-
tribute. In our case, the functional design is already available because we began from
an existing system. Furthermore, the existing system supports operational quality
attributes as described in Section 5.1. The list of changes in the system environment
was presented in Table 1. Design transformations must be performed to meet the new
constraints within the context of the new development architecture.

The outline of the software architecture design method for the transformation of
the system with the closed platform into a system with the open platform is shown in
Figure 10. Initially, the open platform architecture is the same as the existing platform
architecture. A number of architectural patterns in the existing platform architecture
already provide a good basis for openness, such as: broker pattern, publish-subscribe
and the layered-architecture. Then we estimate if the quality attributes and the con-
straints are satisfied or not. If not, we consider if prevention measures can be success-
fully applied to satisfy our concerns. If such is the case, we need to add the appropri-
ate support, in the development environment, e.g. tools, language restrictions. If
prevention measures are not sufficient, then we need to apply transformation of the
platform operational architecture, e.g. to apply additional fault tolerance measures.
Using prevention measures as much as possible helps to reuse the existing operational
architecture, i.e. minimize its modifications, one of the goals mentioned in Figure 8.
The resulting architecture is designated Open Base Platform operational architecture.

The platform transformations are performed now, but there is no complete system
at this point. Many different systems can be designed using this platform as a basis.
The platform design is completed when extensions are added to the platform, result-
ing in an Extended Open Platform. In the design of the Open Base Platform architec-
ture, the effects of adding extensions to the platform are evaluated qualitatively, but
the final configuration is not known. Evaluating the effects of adding extensions, e.g.
new tasks, requires a tool support that can be used in a simple way outside the organi-
zation that designed the platform.

The following list summarizes the dependability means techniques that are applied
in the platform architecture transformation phase, to address threats raised by the
items in Table 1:

e Fault Tolerance techniques

o Because of the increased amount of non-critical code in the system (item 1), the
system must be partitioned in several fault-containment zones representing mul-
tiple levels of criticality. The same technique addresses the concern introduced
by item 4, on allocation of dependability objectives between the system compo-
nents.

o Adding new components increases resource utilization and requires that watch-
dog techniques be used to monitor the usage of critical system resources. Since
the robot controller system may have fail-safe behavior, the watch-dog initiates
roll-forward-recovery to the failure system mode.

e Fault Prevention techniques

o When new components are added to the Open Base Platform, the architecture of

such a new system must be re-evaluated for important properties such as timeli-
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Fig. 10. Architectural transformation of the closed robot controller platform to an open plat-
form. The open platform architecture is the basis for many different systems in the software
product line.

ness. Qualitative reasoning about such properties is difficult. We have therefore
introduced a software tool for a quantitative evaluation of the system design that
checks for errors such as the violation of deadlines and queue underflow or
overflow. Normally, the queue containing coordinate references must never be
empty. If, however, it does become empty, the robot does not know what to do
and will transit into a fail-safe state.
e Fault Removal techniques

o When components of a system are developed by different organizations, fault
diagnosis that records the cause of errors in terms of both location and type is
important. Fault diagnosis is the first step in fault handling [1]. However, in our
case the goal is not to perform other steps in fault handling, e.g. isolation, recon-
figuration, reinitialization, but to give precise information to an external agent.
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Monitoring and debugging in the distributed real time system is challenging. In
[20], Thane describes a method for software-based replay debugging of distrib-
uted real-time systems. A case study of the use of this method for the ABB ro-
bot controller is described in [21]. When this kind of diagnostic component is
introduced in the Open Base Platform, it works in the same way for all compo-
nents in the system.

6.2 Fault Tolerance Design Techniques to Support New Tasks

In addition to the architecture level transformations to support extensions to the Open
Base Platform, lower level design transformations and techniques are needed to sup-
port different types of extensions. There is a difference between providing support for
the addition of a new task to the system and adding a module that implements a new
RAPID language command. The impact of changes to the system to support these
different types of extensions is local and we therefore treat them as design level
changes.

There are three important issues when transforming the architecture to support the
addition of tasks, in addition to basic middleware broker support for installing tasks.
These are:

e Which interfaces should be provided?
e How is the added task supervised during operation to detect erroneous behavior?
e Which type of exception handling should be used?

The basic system includes a set of interfaces for different required functionalities.
The interfaces provided can be classified as critical or non-critical. The critical inter-
faces provide access to functionality that can impair the basic operational behavior of
a robot, such as motion control. A failure in a task that is classified as critical will lead
to an emergency stop. A task classified as non-critical is a task that only makes pas-
sive use of the information in the system and in the event of a failure, will not require
the immediate stopping of the robot. An example of such a non-critical function is a
web-server that presents certain statistics from the operations. Other fault handling
measures can be taken instead, such as disabling the functionality provided by the
extension. An added task that uses interfaces of both classes is classified as critical.

Supervising the behavior of an added task is supported in two ways, (i) assertions
provided in each of the services and (ii) supervision of the assigned CPU bandwidth.
The CPU-bandwidth is supervised by extending the basic operating system with func-
tionality for monitoring execution time of each added task during each cycle of execu-
tion (from the time a task becomes ready until it will be waiting for the next cycle of
execution). The basic idea is, thus, to prohibit the added task of delaying lower prior-
ity tasks longer than specified off-line. If the task uses too much CPU-bandwidth,
different measures will be taken depending on the criticality of the task, as mentioned
above.

In the case of a critical task, one can use an exception routine that is invoked be-
fore the severe impact occurs and allow that exception routine to finalize the
computation with less accuracy. This concept is called imprecise computation or
performance polymorphism as suggested in [13] and [19]. However, this approach is
not acceptable in our case, since performance polymorphism can yield an application
that delivers uneven quality. In the case of a non critical task we can adopt such an
approach. In the first version of the design, a controlled shut down of the task is per-
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proach. In the first version of the design, a controlled shut down of the task is per-
formed and an error message provided to the operator.

6.3 Software Architecture Tools for Evaluation of Real-Time Properties

As shown in Figure 10, the evaluation of the Extended Open Platform Architecture is
performed by other than the Open Base Platform developers. In [3], when the authors
discuss product-line architectures, they point out that the documentation needs to
explain valid and invalid variation bindings in a system based on the product-line
architecture. We find this necessary, but not sufficient in our case; a tool support must
also be provided. It is difficult to evaluate the impact of the combined extension on
the temporal behaviour of the system, because of the system size and the number of
interdependencies. A robot control system is a composition of Open Base Platform,
extensions, configuration options (e.g. different field busses, the robot model, differ-
ent software options such as spot- or arc- welding) and the user-programmed behav-
iour in the RAPID language. System compositions resulting from these components
have different timing behaviour but in some cases, the magnitude of these differences
might be insignificant. With extensions, the base system must not only be verified in
different configurations, but also in combination with extensions that are to be used.
These extensions can potentially have a large impact on the system timing and the
developers of the extended base platform should not be required to know the details
of the internal structure of the system in order to estimate the extension impact on the
system. A way to address this issue is to describe system components using models
and then analyze the system properties based on these models, as shown in Figure 11.

Models of Models of Open Base System
config. Extensions Platform Pr{) ert
options a‘nd to the base Model Re ui’:em‘ént
app. logic platform (ART-ML) q(pPL)

(ART-ML) (ART-ML)

System
Composition
Analysis

Fig. 11. The ART framework when used for real-time property validation in the design phase.

We propose a set of tools and methods for analyzing the impact on timing proper-
ties when changing the system. We call this framework ART [22]. It provides means
for creating, analyzing and validating models of real-time systems. As illustrated in
Figure 11, the general idea of this framework is to create a model of the system com-
ponents using the modelling language ART-ML and, by using a suitable analysis
method, to determine how the timing is affected by a change in the system. The
analysis tool takes a system model containing the base system and extensions as in-
put. It also needs a set of system-timing properties to analyze, formulated in the prob-
abilistic query language PPL. In the current version of the framework, simulation
based analysis is used. The tool evaluates the specified properties against the model.
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7 Conclusions

Making changes to existing complex systems is never an easy task. These systems are
created and fine-tuned using years of experience and maintenance, to satisfy the de-
manding functionality and quality requirements of the domains in which they are
used. When changes are considered, it is vital to understand the impact of those
changes, and then to find or develop adequate techniques to address the new or
changed concerns and expectations.

In this paper, we use ABB robot controller, a complex real-time system, to analyze
the impact on the system when the openness of the system is increased. As pointed
out in [18], many development projects primarily take into account the operational
domain stakeholders and their concerns. From the broader quality point of view when
analyzing the impact of increasing system openness, we come to the conclusion that
the impact on the system is primarily on the development side. Further, we recognize
changes in some operational characteristics of the system that may affect system op-
erational qualities and dependability. The amount of non-critical code in the system
increases as well as resource usage. Because system reliability is a vital property of
the system, and because the use of fault-tolerance means supporting fail-operational
semantics is limited (because of cost or complexity), the importance of fault-
prevention is emphasized, and tools supporting evaluation of the design decisions are
proposed. The separation of system components into critical and non-critical compo-
nents and their isolation in fault-containment regions is used to support fail-safe op-
erational semantics.

We believe that most of the reasoning in this paper is applicable in general to the
robotics domain, but also partly to other systems in the embedded domain, which
require openness in the sense described in this paper.
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Abstract. Model Driven Architecture (MDA) is an initiative of the Object
Management Group (OMG) to promote an enhanced system development proc-
ess based on the clear separation of application logic from the underlying plat-
form technology and to generate software automatically from platform inde-
pendent models, rather than relying on traditional largely manual code
development processes. The avionics industry has identified several areas in
which the MDA approach can potentially drive down the rapidly inflating cost
of software development and maintenance of the very complex and safety criti-
cal systems both those in development and those currently in-service. This pa-
per discusses some of the research work that is currently being undertaken
within the avionics industry and specifically in collaboration with Kennedy
Carter Ltd.(Software Consultants) to investigate the use of MDA to address the
inefficiencies in the process of delivering and certifying avionics software. The
conclusion is that the MDA approach represents how future avionics systems
will be built.

1 Introduction

The rapid growth in the software content of military aircraft systems has dramatically
increased the development and lifecycle maintenance costs of the avionics system as a
proportion of the total platform. The identification and adoption of design methods
that will potentially reduce or reverse this trend is therefore key to ensuring the af-
fordability of the future avionics systems in the next twenty years.

The adoption of modern modelling, simulation and prototyping techniques in order
to dramatically improve the engineering process and so cut the cost of specifying,
designing and developing complex software systems is regarded as key to this.

These concepts are at the heart of Model Driven Architecture (MDA), which is an
initiative of the Object Management Group (OMG) to promote an enhanced system
development process based on the clear separation of platform independent and plat-
form specific issues (see [1]). Executable Model Driven Architecture is a practical
instantiation of the OMG’s MDA developed by Kennedy Carter Ltd. based upon
executable UML models and translation to the implementation, supporting 100% code
generation.

The origins of translation-based development can be traced back to the well-
established Shlaer-Mellor methodology (see [2] through [5]), illustrated in Figure 1.

R. de Lemos et al. (Eds.): Architecting Dependable Systems II, LNCS 3069, pp. 330-350, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Executable UML (xUML) is a subset of the Unified Modelling Language incorpo-

rating a complete Action Language that allows system developers to build executable
system models and then use these models to produce high quality code for their target
systems. Executable MDA defines the process and xUML defines the language for
expressing the models.

The iUML (intelligent UML) and iCCG (intelligent Configurable Code Generator)

tools are proprietary to Kennedy Carter Ltd.

Platform Independent Platform Specific
Requirements Requirements

| !

iUML, iSIM used here iCCG used here

Analysis

Design

System
Fig. 1. The Translation approach.

The iUML tool suite has been designed to support every aspect of Executable

MDA. It comprises three components, namely:

iUML Modeller — which supports the creation and manipulation of executable
object models using the Executable UML formalism.

iUML Generator — which generates the code required to execute a model in the
iUML Simulator.

iUML Simulator (iSIM) — which executes, tests and debugs the executable object
models created using object modeller.

The iCCG tool, as its name implies, is a tool for the specification of Code Genera-

tors. It provides the framework for extracting the information from an iUML model,
and a translation engine, which generates the resulting code.

The following sections identify how the Executable MDA approach is being re-

searched and applied to four cost saving strategies, namely:

Automation of the software development process. The traditional approach to
software development has been the “waterfall” method, whereby 3 models of the
system under development are produced — the analysis model, the design model
and the code. Manual processes based upon this lifecycle model lack objective
completion criteria, and require multiple overlapping views of the system to be
maintained, often resulting in obsolete analysis and design documentation. It has
already been shown in mature avionics applications currently in service, that a sys-
tem developed using a translation-based MDA approach results in better productiv-
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ity and the elimination of a whole class of errors introduced during software design
(refer to section 2.3 of this document for examples).

Managing legacy systems in a cost-effective fashion. The software gestation
period of many systems currently in service can be of the order of a decade or
more. In the modern rapidly evolving software industry, this can mean that the
methods and tools used to develop these systems can be obsolete even before the
system comes into service. Migration strategies have to be identified to safeguard
the massive investments (sometimes many man-centuries of effort) that have gone
into these products. An MDA method and tool approach offers a solution to this
problem.

Mapping software to modular computer systems. Traditional avionics systems
have consisted of federations of black boxes developed by various manufacturers
using a variety of software standards and platform technologies. Large cost savings
can be achieved if all the software in a modern avionics system is hosted in a single
rack of standard processing modules. However this approach introduces a whole
new set of challenges in mapping the software applications to the modules in such
a way that absence of mutual interference is guaranteed, and to support reconfigu-
ration of applications in case of hardware failure. The MDA approach of address-
ing the partitioning and mapping issues as a totally separate subject matter is re-
garded as fundamental to solving these challenges.

Support for modular or incremental certification. Modern avionics systems
have to be subject to a very expensive process of certification prior to entry into
service. Current practice does not support incremental or modular certification, so
any change to a part of an avionics system can mean that the whole must be totally
recertified. MDA is a repeatable process, which relies on automation, and provides
a strategy of strong modularisation using mappings which identify explicit depend-
encies about which structured reasoning, testing and risk assessment can be ap-
plied. MDA offers a strategy of modular safety case construction in support of the
needs of this approach.

2 Automation of the Software Development Process

The classic analysis / design / code development process is faulty. It has a number of
facets that act as a barrier to success:

The manually maintained deliverables of the process embody significant overlap.
Every fact in the analysis model appears again in the design model and every fact
in the design model appears again in the code. With constantly changing require-
ments, this level of redundancy is untenable. There is barely time to specify the
system once, let alone three times.

Each component of the design is subjected to its own, personal, design phase. This
results in a plethora of different design and coding strategies, which renders the
components a source of enduring mystery and intrigue for the unfortunate main-
tainers.

We need a better process. The emerging industry standard process is Model Driven

Architecture (MDA).

MDA facilitates abstraction and automation. Abstraction establishes highly reus-

able layers of capability, each providing guaranteed services to the layers above, and
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requiring services of the layers below. The following sections explain how automa-
tion eliminates the need to maintain derived artefacts, such as design and code.

Let us first examine the notions of layering, as illustrated in the context of an avi-
onics system in Figure 2. A key notion in MDA is that of “platform independence”.
This is a slightly dangerous term, as it rather depends upon the definition of “plat-
form”. The domain model provides a number of types of platform independence:

e Aircraft platform independence
o The Hardware Interface domain isolates the application from knowledge of the
specific hardware (weapons and sensors) on the aircraft.
o The Communications domain hides the specific protocols and technologies used
for communication.
o The Pilot Interface domain isolates the devices and formats used for communi-
cation with the pilot.
e Execution platform independence
o The Software Architecture domain provides a “virtual UML machine” by offer-
ing services common to all UML models (store objects, send signals, execute
actions), allowing the UML models to be mapped to any underlying software
and hardware execution platform.

Software

System Generic Stores
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Passive| Active A-A A-S
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Target Execution Environment
(Processors / Operating System / Language)

Target Hardware

Fig. 2. Layers in an avionics system.

It should be noted, however, that the UML models making up the layered domains
are not totally platform independent; they depend upon the UML virtual machine
platform. The UML virtual platform, or virtual machine, provides an execution envi-
ronment for any UML model, supporting standard UML notions such as creation and
deletion of objects and links, generation of signal events, processing of state machines
and execution of actions.

Automation plays a key role in eliminating the duplication of information prevalent
in classic approaches. Rather than having the developers manually maintain several
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viewpoints (analysis / design / code / interface control documents), we automatically
derive the design, code and required documents from the platform independent mod-
els. How? By building other platform independent models that embody the rules by
which one artefact is derived from another. Hence a code generator is built as just
another executable UML model, which takes as its primary input an executable UML
model of the application or a service, and produces as its main output, target code.

The Platform Independent Model (PIM) to Platform Specific Model (PSM) map-
ping rules, embodied in such a model, encapsulate the design decisions that define
how components of the platform specific implementation are to be generated from
components of the platform independent model.

This allows the requirements to be fully specified in an abstract, implementation-
independent, formalism, then translated onto a variety of execution platforms. The
absence of platform specific detail from these models makes them much simpler than
their platform specific equivalents, making them easier to check, which in turn leads
to higher levels of dependability.

2.1 Summary of the Executable MDA Process

The MDA process offers a level of sophistication that puts avionics software engi-
neering on a par with the engineering disciplines used to build the aircraft itself, in
which the engineers:
1. Build precise, predictive models;
2. Subject the models to rigorous testing prior to implementation;
3. Establish a well-defined and automated construction process;
4. Construct the product from large reusable components.

The MDA process and primary deliverables are summarised in this context by Fig-
ure 3.

Construct the system from
large, reusable components

SPECIFY DOMAINS
Idenlify new/reusoed domains

Modal system use cases

Establish a well-

defined and
automated
construction Build precise,
process predictive models
SPECIFY SYSTEM BUILD PLATFORM-INDEPENDENT MODELS
CONSTRUCTION PROCESS (PIMS)
Define/Buy PIM To PSI Mapping Rules Model domain use cases
Build/Buy PIM compiler Build Static Moded - Class Diagram
Build Dynarmic Maodel - Stale Charts & Inleractions
Build Action Moded - Operations & Stale Actions
Compile and debug PIMS
Subject the models to
rigorous testing before
implementation
-
GENERATE SYSTEM VALIDATE PIMS
Apply PIM to PSI Mapping Rules Execute domain use cases

(Execute PIM Compiler)
Execule system use cases
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Fig. 3. The MDA process and work products.
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2.2 Dependability

It is important to note that this process involves two kinds of component; the compo-
nents (domains) that make up the application and the translation engines used to map
the domains onto the selected target platform. Clearly, for development of a depend-
able system, the dependability of both types of component must be established. In this
scheme, both types of component are expressed as UML models, and the verification
process is identical; each component is subjected to a set of test cases to demonstrate
compliance with requirements. Because we are using a fully defined formalism, we
are able to subject the models to mathematical analysis and reasoning to establish
their integrity, as explained later.

Since the Platform Independent Models (PIM) are built with an unambiguous and
executable formalism, and the mappings from PIM to Platform Specific Models
(PSM) and Platform Specific Implementation (PSI) can be fully specified, it is feasi-
ble to generate 100% of the code required to execute the system, with minimal oppor-
tunities for introducing errors that might compromise the dependability. Code genera-
tors can be bought off-the-shelf or can, with suitable tooling, be constructed or
tailored for a particular project or organisation (see Figure 4).

T};?npms' ety The generated code is

g xUML, specify e t

the required Platform sliic ot _not add:jrs;;tly o
processing in an '”dﬁ&';';’ge"‘ ol ion maintained deliverable
implementation- {in xUML) (in target language)

independent way

Fig. 4. Automatic code generation.

Note also that the use of code generation technology allows easy and consistent in-
corporation of relevant industry standards. For example, in a high integrity avionics
application, we may wish to achieve:

1. Use of Spark Ada for safety critical systems

2. Conformance to the Generic Open Architecture (GOA) preferred standards for
avionics domains (SAE AIR5316 — see http://www.sae.org)

3. Conformance to Generic Aircraft-Store Interface Framework (GASIF) (SAE AIR

5532 — see http://www.sae.org)

It is the code generator, in the form of a UML model, which embodies the policies
by which these technologies and standards are deployed. This removes the need for
all engineers to become experts in these areas, and further increases system depend-
ability, by eliminating the opportunity for manual injection of unsystematic errors and
inconsistencies during implementation.

2.3 Verification

Executable UML is strongly oriented towards development of highly dependable,
high integrity systems, and there are a number of code generators that allow the PIM
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to be thoroughly tested and debugged in a simulation environment. Examples of such
products include those produced by Project Technology Inc. (see [7]) and Kennedy
Carter Ltd. (see [8]). This allows systems to be verified on one platform prior to being
deployed on another. For example, this approach has been used for the development
of very large federations of components, which are simulated and verified using the
High Level Architecture (HLA) prior to being regenerated onto the target architecture
(see [6]).

Below are examples of how executable UML has been successfully used to de-
velop high dependability systems:

Lockheed Martin - F16 Modular Mission Computer at Fort Worth, Texas (see
[9]): It has used the OMG’s MDA to develop the F-16 Modular Mission Computer
Application Software. Their goal was to achieve cross-platform compatibility and
increased productivity and quality, all in the context of the environment of avionics
software development.

The Lockheed Martin authored report concludes with a list of the benefits that
were realized:

e The application models are expressed in a completely platform independent way
and so can be reused across multiple hardware and software platforms;

e UML modellers are isolated from the software and hardware details and so can
concentrate on a thorough exploration of the problem space;

e The hardware and software platforms can be upgraded without impacting the ap-
plication models;

e Models can be tested at the earliest opportunity by executing them in the iUML
Simulation environment;

e Rework is reduced with validated models;

e The mapping from PIM to PSM is specified in xXUML with iCCG and is highly
reusable;

e Code generation eliminates manual coding and eliminates the defects traditionally
introduced in the coding phase;

e Defect injection (and the resulting rework) is reduced by automating the software
phase in which most defects are injected “On a typical program, after Require-
ments Definition approximately 2/3 of the defects are injected during implementa-
tion (coding)”;

e Maintenance of the application source code is eliminated, while maintenance of the
xUML models is ensured;

e Nearly all implementation-specific design tasks (all but the design decisions repre-
sented by design tag values) are performed by the code generator, not the software
developers.

Taken altogether these MDA benefits have reduced application development time
by 20% on the F-16 MMC program in addition to helping them achieve complete
cross-platform compatibility.

BAE Systems — Stingray Torpedo (see [10]): An objective of the project was to
develop a tool to convert automatically the Software Design into Ada 95 code for use
in a real time embedded system to support the Tactical Software Development on the
Stingray Torpedo Life Extension Project. This was to be implemented by a small task
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centred team, using a selection of specialist software compiler technologies to ensure
a high quality product while utilizing only a small number of Ada programmers and
achieving a reduced development time.

With no previous experience of code generation, the team identified the develop-
ment strategy, produced the design and utilized the appropriate technologies to realize
the product. Novel use of compiler technologies, and 4 years of highly focused work
took the concept to a fully developed product achieving 100% automated Ada 95 code
generation. The code generator cost approximately 2 man-years of development time
for the first prototype and, so far, has resulted in a saving of 40 man-years of software
coding.

The customer (UK Ministry of Defence) is extremely confident in the quality of
the product produced by this leading edge technology and the use of the code genera-
tor allows much faster turn-round time between design changes and in-water re-
deployment. Because of the modular approach taken with the design, maintenance is
relatively straightforward and the product can be used in Object Oriented real-time
embedded applications especially where mission criticality is an important considera-
tion.

The three major benefits that have resulted from the innovative approach taken by
the ground breaking design team are improved software productivity, repeatable build
process and improved software quality; all of which contribute to and enhance the
cost-effectiveness of the overall development lifecycle at BAE Systems. The sea trials
of SRLE were the most successful of any product developed by the company.

3 Managing Legacy Systems in a Cost-Effective Fashion

The establishment of UML as the dominant formalism for representing system and
software designs will inevitably result in tool vendors reducing their investment and
support in other formalisms, and focussing their efforts on developing increasingly
capable UML tools.

Most large systems embody components that were built many years ago, using
tools that were, at the time, considered leading edge, but which are now often vendor
unsupported and hosted on unsupportable platforms. It is not economically feasible,
nor necessary, to re-engineer all such components. However, the issue of tool obso-
lescence may act as a driver towards adopting modern UML tools as a way of con-
tinuing to maintain and develop such legacy components.

In enhancing a software development process, many of the components we wish to
build are components to be deployed at development time, which can become part of
the tool chain used to build the deployed system. Therefore, there are advantages if
the modelling and simulation tools are capable of producing components to support
the MDA design flow as well as the components for the avionics system.

MDA exploits the emergence of a class of tools, which empower model translation
such as that illustrated in Figure 4, and allow metamodel manipulation. These meta-
models are simply “models of models”, built for a particular purpose. For example,
we might build a metamodel of the Structured Analysis (SA) formalism, which knows
how to transform itself into the UML notation, expressed as a UML metamodel. Lack
of space precludes inclusion of the complete metamodel, but the fragment in Figure 5
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Fig. 5. Part of the structured analysis metamodel.

illustrates the level of abstraction of the SA metamodel. Similarly Figure 6 shows a
fragment of the metamodel of the xXUML formalism.

These metamodels include operations, which enable their automatic transformation
into other models (e.g. SA to UML) or other formalisms (e.g. UML to code). To do
this, we need the ability to build executable metamodels in the same environment as
the component models for the target system.

The following section describes a generic process by which such a migration can
be automated, allowing software maintenance to be continued using the original
method but with new tools.

The example here is one of migrating models built using the Real-Time Structured
Analysis method on the Teamwork tool, originally developed by Cadre. However, the
approach can be used for any method and tool combination. Note that the modelling
tool is used to model and generate the translation tools used during development, as
well as to model and generate the application. The process for migration, resulting in
the tool chain is illustrated in Figure 7.

The steps are as follows:

1. Build a metamodel of the old tool export format (in the case the textual notation
used to store Teamwork models known as CDIF! — see Figure 8).

I CDIF (CASE data interchange format) is a proposed standard, which addresses model and

method independent transfer between CASE tools.
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Fig. 6. Part of the xXUML metamodel.

2. Build a metamodel of the old formalism (in this case Real Time Structured Analy-
sis (RTSA) as shown in Figure 5).
3. Specify the mappings from the CDIF metamodel to the RTSA metamodel, as illus-
trated by the UML action language shown in Figure 9, which maps a CDIF process
component to a RTSA process.
4. Build a mapping from the RTSA metamodel to the UML metamodel, shown in

Figure 6.

5. Build a mapping from the UML metamodel to the new tool database (Figure 6).
The overall process is summarised in Figure 7.

Once the basic migration has been automated, the tool chain can be further en-
hanced by the automation of parts of the development process, as illustrated in Figure
10. The following two enhancements are enabled by the use of an executable formal-

ism (UML).

1. Model checking (and automatic fixing if desired);
2. Model transformation, for example, automatic generation of design and code from

the RTSA model.

The result is a process, which is more strongly oriented towards dependability, by
allowing earlier identification of defects, and reducing the scope for human error
during the implementation phase.
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4 Mapping Software to Modular Computer Systems

Traditional avionics architectures have consisted of a federation of black boxes, pro-
duced by various manufacturers. The adoption of modular avionics computer archi-
tecture compatible with the adoption of an open integrated modular software architec-
ture is regarded as a major cost saving strategy. The goals of such an architecture are:

1. Technology Transparency - The underlying hardware should not have any impact
on an application either during development or execution.

2. Scheduled Maintenance - The system should have inbuilt capability to operate in
the presence of failures so that extended Maintenance Free Operating Periods
(MFOPS) can be achieved.

3. Incremental Update - The system should be designed such that applications can be
inserted/altered with minimum impact on other applications and on the supporting
safety case.

The requirement is to develop and then to map a number of avionics applications to

a rack of Processing Modules. The applications that are active at any time in the mis-
sion can be selected as function of the current operational mode (e.g. take-off, recon-
naissance, attack etc.). In order to cater for failure conditions, it must be possible to
re-map active applications to different non-failed modules (a certain amount of re-
dundancy is catered for). These possible mappings are referred to as system configu-
rations.
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Fig. 9. Mapping from CDIF metamodel to SA metamodel.

The chosen process architecture is based upon the same principles as MDA, in that
it comprises layers of abstraction, each providing services to the layer above, and
requiring services of the layer below (see Figure 11).
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Fig. 11. IMS with existing, new and re-engineered applications.

In MDA, a layered set of platform-independent models are constructed, also
known as domains, each of which encapsulates a single subject matter and provides
services to its “clients” and requires services of its “servers”. The application compo-
nents running under IMS can be partitioned according to this principle. The benefit of
domain partitioning is that it allows changes and upgrades to be made to one compo-
nent while minimising the impact on other components.

An application can consist of one or more processes each being an independent
execution environment. A process can in turn consist of one or more threads of execu-
tion, which communicate with any other thread in the system through logical connec-
tions, which are called virtual channels (VCs), see Figure 12.

One or more processes from any application, may be allocated to each Processing
Module, provided they do not exceed their memory and bandwidth allocation, and
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Fig. 12. Logical mapping of processes.

subject to security or safety constraints, which dictate which processes can share the
same Module. Virtual channels that connect these processes are mapped to physical
network connections.

This implies a sophisticated operating system that can manage the dynamic recon-
figuration of the system at run-time in response to operational modes and fault condi-
tions (as shown in Figure 11). Such an operating system requires instructions on how
it is to behave for reconfiguration or error handling etc., and these are stored in a
“runtime blueprint”.

During development it is highly desirable to develop the applications independ-
ently of the hardware and then to devise a mechanism for specifying the complex
mapping combinations to the target hardware. This concept fits hand-in-glove with
the concepts of Model Driven Architecture and the concepts of Platform Independent
Models (PIM’s) and mappings from the PIM’s to the Platform Specific Implementa-
tions (PSI’s).

The strategy adopted is to develop the Applications as a set of Platform Independ-
ent Models. In research that has been carried out to date this has been performed us-
ing the Kennedy Carter iUML-modelling tool. The Platform Independent Models are
expressed in Executable UML (xUML).

Decisions have to be made by the systems developers on how these Platform Inde-
pendent Models are to be organised logically into processes, the concurrency model
for these processes which defines the threads, and the communication paths between
these threads which define the virtual channels. The mechanism for performing these
operations is known as tagging. These tags do not in any way effect the structure of
the PIM’s, they are merely an overlay that is used as information required by the code
generator.

Meanwhile the mappings from the PIM to PSI’s (i.e. the processes to the process-
ing modules) have been defined and these are captured in another Kennedy Carter
tool known as the iCCG (configurable code generator tool). The iCCG tool contains a
meta-model of the XUML formalism, which is populated by instances of the xXUML
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Fig. 13. Environments of the development process.

components contained in the application under development. This meta-model of
xUML is actually expressed in XUML. The mapping rules are incorporated into this
iCCG model as methods on the meta-model classes, which when invoked automati-
cally output the code for the target system (expressed in a High Level Language such
as Ada 83).

This results in a set of executables that can be loaded into the target system, but
how to define the mappings? As already stated the mappings are defined at run-time
using the “runtime blueprint”.

The runtime blueprint includes information about the applications, the target hard-
ware, all the possible configurations and the mapping solutions between these.

The solution that has been devised is to create three design-time blueprints that
capture the necessary information about the application, the hardware resources and
the configurations respectively. The mapping solutions are derived from these blue-
prints and captured in a fourth design-time blueprint known as the system blueprint.
The run-time blueprint is a translation of information in the system blueprint, which is
distributed around the various processing elements of the system.

The four development environments and how they fit with the generation of blue-
prints is shown in Figure 13.

The System Modelling Environment (SME) is where the overall system is mod-
elled and results in the Configuration blueprint. The Application Development Envi-
ronment (APPDE) is where the Application is developed. The Architecture Descrip-
tion Environment (ARCDE) is where the hardware architecture is defined. The
System Prototyping and Integration Environment (SPIE) is where the system is proto-
typed and integrated.

Once again the technique of creating meta-models expressed in xXUML has been
utilised to define the contents and organisation of the four design-time blueprints.
During the development process these are populated to define the actual instantiated
blueprints. It must be emphasised that many processes and tools other than the UML
modelling tools must be pressed into service to solve the complex mapping solutions;
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these blueprints only represent a repository for the results. In the case of the applica-
tion, the iCCG tool can be used to populate the application blueprint because all the
logical organisation decisions (processes, threads and VC’s) have been captured in the
aforementioned tags.

It can be seen from research work carried out to date that this Model Driven Archi-
tecture approach offers a significant capability in support of this modular computer
technology.

5 Support for Modular or Incremental Certification

Prior to deployment, the system developed will need to be approved for use in its

specific domain. In the avionics application domain, systems need to be shown to

meet the requirements of airworthiness authorities. This would be standards such as
the RTCA / EUROCAE standard DO-178-B “Software Considerations in Airborne

Systems and Equipment Certification” (see [11]) or the UK Ministry of Defence stan-

dards, such as Def Stan 00-55 “Requirements for Safety Related software in Defence

Equipment” (see [12]). Other domains will have similar requirements, and the stan-

dards applied for a given domain vary between countries and territories.

Achieving certification is not trivial, especially as the standards relate both to
product technologies and the development processes used to deliver them. Building
an argument for certification is therefore a significant cost, one we would prefer to
avoid recurring on every single change or variation of the system developed. For
example, referring back to the avionics system illustrated in Figure 2, a change to the
technologies used to implement the pilot interface should not require the entire avion-
ics system to be re-certified. The term “incremental certification” is used to commu-
nicate the idea that only the parts of the system subject to a change are also subject to
re-certification.

MDA supports incremental certification in a number of distinct ways:

e Separation of concerns — Each domain is separate from the other domains used to
construct a system model. The domains may make up layers (as in the avionics ex-
ample — see Figure 2) or may be at the same level of abstraction but represent dif-
ferent aspects such as one domain for sensors, another for weapons. The intention
is that a change to one domain is limited to that domain so that certification effort
can be restricted.

e Well-defined domains — Innovative technologies tend to be disruptive in that they
require many of the underlying assumptions of the systems that utilise them to be
re-considered. This can have a large impact on emergent system properties, where
the full implications of a small change can be difficult to perceive. This is particu-
larly the case for non-functional properties such as safety assessment where many
of the key properties (such as, maintenance-free operation periods — MFOPs) are
implicit within the system definition. The domains support the concept that innova-
tions can be resolved more systematically within their own technological context,
so that the implications for other domains are better understood in terms of service
provision, impact and any supporting additional requirements in other domains to
exploit innovations.

e Reuse — Once domains have been internally resolved, they can be subject to spe-
cific test strategies to test maturity and integrity. For example, DO-178B requires
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that software with a safety-related role in the system be subjected to full Multi Cri-
teria Decision Coverage (MC-DC) analysis, along with several other low-level in-
depth requirements. Using MDA, this testing can be carried out in a single domain
and re-used for all instances of that domain across several systems. This makes
more cost effective use of low level verification effort, leveraging the costs of de-
ploying such techniques, and addressing the (significant) risk of inconsistencies in
approaches to testing across different systems development projects.

e Mapping definition — Mappings between domains make explicit the dependencies
between them. This supports structured reasoning about interactions and the con-
text in which they occur. By making these dependencies explicit, different scenar-
ios for system operation can be defined, and subject to testing or risk assessment.

e Assessing models, not code — Certification is in the context of systems, not just
software. Arguments for certification are more compelling and robust if the as-
sessment is based on system and architecture properties rather than the (more vola-
tile) specifics of the software. Using MDA, the system model can be used to assert
safety properties that are upheld in the software generated from it by code genera-
tion mappings. The system model can be validated directly against requirements
and verified against test suites without descending into the detail of software im-
plementation — which is likely to be less meaningful to certification and more vola-
tile.

e Early resolution of safety/certification concerns — The definition of domains and
the mappings between them provides a basic architecture for the system where key
data flows, service calls and resource dependencies can be identified and assessed
in the context of hazard identification. This kind of system model permits early
identification of potential weaknesses that might threaten certification. For exam-
ple, Def Stan 00-56 (see [13]) provides that system components at the highest
safety integrity level (SIL 4) can be broken down into two components of a lower
integrity level (SIL 3), so long as the two SIL 3 components can be shown to be
independent. Early resolution of architecture using domains can identify where
such a strategy might be appropriate between two safety critical domains.

e Use of “Commercial Off The Shelf” (COTS) — Use of COTS technology is a prac-
tical reality in most system development projects because commercial markets in-
novate faster than military or other niche markets. MDA helps to integrate these
technologies into a mature development process without compromising system cer-
tification. So long as an interface can be defined between the COTS domain and
the other system domains, that interface can be subjected to the same rigorous ap-
proach and arguments without the need to build arguments specific to individual
COTS releases.

These benefits arise because the system development process is better resolved un-
der MDA and less technology dependent. The challenge to achieving incremental
certification using traditional systems development processes — such as the V lifecycle
recommended in “Aerospace Recommended Practice” (ARP) (see [14])- is that the
process is seen as monolithic, and any change requires certification to start again at
the beginning. Such certification processes are too complex and interwoven to unpick
and resolve change impact. The ARP is by no means unique in this regard; most “high
integrity” processes have similar weaknesses, precisely because they attempt to asso-
ciate dependability with control.
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MDA provides an underlying infrastructure with more precise coupling between
components. This structure can then be reflected in the safety argument constructed to
support a certification argument. Dependability and precision come from improved
understanding and interaction across domains, rather than attempts to control them all
simultaneously. For example, an argument for correct translation from a UML model
to an Ada program could take the form of three main claims:

1. The UML metamodel is correct in terms of the UML language reference manual

(LRM).

2. The Ada metamodel is correct in terms of the Ada language reference manual.
3. The mapping between (1) and (2) above is defined and complete.

The argument would then proceed by decomposing the metamodel and the map-
pings into their component parts and reasoning that these support the three claims
above (see Figure 14). The arguments about metamodels would consider all the enti-
ties represented in that metamodel, whereas each association in the mapping would
need to be analysed to demonstrate:

e Relevance — There is a valid state of the source metamodel that triggers the map-
ping association. For example, UML classes are a relevant part of the system
model and must be represented in the Ada code generated.

e Structural Integrity — The semantic meaning of the source metamodel is not altered
by the mapping. This would be shown by reference to a mapping specification
showing how UML components should be represented as Ada components. For
example, representing a class as an Ada package.

e Symbolical Integrity — Showing that data connections are preserved by the map-
ping translation. For example, the Ada package name is the same as, or closely de-
rived from, the UML class, preserving traceability between model and code.

An illustration of how such an argument can be structured and built up systemati-
cally is shown in Figure 14. It uses a methodology called “Goal Structuring Notation”
(GSN) (see [15]) to document the argument.

By adopting this argument approach, or something similar, each metamodel and
mapping specification is shown explicitly in the overall argument and implications of
change can be resolved without reconstructing the entire argument structure.

The claims in Figure 14 have small diamonds to show that further decomposition
will be required. These claims will need to be broken down into claims on specific
components of the metamodel or mapping as appropriate until the claim has been
decomposed to a point where it can be discharged by direct reference to evidence. For
example, the claim about structural integrity of the mapping could be broken down
into the specific operations used to define that mapping in the XUML metamodel.
Each specific operation could then be proved to discharge the mapping specification
using a mathematical approach such as weakest precondition calculus (see [15])

The approach could be taken further, documenting specific certification arguments
useful to specific technologies, and evidence about specific software routines (such as
MC-DC testing) retained in a library for re-use on other systems making use of the
same software release.

Incremental certification is therefore delivered through a structured and systematic
approach to arguing about safety that reflects the structure of the MDA process and
the product architecture adopted prior to code generation. Many tangible benefits and



348  Chris Raistrick and Tony Bloomfield
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Argue that translation
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domain input condition
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Input condition <n> valid Mapping rule - structural Mapping rule symbolic

Input condition is a valid Argue that program code Argue that data item

state of the modelling instance generated from dependencies are correctly

metamodel mapping is appropriate for model upheld by the mapping rule
instance semantics it relates to.

Fig. 14. Example safety argument fragment showing highest-level claims.

improvements in productivity of system assessment can be delivered by adopting this
straightforward approach.

6 Conclusions and Future Work

MDA with executable UML offers an approach that embodies all the key ingredients
of a process for developing dependable systems, by offering:

1. A uniform strategy for preserving investment in existing models built using unsup-
ported tools, by automatically migrating them to profiled UML models for subse-
quent maintenance and development using state of the art UML tools.

2. A clean separation of application behaviour from the platform specific implemen-
tation using technologies such as Integrated Modular Avionics (IMA), allowing the
full potential of IMA to be realised in a consistent and dependable way.

3. A semantically well defined formalism that can be used as the basis for modular
certification of safety related systems.

4. The ability to generate not only the components of the target system, but compo-
nents of the development tool chain, providing scope for model translation and of-
fering “executable specifications” that can be tested early and mapped reliably onto
the target, leading to greater levels of dependency.

MDA is a new approach for most organizations, and therefore carries additional
training and learning curve costs and also currently the availability of production
quality code generators is currently limited.
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MDA requires developers to work at a more abstract level than code. Although ex-
perience shows that most do not have any difficulty making the adjustment, there will
be some who find this change of emphasis difficult to achieve.

Building upon the initial success of MDA deployment so far, work is now proceed-
ing on the enhancement of the Ada code mapping rules to cover the entire xXUML
formalism. Work is also underway to develop a generic “adapter/router” component
to provide a standard way to interface re-engineered XUML components with pre-
existing components, as illustrated in the Figure 15.

These techniques are now being applied to another avionics system in the same or-
ganization, in response to the customer’s need for a faster and cheaper upgrade capa-
bility.

asynchronous
communication

synchronous
communication

Existing
Ada Tasks

Ada Packages
generated from e Fackage

xUML

Existing
Ada Tasks

$INLINE bridges | subprograms
e

Fig. 15. Interfacing xUML components to legacy components.

Acknowledgements

The help and support of Steve Crook-Dawkins from the Department of Computer
Science, University of York, in the preparation of this paper and his participation in
some of the research work described here, is acknowledged.

References

—_

. Object Management Group - Model Driven Architecture - www.omg.org/mda

2. S. Shlaer, S. J. Mellor. Object Oriented System Analysis: Modelling the World in Data.
Yourdon Press Computing Series. (March 1988).

3. S. Shlaer, S. J. Mellor. Object Lifecycles: Modelling the World in States. Yourdon Press
Computing Series. (April 1991).

4. S. J. Mellor, M. Balcer. Executable UML. A Foundation for UML. Addison-Wesley Pub
Co; 1st edition. (May 2002)

5. C. Raistrick et al. Model Driven Architecture with Executable UML. Cambridge Univer-

sity Press. (March 2004).

. High Level Architecture https://www.dmso.mil/public/transition/hla.

. Project Technology Inc. http://www.projtech.com/prods/index.html

8. Kenedy Carter Ltd. http://www.kc.com/products/iuml/index.html

~N N



350

10.
11.

12.

14.

15.

Chris Raistrick and Tony Bloomfield

. Lockheed Martin - F16 Modular Mission Computer:

http://www.omg.org/mda/mda_files/New_MDA.ppt

BAE Systems - Stingray Torpedo: http://www .kc.com/case_study/baesystems.html
RTCA Inc, “Software Considerations in Airborne Systems and Equipment Certification”
DO-178B, RTCA SC-167, EUROCAE WG-12, Washington DC. (December 1992).

UK Ministry of Defence, “Def Stan 00-55: Requirements for Safety Related Software in
Defence Equipment” Part 1 Requirements and Part 2 Guidance, UK MoD, Glasgow. (Au-
gust 1997).

. UK Ministry of Defence, “Def Stan 00-56: Safety Management Requirements for Defence

Systems” Part 1 Requirements and Part 2 Guidance, UK MoD, Glasgow. (August 1997).
SAE, Systems Integration Task Group, “Guidelines and Methods for Conducting the
Safety Assessment Process on Civil Airborne Systems and Equipment”, ARP 4761, SAE S
18 Committee. (November 1994).

T.P. Kelly. Arguing Safety — A Systematic Approach to Managing Safety Cases. University
of York. Department of Computer Science. DPhil Thesis YCST 99/05. (September 1998).



Andersson, Johan 307

Andrade, Luis 3

Asterio de C. Guerra, Paulo 144
Avillez, Richard 3

Belmans, Ronnie 123
Bloomfield, Tony 330
Bondavalli, Andrea 167

Castaldi, Marco 167
Coulson, Geoff 99

Das, Olivia 266

Deconinck, Geert 123

De Florio, Vincenzo 123

de Lemos, Rogério 144

Di Giandomenico, Felicita 167

Emmerich, Wolfgang 79
Ezhilchelvan, Paul D. 215

Fiadeiro, José Luiz 3

Gashi, Ilir 191
Giese, Holger 25
Gouveia, Joao 3

Inverardi, Paola 167

Knight, John C. 51
Koutsoukos, Georgios 3

Author Index

Liang, Sheldon X. 241
Lourenco, Hugo 3
Luqi, 241

Medvidovic, Nenad 286
Mustapic, Goran 307

Norstrom, Christer 307

Popov, Peter 191
Porcarelli, Stefano 167
Puett, Joseph F., III 241

Raistrick, Chris 330

Roberts, Graham 79
Rodrigues, Genaina Nunes 79
Romanovsky, Alexander 144
Roshandel, Roshanak 286
Rubira, Cecilia Mary F. 144

Saikoski, Katia 99

Shrivastava, Santosh Kumar 215
Stankovic, Vladimir 191
Strigini, Lorenzo 191

Strunk, Elisabeth A. 51

Tichy, Matthias 25
Wall, Anders 307

Wermelinger, Michel 3
Woodside, C. Murray 266



	Front matter
	Title
	Foreword
	Preface
	Table of Contents

	Chapter 1
	1 Introduction
	2 The Three Cs of Architectures
	2.1 The CCC System Architecture
	2.2 The CCC Business Architecture

	3 Business Rules and Coordination Contracts
	4 Architectural Framework
	5 Batch-Oriented Rule Processing
	6 Concluding Remarks
	7 Acknowledgments
	References

	Chapter 2
	1 Introduction
	2 Architectural Principles for Dependability
	3 Design of the Architecture
	3.1 Service Description Storage
	3.2 Monitor Responsibility Storage

	4 Ensuring Availability of Application Services
	4.1 Qualitative Evaluation
	4.2 Quantitative Evaluation
	4.3 Controlling the Availability

	5 Ensuring Reliability of Application Services
	5.1 Qualitative Evaluation
	5.2 Quantitative Evaluation
	5.3 Controlling the Reliability

	6 Evaluation
	7 Related Work
	8 Conclusions and Future Work
	References
	A An Introduction to Generalized Stochastic Petri Nets

	Chapter 3
	1 Introduction
	2 Types of System
	2.1 Critical Information Systems
	2.2 Safety-Critical Embedded Systems

	3 What Is Survivability?
	3.1 Existing Definitions of Survivability
	3.2 A More Precise Intuitive Notion
	3.3 Defining Survivability

	4 System Examples
	4.1 An Example of Survivability in Critical Information Systems
	4.2 An Example of Survivability in Embedded Systems

	5 Implementation of Survivable Systems
	5.1 The Role of Fault Tolerance
	5.2 The Willow Reactive Mechanism
	5.3 Embedded System Reconfiguration

	6 Related Work
	6.1 Related Concepts
	6.2 Related Embedded Architectures
	6.3 Fault-Tolerant Distributed Systems
	6.4 Intrusion-Tolerant Systems

	7 Summary
	References

	Chapter 4
	1 Introduction
	2 MDA and Reliability
	2.1 Bringing Reliability to MDA

	3 A Profile for Replication
	4 Mapping from the Reliability Profile to the EJB PSM
	4.1 The Transformation Rules

	5 Mapping from Design to Deployment
	6 Example
	7 Related Work
	8 Concluding Remarks and Future Work
	References

	Chapter 5
	1 Introduction
	2 Background on OpenORB
	3 An Overview of GOORB
	4 GOORB in Detail
	4.1 Overview
	4.2 The Group Binding Service
	4.3 The Configurable Group Service
	4.4 The Reconfiguration Service

	5 An Example of the Use of GOORB
	6 Related Work
	7 Conclusions
	References
	Appendix A: XML Schema for GOORB Groups

	Chapter 6
	1 Introduction
	2 DepAuDE Approach
	2.1 ARIEL as Configuration Support Tool
	2.2 ARIEL as Recovery Language
	2.3 Assumptions

	3 Inter-site Aspects
	4 Methodological Guidance
	5 Case Study
	5.1 System Setup
	5.2 Instantiating DepAuDE on PSAS
	5.3 PSAS Recovery Strategy
	5.4 Stabilizing Memory

	6 Related Work and Conclusion
	References

	Chapter 7
	1 Introduction
	2 Background
	2.1 Architectural Mismatches and COTS Component Integration
	2.2 COTS Component Protectors
	2.3 The C2 Architectural Style

	3 Idealised Fault-Tolerant COTS Component
	3.1 The Idealised C2 Component (iC2C)
	3.2 Guidelines for Turning COTS into iC2C
	3.3 Idealised C2 COTS (iCOTS) Overall Architecture

	4 Case Study
	4.1 Problem Statement
	4.2 The Provisioning Stage
	4.3 The Assembly Stage

	5 Related Work
	6 Conclusions and Future Work
	References

	Chapter 8
	1 Introduction
	2 A Reconfiguration Based Approach to Fault Tolerance
	3 A Framework for Fault Tolerance Provision
	3.1 The Lira Infrastructure
	3.2 Lira and the Proposed Approach
	3.3 Decision Maker: General Issues
	3.4 Decision Maker: How It Works

	4 A Simple Example: Path Availability in a Communication Network
	4.1 Measure of Interest and Assumptions
	4.2 Performing Reconfigurations
	4.3 Component Building Blocks and Phase Net
	4.4 Numerical Evaluation

	5 Related Work
	6 Conclusions
	References

	Chapter 9
	1 Introduction
	2 A Study of Faults in Four SQL Servers
	2.1 SQL Servers Cannot Be Assumed to ‘Fail-Stop’
	2.2 Potential of Design Diversity for Detecting/Diagnosing Failures

	3 Architecture of a Fault-Tolerant Diverse SQL Server
	3.1 General Scheme
	3.2 Fault Tolerance Strategies
	3.3 Data Consistency Between Diverse SQL Servers
	3.4 Differences in Features and SQL “Dialects” Between SQL Servers
	3.5 Replica Determinism: The Example of DDL Support
	3.6 Data Diversity
	3.7 Performance of Diverse-Replicated SQL Servers

	4 Increasing Performance via Diversity
	4.1 Performance Measures of Diverse SQL Servers
	4.2 Design Solutions for the Optimistic Regime

	5 Related Work
	6 Discussion
	7 Conclusions
	References

	Chapter 10
	1 Introduction
	2 The Model and a Design Framework
	2.1 Probabilistic Asynchronous (PA) Model
	2.2 A Framework for Building a QoS Adaptive System

	3 QoS Enabled Middleware Protocol Derivation
	3.1 Models and Service Specifications
	3.2 Failure Detectors and Suspectors
	3.3 PA Implementations of Suspectors and Detectors

	4 Derivation of a Reliable Broadcast Protocol
	4.1 The Synchronous Protocol
	4.2 A Simple Derivation
	4.3 A Practical Probabilistic Protocol

	5 QoS Evaluation and Monitoring
	5.1 QoS Monitoring and Subsequent Adaptation

	6 Related Work
	7 Concluding Remarks
	References

	Chapter 11
	1 Introduction
	1.1 Contributions
	1.2 Related Work
	1.3 Organization

	2 An Overview
	2.1 Conceptual Context
	2.2 Perspective-Based Modeling
	2.3 Perspective-Based Synthesis

	3 Dependable Composition Model (DCM)
	3.1 Definition of Dependable Composition
	3.2 Formalizations of Compositional Pattern
	3.3 Dependable Composer

	4 Quantifiable Architecting via a DCM
	4.1 Substantial Interconnections
	4.2 System Dependability Analysis

	5 Demonstration
	5.1 Computational Prototyping Model
	5.2 Automated Transitions
	5.3 Compositional Evolution

	6 Conclusion
	References

	Chapter 12
	1 Introduction
	2 The Dependable-LQN Model
	2.1 Failure Behaviour of a Single Independent Component
	2.2 First Part of the Dependable-LQN Model: FTLQN Model
	2.3 Second Part of the Dependable-LQN Model: MAMA Model

	3 Dependable-LQN Model Solution
	4 Dependable-LQN Model of an ATC En Route System
	5 Numerical Results
	5.1 Parameterizing the Model
	5.2 Results
	5.3 Effect of Management Component Failures on System Availability
	5.4 Sensitivity Analysis of System Availability
	5.5 Optimal Replication Number for Name Servers
	5.6 Effect of Replication of Unreliable Agents (i.e. the gSAM servers) on System Availability

	6 Conclusions
	References

	Chapter 13
	1 Introduction
	2 Example
	3 Component Modeling
	3.1 Introducing the “Quartet”
	3.2 Existing Approaches to the Quartet

	4 Our Approach
	4.1 Interface
	4.2 Static Behavior
	4.3 Dynamic Behavior
	4.4 Interaction Protocols

	5 Relating Component Models
	5.1 Relationships 1, 2, and 3 — Interface vs. Other Models
	5.2 Relationship 4 — Static Behavior vs. Dynamic Behavior
	5.3 Relationship 5 — Dynamic Behavior vs. Interaction Protocols
	5.4 Relationship 6 — Static Behavior vs. Interaction Protocol

	6 Implications of the Quartet on System-Level Reliability
	7 Conclusion and Future Work
	References

	Chapter 14
	1 Introduction
	2 System Overview
	3 Defining the Open Platform for the Robot Controller Software System
	3.1 The Software Development Architecture
	3.2 Extensions and Software Operational Architecture

	4 Describing the Design Approach
	4.1 Different Approaches with Focus on Quality Attributes
	4.2 The Approach Used in This Case Study

	5 Modeling Design Constraints for the Robot Controller Software – The First Step in Architecture Design
	5.1 Operational Constraints
	5.2 Software Development Architecture and Constraints in the Development Domain
	5.3 Other Important Requirements and Constraints

	6 Robot Controller Software System Architecture Transformations
	6.1 Architectural Design
	6.2 Fault Tolerance Design Techniques to Support New Tasks
	6.3 Software Architecture Tools for Evaluation of Real-Time Properties

	7 Conclusions
	References

	Chapter 15
	1 Introduction
	2 Automation of the Software Development Process
	2.1 Summary of the Executable MDA Process
	2.2 Dependability
	2.3 Verification

	3 Managing Legacy Systems in a Cost-Effective Fashion
	4 Mapping Software to Modular Computer Systems
	5 Support for Modular or Incremental Certification
	6 Conclusions and Future Work
	References

	Back matter

